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ROLE OF VOLUNTARY AGREEMENTS IN THE 
U.S. INTELLECTUAL PROPERTY SYSTEM 


WEDNESDAY, SEPTEMBER 18, 2013 

House of Representatives 

Subcommittee on Courts, Intellectual Property, 
AND THE Internet 

Committee on the Judiciary 

Washington, DC. 


The Subcommittee met, pursuant to call, at 2:03 p.m., in room 
2141, Rayburn House Office Building, the Honorable Howard Coble 
(Chairman of the Subcommittee) presiding. 

Present: Representatives Coble, Marino, Goodlatte, Smith of 
Texas, Poe, Collins, Watt, Conyers, Johnson, Chu, Jeffries, and 
Lofgren. 

Staff Present: (Majority) Joe Keeley, Chief Counsel; Olivia Lee, 
Clerk; and (Minority) Stephanie Moore, Minority Counsel. 

Mr. Coble. The Subcommittee on Clourts, Intellectual Property 
and the Internet will come to order. Without objection, the Chair 
is authorized to declare recesses of the Subcommittee at any time. 
We welcome all of the witnesses and others in the audience for to- 
day’s very important hearing I will now give my opening state- 
ment. 

Good afternoon, and welcome again to today’s Subcommittee 
hearing on the Role of Voluntary of Efforts in the U.S. Intellectual 
Property System. Copyright owners have been dealing with the in- 
creasing acts of power sales of their property that is often aided by 
groups and Web sites that glorify theft. This Subcommittee has 
dealt with the issue for some time. 

The Congressional Creative Rights Caucus which I Chair with 
the gentlelady from California, Ms. Chu, has also heard from art- 
ists impacted by the outright theft of their works. I am pleased to 
learn today of the voluntary efforts now underway to reduce piracy. 
These good works are the result of several companies and trade as- 
sociations that have invested their time and effort to cultivate best 
practice principles that help direct consumers to legitimate content 
while making it more difficult for pirates to operate. These agree- 
ments are a step in the right direction. They promote intellectual 
property, they improve the Internet marketplace for consumers and 
they have been established through a voluntary process. 

I want to especially highlight the efforts by the Center for Copy- 
right Information as an example of what can be done. By letting 

( 1 ) 
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ISP customers know about piracy that may be occurring using their 
Internet connections, ISP’s consumers may find that the wireless 
network has been hacked, or that their teenager needs to join a 
family meeting about responsible Internet usage. I am also pleased 
that the Center has taken a thoughtful approach to implementing 
an appeals system as well as creating an oversight panel of con- 
sumer groups. 

While much work has been done, more work is required from 
other groups. I am interested in hearing how existing voluntary 
agreements can be utilized to foster new agreements in new areas, 
and if there is anything we can do to help promote the best prac- 
tices. As most of us know, private sector actions are oftentimes 
more efficient and effective than some regulation handed down by 
the Federal Government. 

Thank you, again, for being here, and I look forward to hearing 
the testimony from our witnesses on today’s panel. 

I am now pleased to recognize the Ranking Member from North 
Carolina, Mr. Mel Watt for his opening statement. 

Mr. Watt. Thank you, Mr. Chairman. 

Two years ago, this Subcommittee held several hearings to ad- 
dress possible legislative solutions to the epidemic of online piracy 
and sale of counterfeit goods over the Internet. Although the Stop 
Online Piracy Act was itself stopped, the problem of piracy was not, 
as I have noted on a number of occasions. 

We are certainly not here to relitigate SOPA, but I do believe 
that the SOPA debate we had helped motivate an important shift 
in the willingness of some parties to engage more aggressively in 
negotiating to develop some of the best practices we are considering 
here today. 

Indeed, some of the entities that fought vigorously to defeat 
SOPA are now constructive parties to voluntary agreements de- 
signed to combat the drain on our economy and the potential harm 
to consumers that online piracy and counterfeiting represent. 

Over the past 2 years, government entities, nonprofit organiza- 
tions, academic institutions and industry stakeholders have all 
issued studies evaluating the problem. Recent examples include the 
July 2013 Department of Commerce Internet Policy Task Force re- 
port on copyright policy, creativity and innovation in the digital 
economy in which the task force noted “while the extent of the 
losses caused by online infringement is hard to calculate with cer- 
tainty, the proliferation of unlicensed sites and services making 
content available without restriction or payment impedes the 
growth of legitimate services.” 

In February, the Administration also reported on the cyber theft 
of trade secrets, and in May, the Nonprofit Commission on the 
Theft of American Intellectual Property found that the scale and 
complexity of the international theft of American intellectual prop- 
erty is unprecedented, including the rapid growth in online sales 
of counterfeit goods. 

Earlier this year, Carnegie Mellon professor Michael Smith re- 
leased his findings on the impact of the Department of Justice en- 
forcement against the notorious MegaUpload site. In general. Pro- 
fessor Smith suggested that providing legitimate avenues to obtain 
content online, coupled with effective anti-piracy policies, rep- 



3 


resents the best recipe for combating IP theft online. However, yes- 
terday a report entitled “Sizing the Piracy Universe” by NetNames 
painted a bleak picture regarding Internet-based infringement. The 
report, commissioned by NBC Universal, found that piracy of enter- 
tainment content has increased dramatically despite the growing 
number of legal options available to consumers. 

Google also released a report last Friday entitled “How Google 
Fights Piracy,” outlining its efforts to curtail piracy and high- 
lighting how its services provide enhanced opportunities for cre- 
ators. However, this morning the Motion Picture Association of 
America, together with Chairman Coble and our colleague on the 
Committee, Ms. Chu, unveiled a study by Compete, “Under- 
standing the Role of Search in Online Piracy,” which reportedly de- 
tails how search engines like Google introduce consumers to Web 
sites dedicated to infringement. 

The single common thread throughout each of these reports is 
the recognition that there is an ongoing vulnerability for U.S. intel- 
lectual property in the online environment. That threat is not only 
economic and is not limited to specific industries represented here. 
Counterfeit hard goods, especially pharmaceuticals, may pose an 
additional threat to safety risk for American consumers. 

Futile efforts to curtail online infringement and counterfeiting 
does more than deplete the profits of U.S. companies and nega- 
tively affect the U.S. economy. It also opens our citizens to a vari- 
ety of predictable harms like identity theft, fraud, sickness or even 
death. Failure to address the problem may also make our cyber in- 
frastructure less secure and facilitate individual criminal activity 
or encourage criminal enterprises. 

So it is important that these voluntary agreements and best 
practices are meaningful endeavors, not just window dressing. It is 
also important that our values of privacy, free speech, competition 
and due process are honored. But it is also important that those 
values are not fraudulently turned against us to invite or justify 
legislative paralysis. 

I applaud the voluntary efforts of the various industry stake- 
holders both to confront the challenge and to embrace the opportu- 
nities that permeate the digital era. While these cooperative meas- 
ures may or may not be enough, I believe that our Subcommittee, 
which has jurisdiction over both intellectual property and the 
Internet, should encourage these collaborations, but it is also our 
responsibility to consider whether additional oversight or legisla- 
tive action is warranted as well. 

I welcome the witnesses and look forward to the testimony. 

Mr. Chairman, I yield back. 

Mr. Coble. Thank you, Mr. Watt. 

The Chair now recognizes the distinguished gentleman from 
Michigan, the Ranking Member for the full Judiciary Committee, 
Mr. Conyers, for his opening statement. 

Mr. Conyers. Thank you. Chairman Coble, and we join in wel- 
coming our distinguished witnesses today. 

Voluntary agreements, intellectual property law, should facilitate 
technological advances, while at the same time, protecting creators, 
I think that is what the hearing is all about, and we must continue 
ways to examine how we can prevent piracy and fight violations of 
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copyright law. I think that is a worthwhile issue to examine here 
today in the Judiciary Committee. 

Although these voluntary agreements have been a positive step, 
we must continue to develop solutions to address digital piracy. A 
primary goal is that we should have to continue to inform and 
change the behavior of the majority of users who want to enjoy con- 
tent legally, and I am hoping that these issues will be examined 
with the care and experience of our distinguished witnesses today. 

I will put the rest of my statement in the record. Thank you very 
much. Chairman Coble. 

Mr. Coble. Thank you, Mr. Conyers. 

[The prepared statement of Mr. Mr. Conyers follows:] 
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Statement of the Honorable John Conyers, Jr. 
for the Hearing on the 

Role of Voluntary Agreements in the IJ.S. Intellectual Property System 

before the 

Subcommittee on Courts, Intellectual Property, and the Internet 

Wednesday, September 18, 2013 at 2:00 p.m. 

2141 Rayburn House Office Building 


The purpose of this hearing is to examine the role that voluntary initiatives 
have played in protecting copyright in the digital age. 

Content is available in many more ways tlian it was in recent years and this 
change is affecting how companies participate in the digital marketplace. 

We must ensure that illegal activity does not undermine new legitimate 
teclmologies. The change in the way that content is available is having an impact 
on the type of innovation that is happening on the Internet and within the content 
community. 

The voluntary agreements we will discuss today are a step in the right 
direction. However, I believe more must be done to ensure that products and 
services are not used in an illegal manner. 

First, voluntary agreements and intellectual property law should facilitate 
technological advances while at the same time protecting creators. 

We must make sure that the voluntary initiatives are flexible over time to 
adopt to the changing marketplace. 

One of the most high-profile vohmtary agreements that we will discuss 
today is the Copyright Alert System. 

The Copyright Alert System, which was implemented in 2013, provides a 
way to inform users of their activity. The Copyright Alert System allows copyright 
holders to notify consumers when their Internet accounts have alleged illegally 
downloaded and shared copyrighted music, movies or television shows. 

I want to hear the witnesses discuss whether the creation of the Copyright 
Alert System has helped to influence tire tliinking of consumers about digital 
piracy. And 1 am interested to hear whether the Copyright Alert System has also 
been able to help consumers find content legally. 

Second, we must continue to examine ways that we fight violations of 
copyright law. 



6 


The Internet has regrettably become a cash-cow for the criminals and 
organized crime cartels who profit from piracy. 

Piracy is both a domestic and international issue. And, it is an issue that 
should encourage cooperative efforts between Internet Service Providers (ISPs), 
payment processors, advertisers and advertising intermediaries, and the movie and 
music industries. 

With an estimated 2 billion people accessing the Internet annually: this 
translates to a devastating ainoimt of property theft and job-destruction. 

In addition, a study by the Institute for Policy and Innovation found that 
there are $12.5 billion dollars in loses to the United States economy and more than 
70,000 lost jobs annually by American workers due to piracy of sound recordings. 

Those are not insignificant statistics. 

We need to explore ways to make them even better. 

Third, although these voluntary agreements have been a positive step, we 
must continue to develop solutions to address digital piracy. 

I am happy to see that the Copyright Office as well as the Patent and 
Trademark Office have taken the lead in helping to develop these voluntary 
agreements. 

The IPEC should continue to work with advertisers to establish best 
practices to reduce advertising revenue from online infringement. 

The IPEC should also work internationally with other countries on the 
development of voluntary initiatives that are in line with United States policy. 

I look forward from hearing the witnesses discuss these issues and I 
encourage all parties to continue to pursue more voluntary agreements in the 
future. 
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Mr. Coble. We have a very distinguished panel today, and I will 
begin by swearing in our witnesses before introducing them. If you 
would, please, all rise. 

[Witnesses sworn.] 

Mr. Coble. Let the record show that each of the panelists re- 
sponded in the affirmative. 

As I said before, we have a distinguished panel before us, and 
I am pleased to introduce them now. Our first witness today is Ms. 
Jill Lesser, Executive Director at the Center for Copyright Informa- 
tion. Ms. Lesser is a long-time consumer protection, technology and 
copyright expert, and also serves as a board member for the Center 
For Democracy and Technology. She received her J.D. from the 
Boston University School of Law, and her B.A. in political science 
from the University of Michigan. 

Our second witness is no stranger on Capitol Hill, Mr. Cary 
Sherman, Chairman and Chief Executive Officer for the Recording 
Industry Association of America, the organization representing the 
Nation’s major music labels. Mr. Sherman received his J.D. from 
Harvard School of Law and his B.S. from Cornell University. 

Our third witness today is Mr. Randall Rothenberg, President 
and Chief Executive Officer of the Interactive Advertising Bureau, 
a trade association representing over 500 leading interactive com- 
panies that are responsible for selling more than 86 percent of on- 
line advertising in the United States. Mr. Rothenberg received his 
B.S. in classics from Princeton University. 

Our fourth witness today is Mr. Gabriel Levitt, Vice President of 
PharmacyChecker.com. Mr. Levitt helped found the company in 
2002, and is responsible for all business and research operations. 
Mr. Levitt received his Master’s Degree in International Relations 
from the American University, and his bachelor’s degree from 
Roger Williams University. 

Our final witness today, Mr. Robert Barchiesi, is President of the 
International AntiCounterfeiting Coalition. Mr. Barchiesi received 
his M.A. from the University of Alabama and his B.A. from the 
John Jay College of Criminal Justice. It is good to have all of you 
with us today, gentleman and lady. 

There is a timer on the desk that will alert you when your time 
is waning, rapidly vanishing. We try to employ the 5-minute rule. 
When the green light on the panel turns to amber, that is your 
warning that you have 1 minute to wrap up. Now, you won’t be 
keelhauled if you violate that rule, but try to wrap up on or about 
5 minutes if you would do so. 

Ms. Lesser, we will begin with you. I repeat, it is good to have 
all of you with us. 

TESTIMONY OF JILL LESSER, EXECUTIVE DIRECTOR, 
CENTER FOR COPYRIGHT INFORMATION 

Ms. Lesser. Chairman Coble, Ranking Member Watt, Ranking 
Member Conyers, and Members of the Subcommittee, my name is 
Jill Lesser and I am the Executive Director of the Center For Copy- 
right Information. I am pleased to be testifying on the issue of vol- 
untary initiatives aimed at protecting copyright in a digital age, a 
new area of cooperation and progress in a policy debate that has 
long been characterized by sharp differences of opinion. 
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The Center for Copyright Information was established in 2011 as 
part of a groundbreaking initiative among the Nation’s five leading 
Internet service providers and virtually the entire movie and music 
industries. The agreement set out to stem the tide of digital piracy 
by accomplishing two goals: One, establishing the copyright alert 
system or CAS; and, two, creating an organization that could edu- 
cate users about the importance of protecting digital content while 
offering them a better way to find movies, TV and music online 
safely and legally. 

In the two short years since CCFs formation, we have success- 
fully implemented the Copyright Alert System and have begun a 
series of educational efforts aimed at helping users make better 
choices about the way they enjoy creative content. Still in its early 
stages, this initiative illustrates the importance of multi-stake- 
holder, market-driven solutions, and more generally serves as a 
model for addressing challenging technology policy issues through 
collaboration. 

I have addressed the negotiations that led to the creation of CCI 
in my written testimony. Therefore, I will focus here on CCFs cur- 
rent and future work in bringing our voluntary initiatives to life. 

The Copyright Alert System is an educational program that en- 
ables copyright holders to notify consumers when their Internet ac- 
cess accounts are alleged to have been used illegally to download 
and share movies, music or TV shows over peer-to-peer networks. 
CAS notices are designed to be sent in a manner that respects 
users’ privacy, educates them about how to correct behavior, and 
offers them an independent review process to ensure that users ac- 
counts are not inadvertently misidentified as having been used to 
engage in digital piracy. 

Each of the participating ISP’s CAS implementation has unique 
elements, but there are several common components. Notices of al- 
leged infringement are generated by copyright owners using a 
methodology that has been reviewed and validated by technology 
experts to capture whole works and avoid false positives. The copy- 
right owners forward notices to participating ISPs who, in turn, 
pass on individual notices to account holders in the form of copy- 
right alerts. Each alert is one way and no information about indi- 
vidual account holders is shared with content owners. 

The program includes up to six alerts with a 7-day grace period 
between each, offering consumers time to identify the source of and 
take steps to correct infringing behavior. If a user reaches the final 
or what we call the mitigation stage, he or she becomes eligible to 
seek an independent review of alerts received. Administered by the 
American Arbitration Association, the process offers users the abil- 
ity to challenge alerts they believe were sent in error. 

And finally, all of the alerts sent to consumers and CCFs Web 
site offer information about how users can find content through the 
many legal services now available. 

The CAS began operating early this year after nearly 18 months 
of research and development. Our research helped us understand 
what consumers do and do not know about peer-to-peer technology, 
and their level of understanding about copyright laws. We found 
that most consumers do not understand or appreciate concepts that 
many of us take for granted, and our mandate includes trying to 
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enhance consumer understanding and change the conversation 
about digital copyright. 

Our research indicates that one of the most important audiences 
for our educational effort is young people, and we have just com- 
pleted development of a new copyright curriculum that is being pi- 
loted during this academic year in California. The kindergarten 
through sixth grade curriculum is as a result of CCFs partnership 
with the California School Libraries Association and iKeepSafe, a 
leading digital reading literacy organization. It introduces concepts 
about creative content in innovative and age appropriate ways to 
help children understand they can be both creators and consumers 
of artistic content. 

A critical element of this entire initiative is our Consumer Advi- 
sory Board. The associations and companies that created CCI rec- 
ognize the importance of — that the success of the program, I am 
sorry, would depend in large part on whether it was fair to con- 
sumers. 

Our advisory board provides an important oversight role and ad- 
vises the CCI board on consumer privacy, transparency and due 
process. Now that we have completed the challenging task of initial 
implementation, we are working on a system to evaluate the pro- 
gram’s impact and over the coming months we will look internally 
at the CAS and evaluate user response to the program. We will 
also look more broadly at the impact on peer-to-peer piracy and our 
educational initiatives. 

We hope these self-assessments will allow the CCI to continue to 
enhance the effectiveness of the CAS and our central mission of 
promoting lawful ways to find and consume copyrighted content 
and educating users about the importance of respecting copyrights. 

Once again, thank you for the opportunity to appear before the 
Subcommittee, and provide information on this unique effort 
among content owners and ISPs in consultation with consumer ad- 
vocates. The creation of the Copyright Alert System marks the be- 
ginning of a new age of cooperation and innovation. 

[The prepared statement of Ms. Lesser follows:] 

Prepared Statement of Jill Lesser, Executive Director, 

The Center for Copyright Information 

Chairman Coble, Ranking Member Watt, Chairman Goodlatte, Ranking Member 
Conyers, Members of the Subcommittee, I appreciate the opportunity to testify 
today on the important issue of digital copyright. My name is Jill Lesser and I am 
the Executive Director of the Center for Copyright Information. I am particularly 
pleased to be testifying on the issue of voluntary initiatives aimed at protecting 
cop 3 Tight in the digital age, a new area of cooperation and progress in a policy de- 
bate that has long been characterized by sharp differences of opinion. 

The Center for Copyright Information (CCI) was established in 2011 as part of 
a ground-breaking voluntary initiative among the nation’s five leading internet serv- 
ice providers (ISPs) and virtually the entire movie and music industries. The agree- 
ment among the parties set out to stem the tide of digital piracy by accomplishing 
two goals: 1) establishing the Copyright Alert System (CAS); and 2) creating an or- 
ganization that could educate users about the importance of protecting digital con- 
tent, while offering them a better way to find movies and music online safely and 
legally. In the two short years since CCI’s formation, we have successfully imple- 
mented the CAS and have begun a series of educational efforts aimed at helping 
users make better choices about the way they enjoy digital creative content, while 
enhancing the ability of recording artists, filmmakers and television producers to be 
compensated for the compelling and creative programming they deliver. 
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Still in its early stages, this voluntary cooperative initiative illustrates the impor- 
tance of multi-stakeholder, market-driven solutions to address the problem of digital 
piracy, and more generally, CCI and its members believe it can be a model for ad- 
dressing challenging technology policy issues through collaboration. 

BACKGROUND 

As the Members of the Subcommittee know well, the last 15 years have witnessed 
a sea of change in the creation and delivery of all manner of content to consumers. 
After many decades of distribution through channels easily managed by content 
owners, like records, DVDs and on-air broadcasting, the digital revolution has 
turned distribution models — and the ability to protect content against piracy — on 
their heads. While this wave of innovation in digital delivery wasn’t designed to un- 
dermine copyright protection, an unfortunate side effect has been the dramatic rise 
in piracy. Exacerbating the effects of these technological innovations has been the 
perception by a generation of consumers that content distributed over the internet 
is or should be free, and that the rules that apply to the physical world don’t apply 
to the virtual world. 

Against this backdrop, representatives of the movie and music industries and 
major ISPs came together in 2009 to begin discussions that ultimately led to the 
creation of the CAS and the CCI. Those ground-breaking discussions focused on 
what the parties could do to stem the tide of piracy online, particularly through the 
growing use of peer-to-peer file sharing systems. After three years of negotiations, 
the nation’s largest ISPs — ^AT&T, Cablevision, Comcast, Time Warner Cable and 
Verizon — along with the Motion Picture Association of America (MPAA) and the Re- 
cording Industry Association of America (RIAA), and their member companies ^ 
signed the Memorandum of Understanding (the MOU) that established the frame- 
work for the CAS and the structure of CCI. The MOU was the first, and remains 
the only, purely voluntary, industry-led agreement of its kind. 

THE COPYRIGHT ALERT SYSTEM 

The CAS, which is overseen by CCI, is an entirely voluntary educational initiative 
that enables copyright holders to notify consumers when their internet access ac- 
counts are alleged to have been used illegally to download and share copyrighted 
movies, music or TV shows. Such notices are sent in a manner that respects users’ 
privacy, educates them about how to correct their behavior and offers them an inde- 
pendent review process to ensure that users’ accounts are not inadvertently 
misidentified as having been used to engage in digital piracy. 

Importantly, the CAS is intended to educate consumers and is largely targeted to 
the casual infringer. Indeed, large-scale pirates looking to game the system will un- 
doubtedly be able to find other ways to engage in illegal activity. Our system, in- 
stead, seeks to inform and change the behavior of the vast majority of users who 
want nothing more than to enjoy the content they love when and how they desire. 
It is not intended to be punitive in nature but to assist users in finding digital con- 
tent legally and understanding the consequences of sharing content illegally over 
P2P networks.^ 

While each participating ISP’s CAS implementation has unique elements, the key 
common components of the CAS present in each program are as follows: 

• Copyright owners use a methodology that has been reviewed and validated 
by technology experts to identify instances of copyright infringement over P2P 
networks and generate notices associated with particular IP addresses; 

• Copyright owners forward those notices to the ISP to which the IP address 
has been assigned; 

• The ISP, in turn, matches the identified IP address to a particular account 
holder and passes on the copyright owner notice to the primary account hold- 
er in the form of a Copyright Alert (Alert). Each Alert is a one-way notice 
and no information about the individual account holders is sent back to the 
content owners; 


^In partnership with MPAA and RIAA, the Independent Film and Television Alliance (IFTA) 
and the American Association of Independent Music (A2IM), the representatives of the inde- 
pendent music and film distributors are also participants in the CAS. 

2 The CAS as an educational program does not require any ISP to terminate any account hold- 
er’s internet service. However, the program does not affect any obligations ISPs may have pur- 
suant to the DMCA, nor does it alter existing provisions in ISPs’ terms-of-service relating to 
illegal behavior using their accounts. 
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• Primary account holders may receive up to six Alerts with a seven-day grace 
period in between each Alert to allow the consumer time to correct his or her 
behavior or to identify who in the household (or through an external hack of 
the account) might be intentionally or unintentionally engaging in copyright 
infringement; 

• Within those six Alerts, there are three levels of notice — Educational, Ac- 
knowledgement and Mitigation — each designed to offer increasingly clear edu- 
cational messages about how the user can ensure his or her account is not 
used for illegal purposes and where and how to find legitimate, licensed 
sources of movies, music and TV shows; 

• If a user reaches the Mitigation Stage, (which happens after receiving either 
three or four previous Alerts) he or she becomes eligible to seek an inde- 
pendent review of the Alerts received. Our review process, administered by 
the American Arbitration Association, offers users the ability to challenge the 
Alerts they received if they believe the Alert were sent in error. 

The CAS began operating early in 2013, after 18 months of research and develop- 
ment. Each ISP invested significant resources to design its implementation of the 
CAS, including the creation of consumer interfaces that would not simply identify 
instances of digital piracy, but help users understand how P2P technology works, 
when its use might be illegal and how to find content legally and safely. 

To support the companies’ work, the CCI engaged in consumer research that 
helped us understand what consumers do and do not know about P2P technology 
and their level of understanding about the copyright laws. We found that most con- 
sumers do not understand or appreciate concepts that many of us in the policy and 
legal communities take for granted — like the meaning of copyright. This research is 
helping us to better understand the drivers of consumer behavior around piracy 
and, we hope, will help us to improve the CCI’s effectiveness in communicating our 
messages and ultimately reduce the level of online piracy and increase content con- 
sumption through legal means. 

CONSUMER ADVISORY BOARD 

Another very important aspect of the CAS is our consumer advisory board. The 
member associations and companies that designed the CAS recognized that the suc- 
cess of the program would depend, in large part, on whether the program was fair 
to consumers and was perceived as such by the user community. While, the MOU 
signatories had worked hard to build in strong privacy protections, and to make 
each stage of the program (including the independent review process) fair, accurate 
and impartial, the participants recognized that external review and validation was 
critically important. Thus, the MOU provided for the establishment of a consumer 
advisory board, to be comprised of outside industry experts and consumer advocates, 
who would work with the CCI and its members to ensure that the interests of con- 
sumers were adequately considered and protected as the CAS was implemented. 
The consumer advisory board has provided and continues to provide an important 
oversight role and valuable advice to the CCI board on consumer privacy and other 
issues, including the building of a fair independent review mechanism for chal- 
lenging Alerts. 

GUI’s EDUCATIONAL ACTIVITIES 

CCI’s initial work has focused on implementation of the CAS and the creation of 
online support for the CAS, including helping users find better ways to access mov- 
ies, music and television programming. However, an equally important part of our 
mandate includes helping to change the conversation about digital copyright — to en- 
hance consumer understanding of and respect for creative content in tbe digital age. 

Based on our research, we believe one of the most important audiences for our 
educational efforts is young people. As a result, we have developed a new copyright 
curriculum that is being piloted during this academic year in California. The kinder- 
garten through sixth grade curriculum, entitled “Be A Creator”™, is the result of 
CCI’s partnership with the California School Libraries Association and iKeepSafe, 
a leading digital literacy organization. The curriculum introduces concepts about 
creative content in innovative and age-appropriate ways. The curriculum is designed 
to help children understand that they can be both creators and consumers of artistic 
content, and that concepts of copyright protection are important in both cases. We 
hope to use this pilot period to enhance the curriculum and ultimately encourage 
schools across the country to integrate it into their digital literacy programs. 
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EVALUATION 

Now that we have completed the challenging task of the initial implementation 
of the CAS and begun expanding our educational initiatives, we are working on a 
system to evaluate the impact of this innovative partnership among content owners 
and ISPs. Over the coming months, we will look internally at the CAS in order to 
evaluate user response to the program, including the impact it is having on the be- 
havior of those receiving Alerts. We will also look more broadly at the impact on 
P2P piracy of the CAS and our broader educational activities. We hope these self- 
assessments will allow the CCI to continue to enhance the effectiveness of the CAS 
and our central mission of promoting lawful ways to find and consume copyrighted 
content and educating users of all ages about the importance of respecting copy- 
rights. 

We are aware that stakeholders around the world are watching the program with 
interest and we have been sharing our lessons-learned so far when asked. We also 
stand ready to expand here in the U.S. to additional members and will continue to 
look for additional opportunities to raise awareness and that our educational mes- 
sages will expand consumers’ respect for copyrights beyond P2P software to other 
methods of online piracy. 

Once again, thank you for the opportunity to appear before the Subcommittee and 
provide information on this unique effort among content owners and ISPs, in con- 
sultation with consumer advocates. The creation of the Copyright Alert System 
marks the beginning of a new age of cooperation and innovation, as we all work 
to stem the tide of digital piracy and enhance consumers’ ability to find the movies, 
music and TV shows they love in a safe and legal manner. 


Mr. Coble. Thank you, Ms. Lesser. 

Mr. Sherman. 

TESTIMONY OF CARY H. SHERMAN, CHAIRMAN AND CEO, 
RECORDING INDUSTRY ASSOCIATION OF AMERICA 

Mr. Sherman. Thank you. Chairman Coble, Ranking Member 
Watt, Ranking Member Conyers, Members of the Subcommittee, 
thank you for inviting me to testify today. I am Cary Sherman, 
Chairman and CEO of the Recording Industry Association of Amer- 
ica. 

The creative industries are undergoing a complete digital trans- 
formation. It was not long ago the consumers had limited choices 
for accessing the music they wanted. Today, the music industry is 
leading the way beyond the physical CD, licensing hundreds of 
services worldwide offering tens of millions of songs with digital 
now making up nearly two-thirds of our revenue. 

For the digital marketplace to truly work, we must ensure that 
these vibrant new services are not undermined by illegal activity. 
Voluntary initiatives with Internet businesses are a key component 
of that objective. 

So what has been done? First, as Jill Lesser just discussed, the 
content community and major Internet service providers collabo- 
rated to address infringing activity over peer-to-peer networks, re- 
sulting in a new Copyright Alert System administered through the 
Center For Copyright Information. 

Second, as Bob Barchiesi will describe. Visa, MasterCard, Amer- 
ican Express, Discover and PayPal and now others have collabo- 
rated with content and product owners to establish a process for 
terminating relationships with Web sites that persist in selling ille- 
gitimate products. 

Third, with regard to advertising on the Internet, Randall 
Rothenberg will discuss the lAB’s new quality assurance guidelines 
for ad networks and exchanges. We applaud TAB for this effort, al- 
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though we are a little disappointed that complaints about IP in- 
fringement do not yet affect certification. 

Grand advertisers and their ad agencies and several ad networks 
have also established best practices to deter the advertising of 
products on rogue sites. Information from companies such as Mark 
Monitor, Double Verify and White Bullet can provide useful data 
and metrics to measure the effectiveness of these programs. 

Fourth, as part of the rollout of new generic top-level domain 
names, ICANN recently passed a resolution requiring registrars to 
prohibit domain name holders from engaging in trademark or copy- 
right infringement or other deceptive practices and to impose con- 
sequences if they do, including suspension of the domain name. 

Fifth, a series of principles relating to user generated content 
were negotiated by leading commercial copyright owners and UGC 
services. The parties addressed such issues as the use of effective 
content identification technology to eliminate infringing uploads, 
removing or blocking links to sites that are clearly dedicated to in- 
fringement, all while accommodating fair use. 

So what is missing? Search engines are the roadmaps, indeed, 
the turn-by-turn directions to rogue sites online. They can be a key 
partner in addressing infringing activity, and yet there is no vol- 
untary agreement regarding search results. There is certainly 
many actions that could be taken. Google has tools in its Chrome 
browser to warn users if they are going to sites that may be mali- 
cious. Perhaps that technology could be used to warn users of rogue 
sites. Imagine if search results linking authorized content were la- 
beled with a certification mark or badge indicating that the site is 
licensed and actually pays royalties to creators. That educational 
message could have a profound impact on user behavior. 

Similarly, there are no best practices for storage or locker serv- 
ices. Unfortunately, some storage companies appear to be the go- 
to host for rogue Web sites, and some locker services have an abun- 
dance of infringing content available for distribution. 

The notice and take-down process under the DMCA would also 
benefit from collaboration. As interpreted by service providers and 
the courts, the law requires copyright owners to monitor millions 
of Web sites and networks every day and send detailed notices to 
all of them specifically identifying each and every individual in- 
fringing file and requesting that each be removed with nothing to 
prevent the same works from being immediately reposted. 

Shouldn’t stakeholders sit down and negotiate practical solutions 
that will make notice and takedown more meaningful and effec- 
tive? For more stringent repeat infringer policies to takedowns that 
don’t automatically repopulate, many programmatic solutions can 
be devised. Also, voluntary activities today to focus on Web and 
wire line activity. With the rapid adoption of mobile devices, we 
need to focus our efforts on the mobile space and deal with unique 
challenges it presents. 

We are encouraged by the growing support for voluntary initia- 
tives. We are grateful for this hearing which shines light on the 
current efforts underway. We urge the Subcommittee to do even 
more; to further encourage collaborations by using its good auspices 
to monitor data from ad verification companies to see whether the 
programs are working effectively, monitor best practices that may 
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develop among registries and registrars to implement the ICANN 
resolution; encourage and facilitate discussions with search engines 
and locker services leading toward voluntary best practices; and 
convene discussions of practical means to improve the notice and 
takedown process under the DMCA. 

Implementing voluntary initiatives will never be a silver bullet, 
but as reports have shown, taking action against infringing serv- 
ices can have a major positive impact on the usage of licensed serv- 
ices. Working together, we can grow legitimate commerce for every- 
one. 

We look forward to working with this Subcommittee and all our 
partners in the Internet marketplace to make these initiatives a 
success. Thank you. 

[The prepared statement of Mr. Sherman follows:] 
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statement of Cary H. Sherman 
Chairman and CEO 

Recording Industry Association of America 

U.S. House of Representatives 
Committee on the Judiciary 

Subcommittee on Courts, intellectual Property, and the Internet 
September 18, 2013 

Chairman Coble, Ranking Member Watt, Chairman Goodlatte, Ranking Member 
Conyers, and members of the Subcommittee, thank you for inviting me to submit this 
statement. I serve as Chairman and CEO of the Recording Industry Association of America. The 
RIAA is the trade organization that supports and promotes the creative and financial vitality of 
the major music companies. Its members are the music labels that comprise the most vibrant 
record industry in the world. RIAA members create, manufacture and/or distribute 
approximately 85% of all legitimate recorded music produced and sold in the United States. 

There can be no doubt that the creative industries are undergoing a complete digital 
transformation. In the case of the music industry, it was not long ago that the CD was the 
dominant format and consumers had a relatively limited set of choices for accessing the music 
they wanted. Today, the music industry is leading the way beyond the physical format with 
digital sales making up nearly two-thirds of our revenue. There are now literally hundreds of 
authorized services worldwide offering tens of millions of songs. 

We, like others in the creative communities, are working very hard to grow this digital 
marketplace, driving new technologies and services, and entering into new licenses and 
partnerships. But in order to make this digital marketplace truly work, we must ensure that 
these vibrant new legitimate and authorized technologies are not undermined by those 
engaged in illegal activity. Voluntary initiatives with Internet intermediaries are a key 
component of that objective. 

We are encouraged by the growing awareness of, and support for, these efforts. The 
Copyright Office in the legislative branch and the Intellectual Property Enforcement 
Coordinator (IPEC) and Patent and Trademark Office (PTO) in the executive branch have taken 
active roles in fostering and building these voluntary initiatives, with the IPEC specifically 
highlighting them in her 2013 Joint Strategic Plan. The recent report by the PTO and 
Department of Commerce's Internet Policy Task Force repeatedly refers to the "great promise" 
of voluntary initiatives and best practices. The PTO is currently studying the efficacy of these 
initiatives. We greatly appreciate the ongoing recognition of the importance of best practices 
and voluntary agreements by the Administration and Congress, and this hearing, along with the 
copyright review being conducted by this Subcommittee, helps to shine light on the current 
initiatives underway as well as encouraging agreements where there is still work to do. 
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what's been done? 


ISPs 


After several years of discussions, the content community and major Internet service 
providers (ISPs) collaborated to address the serious problem of infringing activity over peer-to- 
peer (P2P) networks. The resulting Copyright Alert System (CAS), administered through the 
Center for Copyright Information (CCI) and officially implemented in early 2013, provides a 
means to inform users of their activity, to educate them on appropriate and legal ways to 
access the content they seek, and to implement reasonable mitigation measures when 
necessary.^ 

The system enables content owners, after confirming a work has been illegally shared, 
to inform the relevant ISP so that the ISP can then pass on the notice to the corresponding 
subscriber, without revealing the subscriber's name or information to the copyright owner. 
Multiple notices to a subscriber result in "escalating" alerts by the ISP. The first one or two 
alerts provide the user with an online educational message about their activity and copyright. 
Alerts 3 and 4 provide a mechanism for acknowledging receipt. Alerts 5 and 6 implement a 
mitigation measure to deter future content theft. The CAS is intended to provide enforcement 
through a consumer-friendly approach: 

• Consumers have a right to know when their Internet accounts are being used for 
content theft and the system provides information on steps consumers can take 
to identify and stop such activity. 

• The multiple alerts and grace periods provide consumers with time to change 
their behavior before the next alert is sent and before any mitigation is imposed. 

• No personal information about subscribers is exchanged between content 
owners and ISPs without subscriber consent, and then only in connection with 
certain challenges under an independent review. 

• ISPs are not required to impose any mitigation measure that could disable a 
subscriber's essential services, such as telephone service, email, or security or 
health service. 

The CAS is still in the initial implementation stages and proper metrics are being 
determined. But feedback so far has been positive and it is worth noting that P2P content 
protection programs in other countries have been found to have an impact on either the 
amount of unauthorized P2P activity or on sales. 

Payment Processors 

In 2011, the IPEC helped finalize a set of best practices among Visa, MasterCard, Amex, 
Discover and PayPal, and content and product owners, in which these payment processors 


' See www.copvrightinf Qr mation.Qrg for more information. 
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agree to terminate their relationship with a website if the site persists in intentionally selling 
illegitimate products.^ Payment processors have implemented the agreement with members of 
the International Anti-Counterfeiting Coalition (lACC) through a mechanized process for 
submitting secure and valid evidentiary requests for ending affiliation with rogue sites. Some 
data on the impact of this program has already been provided by lACC.^ Per the lACC, as of 
August 21, 2013, nearly 7,000 websites had been referred via lACC's portal for investigation, 
resulting in termination of over 1,500 individual merchant accounts. Perhaps more 
importantly, as lACC notes, the collaboration resulting from the portal will likely result in 
"systematic long term Improvement in addressing the trafficking of counterfeit goods online”.'' 

Advertisers and Advertising Intermediaries 

There have been three significant developments on voluntary initiatives with regard to 
advertising. First, the Association of National Advertisers (ANA) and the American Association 
of Advertising Agencies (4A's) established best practices by brand owners and their agencies to 
deter advertising on rogue sites, ^ These best practices define rogue sites as those dedicated to 
infringement because they have no significant or only limited use or purpose other than 
engaging in, enabling or facilitating infringement. These best practices and their 
implementation would be more effective if they required ANA Members and 4A Members to 
include in their insertion orders to ad networks that such networks comply with lAB’s Quality 
Assurance Guidelines (QAG). 

The lAB established these network and exchanges quality assurance guidelines in 2010, 
and recently updated the QAG this year to include other online ad intermediaries.® The QAG 
prohibits the sale of any ad space inventory on sites that infringe on copyrights, or are warez 
sites, including illegal streaming sites, torrent sites, illegal music download sites, etc. 
Unfortunately, while complaints regarding QAG non-compliance may affect QAG certification, 
the QAG makes clear that IP infringement complaints do not. 


^ See U.S. Intellectual Property Enforcement Coordinator, 2013 Joint Strategic Plan on Intellectual Property 
Enforcement. June 2013, p. 36, available at httD://www.whitehou5e.gov/sites/defau!t/fiies/omb/IPEC/2013-us- 
ipec-lQlnt-strateglc-ol3n.pdf {"IPEC 2013 Report"). 

^ See Comments submitted by the International AntiCounterfeiting Coalition re: Request of the Patent and 
Trademark Office for Public Comments: Voluntary Best Practices, Study, Docket No. PTO-C-0036-02, dated August 
21. 2013. ayailable at httD://'www.uspto,gov/lp/officechlefecon/PTO-C-2013-0036.odfjfDage-33 . See also 
International AntiCounterfeiting Coalition. lACC Payment Processor Portal Program: First Year Statistical Reyiew, 
October, 2012, ayailable at 

h ttD:,J/wtvw,g ac g,Qrg/CQntent/Upload,^iViembe rNewsD ocs/Qctober%2Q2012%20RepQrt%2QtQ%2QiPEC%2 Q- 

% 20FiNALDdf . 

“id. 

^ See ANA press release about Pledge to Deter Advertising on Rogue Sites, May, 2012, with link to pledge, available 
at httr)://www.ana.net/content/show/id/23408. 

® Available at http://www.iab.net/QAGInitiative/overvlew/auaiitv assurance guidelines and 
http://www, lab. net/about the iab/recent pr e ss reieases/press release archive/press release/Dr-Q72513 . 
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Third, several ad networks established a set of best practices to reduce the amount of 
ad revenue that funds, and largely enables, pirate and counterfeit sites/ These best practices 
categorize rogue sites as those principally dedicated to selling counterfeit goods or engaging in 
copyright piracy and have no substantial non-infringing uses. They require the establishment of 
policies prohibiting such sites from participating in the ad network's advertising program, that 
the ad network be QAG certified (though as noted above, IP complaints do not affect QAG 
certification), and that the ad network maintain a complaint procedure. 

Reports such as those from the USC Annenberg Innovation Lab, as well as information 
from companies such as MarkMonitor, DoubleVerify, Integral Ad Science and WhiteBullet, can 
provide useful data and metrics to determine the effectiveness of these programs on the 
placement of ads on rogue sites. 

Domain Name Registries/Registrars 

As part of the roll-out of new generic Top Level Domains, ICANN recently passed a 
resolution that, among other provisions, provides that a "Registry Operator will include a 
provision in its Registry-Registrar Agreement (RRA) that requires Registrars to include in their 
Registration Agreements a provision prohibiting Registered Name Holders from distributing 
malware, abusively operating botnets, phishing, piracy, trademark or copyright infringement, 
fraudulent or deceptive practices, counterfeiting or otherwise engaging in activity contrary to 
applicable law, and providing (consistent with applicable law and any related procedures) 
consequences for such activities including suspension of the domain name.”^ 

While the practical impact of this resolution remains to be seen (few if any new gTLDs 
will "go live" before the end of this year), it will be worth monitoring what best practices, if any, 
develop among registries, registrars and right holders to implement this resolution. It would 
also be useful to track how this provision is implemented in the new gTLD space as compared 
with controls chosen from existing gTLDs whose operators are not parties to the updated 
registry-registrar agreement. 

UGC Principles 

Leading commercial copyright owners and services providing user-uploaded and user- 
generated audio and video content ("UGC services") collaborated to establish principles to 
foster an online environment that promotes the promises and benefits of UGC Services while 
protecting the rights of copyright owners.® Published in 2007, these were one of the first multi- 
stakeholder negotiated voluntary initiatives established to address copyright issues in the 
digital environment. 


^ See htto://www, whitehouse.gov/biog/2013/07/15/coming-together-CQmb3t-online-Dlracv-and-counterfeiting 
and 

httD://w'ww,2013iopractices.cQm/bestoracticesguidelinesforadnetworkstoaddressDiracvandcounterfeiting.htmi. 
^ See httD://v^ww,icann,Qrg/en/erQUDs/board/dQcuments/reso!utiQns-new-gt!d-25iunl3-en,htm. 

^ See www.cgcprinciples.com. 
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Copyright owners and UGC services recognized that they share several important 
objectives: (1) the elimination of infringing content on UGC Services; (2) the encouragement of 
uploads of wholly original and authorized user-generated audio and video content; (3) the 
accommodation of the fair use of copyrighted content on UGC Services; and (4) the protection 
of legitimate interests of user privacy. 

To achieve these objectives, the parties agreed to: 

• during the upload process on UGC sites and services, prominently inform users 
that they may not upload infringing content according to the services’ terms of 
use; 

• use effective content identification technology to eliminate infringing user- 
uploaded audio and video content for which Copyright Owners have provided 
detailed reference material; 

• to work together to identify sites that are clearly dedicated to, and predominantly 
used for, the dissemination of infringing content or the facilitation of such 
dissemination; 

• to remove or block links to such sites; to provide commercially reasonable 
enhanced searching and identification means to Copyright Owners; 

• to accommodate fair use; to use reasonable efforts to track infringing uploads of 
copyrighted content by the same user and to use such information in the 
reasonable implementation of a repeat infringer termination policy; and 

• to use reasonable efforts to prevent a terminated user from uploading audio and/or 
video content. 

The UGC principles serve as a model of intermediaries and content owners working 
together voluntarily to assure that the provisions of the Digital Millennium Copyright Act 
(DMCA) have meaning and are adapted to new technological advancements. They should serve 
as a blueprint for new voluntary agreements between content owners and Internet 
intermediaries to carry out the intent of the DMCA to protect both copyright owners and 
intermediaries (see "Notice and Takedown Under the DMCA," below.) 

What's missing? 

Search Engines 

If ISPs can be considered the gateway by users to rogue sites online, search engines may 
be considered the roadmaps or, more directly, the turn-by-turn directions and door-to-door 
service to these sites. There can be no doubt that search engines play a considerable role in 
leading users to illicit services and can be a key part of addressing infringing activity online. 

Unfortunately, while there has been some action and steps taken by search engines 
under the notice and takedown system of the DMCA, there has been little movement toward 
finding tools that have the impact of actually reducing theft and damage. One reason for this 
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may be the failure by these intermediaries to measure whether actions taken are, and have 
been, effective. The result is at its best wasted effort on a solution that doesn't work and at 
worst lip service that merely buys time and, often, money from the advertising revenue such 
linking generates. 

There have been occasional instances of progress, but with disappointing outcomes. 

For example, Google announced In August 2012 that: 

"Starting next week, we will begin taking into account a new signal in our rankings: the 
number of valid copyright removal notices we receive for any given site. Sites with high 
numbers af removal notices may appear lower In our results. This ranking change should 
help users find legitimate, guality sources of content more easily— whether it's a song 
previewed on NPR's music website, a TV show on Hulu ar new music streamed from 
Spotify."^° 

But several months later, our studies, which we have shared with Google and Congress, 
indicate that sites for which Google has received hundreds of thousands of infringement 
notices are still appearing at the top of search returns. Worse still, users are being directed to 
these sites through the use of "autocomplete" features, which purport to predict what users 
are looking for after merely a few keystrokes. 

We believe It would be useful to see voluntary initiatives by search engines that take 
into account whether or not a site is authorized to provide the content at issue in determining 
search result rankings for searches to consume that content. This could take into account not 
only the absolute number of copyright removal requests sent about a site to trigger demotion 
of that site, but also whether the site is authorized to provide the content to trigger a higher 
search rank for that site. 

There are certainly other voluntary actions that could be taken by search engines to 
stop encouraging and directing users to illegitimate sources of copyrighted material, and to 
evaluate whether such measures could have a demonstrable Impact, possibly by proxy to 
similar efforts with other content. For example, Google has announced that it intends to 
develop and deploy technology to eradicate links to child pornography Images from the web. 
Certainly similar technology can be used to remove links to other illegal content. Also, Google 
has tools in its Chrome browser to warn users if they are going to sites that may be malicious. 
Shouldn't that technology be used to warn users of rogue sites? Or better yet, can Google use 
similar technology to highlight or identify sites that are authorized? Imagine if links to content 
on legitimate sites were labeled - directly In the search result -with a certification mark 


See httD://in5idesearch.biogsDot.com/2012/08/an-UDdatelo-Qur--5e3rch-3 jgorithms.html . 

See RIAA, "Six Months Later - A Report Card on Google's Demotion of Pirate Sites', Feb. 21, 2013, available at 
http://76.74.24.142/3CF9SE01-3836-E6CD-A470-lC2B89DE9723.pdf . Also, on a search conducted August 29, 2013 
for mp3s or downloads of the recent top 50 billboard tracks, www,mD3skuij.cGm . a site for which Google has 
received over 1.25 miliion copyright removai notices, showed up in the top 5 search results 42 times. 
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indicating that the site is licensed and actually pays royalties to creators. That educational 
message could have a profound and positive impact on user behavior. 

Storage Services 

Today, there does not seem to be any form of best practices for storage services when it 
comes to protecting works online - whether for technical hosting providers that maintain the 
servers where content is hosted or for locker services that interact directly with the user. 
Unfortunately, some storage services - whether unwittingly or not - appear to be the "go to” 
services for rogue websites, and some locker services have an abundance of infringing content 
available via their service. It would be helpful to engage these services in developing best 
practices for deterring infringement on their services. 

As a first step, it may be useful to measure if any U.S. -based technical hosting storage 
services host a concentration of sites that engage in widespread infringement. To determine 
which sites to include in such a study, one could look at those sites for which Google has 
received multiple notices of infringement, as indicated on the Google Copyright Removal 
Transparency Report, or engage website reputation services, such as WhiteBullet or Veri-Site. 
Of course, it is always beneficial to consult copyright holders directly. 

For lockers services that are known to be used for infringing activity, best practices 
should involve more than notice and take-down. For example, a German Court recently 
ordered RapidShare to scan for incoming infringing links. This and/or other tools should be 
considered to deter infringing activity over locker services. 

Notice and Takedown Under the DMCA 


When Congress passed the DMCA in 1998, it intended to protect copyright owners from 
widespread infringement made possible by the Internet, and to protect Internet intermediaries 
from liability for illegal acts committed by their users. At the time, several cases had already 
detailed the potential ease with which new methods of digital dissemination could facilitate 
massive amounts of content theft. Congress sought to create a partnership between content 
creators and Internet intermediaries to make the Internet a safe place for legitimate commerce, 
providing the public with access to legitimate high-quality works. 

Congress's stated objective was to "preserve strong incentives for service providers and 
copyright owners to cooperate to detect and deal with copyright infringements that take place 
in the digital networked environment."^^ 

Unfortunately, while the liability limitations have, in large part, worked to protect 
intermediaries, copyright owners have not received meaningful protection. Courts have often 
failed to apply the statute in a practical manner, effectively requiring copyright owners to 


“ S. Rep. No.. 105-190, at 40 (1998). 
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monitor millions of websites and networks every day and send detailed notices to all of them 
specifically identifying every individual infringing item and requesting that the items be 
removed. Moreover, even if a copyright ownertakes on this challenge, the courts have 
eliminated any expectation that any removed infringing items will not be immediately re- 
posted. 


As was done with the UGC Principles, there is an opportunity for intermediaries and 
content owners to sit down and negotiate practical solutions that will make the "notice and 
takedown" system more meaningful and effective. From more stringent repeat infringer 
policies to takedowns that don't automatically repopulate, many practical solutions can be 
adopted that would assure the intent of the DMCA is carried out. We hope the relevant parties 
will join together to start this process and we need Congress to encourage and facilitate such a 
process. 

Mobile 


As noted above, the voluntary initiatives to date have focused on web and wireline 
based activity and services. With the beneficial and rapid adoption of mobile devices, we need 
to focus our efforts on the mobile space as well, and deal with the unique challenges that 
ecosystem presents. 

What works best? 


The established best practices and voluntary agreements outlined above represent a 
considerable positive step in the evolution of the legitimate digital marketplace. The true goal 
should not only be to enable content owners to discover and inform intermediaries of illegal 
use of their works, but also for intermediaries to take active steps themselves to ensure that 
their products and services are not being used to engage in illegal behavior. Intermediaries 
increasingly understand that cooperating in efforts to prevent infringement redounds to their 
benefit as well as to the owners of the content they serve, host, transmit, or otherwise handle. 
But beyond the security and integrity such engagement provides, establishing best practices 
and voluntary agreements provides an opportunity to form lasting and meaningful partnerships 
that will benefit businesses, creators, and consumers alike. 

Of course, these initiatives are very much in their infancy and we will have to give them 
appropriate time to operate and be properly evaluated. But there are some considerations we 
should keep in mind going forward: 

• The initiatives must be flexible to adapt overtime. 

• True goals of the initiatives should be determined. 

• Initiatives must go beyond what is already done or expected of intermediaries under 
existing law. 
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• Baseline measurements should be taken to measure the impact of initiatives and to 
determine whether the private sector can adequately "self-regulate" to deter infringing 
and other abusive behavior. 

• Academic and research papers should be considered in determining whether initiatives 
are effective and what can be done differently, 

• Qualitative impacts should be considered - raising awareness among consumers, other 
stakeholders, and other governments, and should consider any changing attitudes 
towards infringement. 

• Each initiative should be evaluated separately, and direct stakeholders/participants 
should be consulted. 

In addition, it is worth noting that best practices and voluntary agreements negotiated 
and agreed to among all stakeholders are more promising than those that are established 
unilaterally. For example, ICANN's Registry-Registrar Agreement could be very effective 
because it binds anyone who wants to operate a new gTLD or sell registrations in the new 
registries as an ICANN-accredited registrar. CCI's Copyright Alert System and the payment 
processor agreement required both sides to compromise and work together toward a 
solution. While unilateral principles and public commitments such as the ad networks' are 
valuable, they do not offer the same promise of effectiveness since they don't have the same 
buy-in from both sides and may not lead to a common process or solution. 

This point has been made particularly clear by Google's recent report entitled "Flow 
Google Fights Piracy". As we noted in a blog on the report, we are grateful for the efforts 
Google has taken, and there is much to applaud. Flowever, as much as Google may be doing, as 
Benjamin Franklin cautioned, we must "never confuse motion for action." While we have seen 
some measurable impact in Google's AdSense based initiatives, we cannot say the same for its 
other anti-piracy activities. 

We invite Google and the other major search engines to sit down with us to formulate a 
plan that goes beyond promises of action and actually serves its intended purpose of deterring 
piracy and giving the legitimate marketplace an environment to thrive. 

Certainly, no one has claimed that implementing voluntary initiatives with Internet 
intermediaries is a single silver bullet to stop piracy online. But in fulfilling the promise of a 
healthy and growing legitimate digital marketplace, enforcement in any form is worth 
considering. As reports by the NPD Group have shown, taking legal action against infringing 
services, such as unauthorized activity on p2p networks and digital locker sites, can have a 
major impact on usage of licensed music services. Implementing voluntary initiatives in a 
thoughtful manner compliments prior enforcement initiatives and helps fulfill that promise. 

Again, we thank the Subcommittee for holding this hearing. While unilateral 
enforcement efforts and legislative options have played a large part in our past and may 
necessarily play a role going forward, we truly believe that strengthening our partnerships and 
mutual efforts through voluntary initiatives is preferable and can be much more effective. 
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Voluntary initiatives can address new and changing situations and adapt easily to new 
business models. They can set industry standards that form norms in the Internet eco-system. 
And importantly, they help build necessary trust and cooperation among content owners, 
intermediaries, and consumers. 

We appreciate the attention brought to the development of voluntary initiatives, and 
look forward to working with you and all our partners in the Internet marketplace to determine 
how to make them most effective. 
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Mr. Coble. Thank you, Mr. Sherman. 

Mr. Rothenherg. 

TESTIMONY OF RANDALL ROTHENBERG, PRESIDENT 
AND CEO, INTERACTIVE ADVERTISING BUREAU 

Mr. Rothenberg. Chairman Cohle, Ranking Member Watt, Sen- 
ior Member Conyers, Members of the House Judiciary Sub- 
committee on the Courts, Intellectual Property and the Internet, 
thank you for the opportunity to testify at this important hearing. 
My name is Randall Rothenberg and as you heard, I am the Presi- 
dent and Chief Executive Officer of the Interactive Advertising Bu- 
reau and I am very honored to be here. 

lAB is the trade association for ad-supported digital media in the 
United States. lAD’s more than 500-member companies account for 
86 percent of the interactive advertising sold in the U.S. Our mem- 
bers include many of the recognized names, most of the recognized 
names of the media world, AOL, CBS, Facebook, Google, Microsoft, 
The New York Times, Time, Inc., Walt Disney, Yahoo among them, 
as well as scores of smaller publishers, advertising networks and 
specialists in such areas as digital video advertising and mobile ad- 
vertising. 

I am also here for a personal reason. Prior to joining the lAB, 
I spent the first two-thirds of my career as an author and writer. 
I have written several books, hundreds of newspapers and maga- 
zine articles. I own hundreds of copyrights. I continue to be a con- 
tributor to many publications. 

Having spent my career in the creation of intellectual property, 
I firmly believe the meaningful protection of intellectual property 
rights is the foundation on which the U.S. economy depends. As the 
Framers of the U.S. Constitution understood, if we wish to remain 
the world’s leader in innovation and entrepreneurship, we must re- 
ward both hard work and risk-taking through the protection of in- 
tellectual property. 

On behalf of our member companies, lAB is dedicated to the 
growth of the interactive advertising marketplace. lAB drives to- 
ward this end by educating marketers, advertising agencies, media 
companies and the wider business community about the value of 
interactive advertising, and we recommend technical standards and 
best practices for this evolving marketplace. 

In this regard, we are proud of our efforts to bring together the 
most significant representatives of this digital marketing supply 
chain to develop strong protections for intellectual property and 
greater trust in the digital advertising marketplace. 

The vibrant online advertising ecosystem that was created by in- 
novative and legitimate individuals and companies has gained the 
attention of illegitimate actors that wish to undercut the market 
for creative content through the illegal activity of copyright in- 
fringement. This is a major reason, a foundation reason, the lAB 
developed the quality assurance guidelines that Mr. Sherman re- 
ferred to. 

The guidelines were created to help establish trust between the 
buyers and sellers of advertising in a very complex and ever-evolv- 
ing digital advertising ecosystem. The program helps promote the 
flow of advertising budgets into digital advertising by establishing 
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industry principles that offer a framework for increasing brand 
safety. 

We consider the piracy of intellectual property antithetical to the 
concept of brand safety. For that reason, the TAB guidelines pro- 
vide specific prohibitions against selling certain types of adver- 
tising inventory, including ad inventory on sites involved in intel- 
lectual property violations such as Web sites hosting and streaming 
infringing copyrighted content, torrent sites and peer-to-peer sites. 

In April of 2013, TAB released an update to the guidelines for 
public comment. This revision focuses on increasing the applica- 
bility, visibility and influence of the guidelines program as well as 
the advancement of other vital program elements. I would like to 
identify three important changes we made. 

First, we took a program that was originally designed for ad net- 
works and exchanges solely and expanded it into a true multi- 
stakeholder process by including all buyers and sellers of digital 
advertising. The program will now represent the full diversity of 
the industry and reinforce the role all parties play in building a 
more accountable, transparent and safe marketplace. 

Second, the guidelines now explicitly include an option for the 
lodging of intellectual property infringement complaints by rights 
holders to the TAB which will then direct the complaint to the rel- 
evant contact at each company participating in the guidelines. The 
TAB is committed to working with all parties to strengthen the pro- 
tection of intellectual property rights through the guidelines includ- 
ing through a strengthened complaints process. 

Third, the program was also strengthened with the introduction 
of the option of independent third party validation of a company’s 
certification to create a new level of trust in the marketplace. 

Going forward, we will continue to evolve, strengthen and drive 
adoption of the guidelines. The program has received a tremendous 
amount of exposure because of recent acknowledgments by Victoria 
Espinel, the former U.S. Intellectual Property Enforcement Coordi- 
nator. We would welcome additional public support from you and 
other Members of Congress. 

Thank you for considering the views of the TAB on these issues. 
We greatly appreciate your focus on our work and the work of all 
the others on this panel to strengthen the protection of intellectual 
property and understanding the role of the advertising industry in 
creating additional strengths to those protections. Thank you. 

[The prepared statement of Mr. Rothenberg follows:] 
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I. Introduction 

Thank you for the opportunity to testify at this hearing of the House Judiciary 
Committee’s Subcommittee on the Courts, Intellectual Property and the Internet. I would like to 
thank Chairman Coble and Ranking Member Watt for holding this important hearing. 

My name is Randall Rothenberg and 1 am the President and Chief Executive Officer for 
the Interactive Advertising Bureau (lAB). lAB is the trade association for ad-supported 
interactive media in the United States. lAB’s more than 500 member companies account for 86 
percent of the interactive advertising sold in the United States. Our members include the great 
names of the online and offline media world - AOL, CBS, Facebook, Google, Microsoft, The 
New York Times, Time Inc., Walt Disney, and Yahoo! among them - as well as scores of 
smaller publishers, advertising networks, and specialists in such areas as digital video advertising 
and mobile advertising. 

Prior to joining the lAB, I spent many years a journalist at the Aisnv York Times and 
Advertisinj’ Aj’e, a magazine on marketing and media. I am also an author and a frequent guest 
contributor to various publications. Having spent my career promoting the creation of quality, 
original content, I firmly believe that meaningful protection of intellectual property rights is the 
foundation on which the U.S. economy depends. As the framers of the U.S. Constitution 
understood, if we wish to remain as the world’s leader in innovation and entrepreneurship, we 
must reward hard work and risk-taking through the protection of intellectual property. 

On behalf of our member companies, lAB is dedicated to the growth of the interactive 
advertising marketplace. lAB drives toward this end by educating marketers, agencies, media 
companies and the wider business community about the value of interactive advertising, and 
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recommending standards and practices for this evolving marketplace. 1 believe that in order for 
the online advertising industry to continue growing, advertisers and marketers must have 
confidence that their brands will be protected in the digital ecosystem. We are proud of our 
efforts to bring together the most significant representatives of this digital marketing supply 
chain to develop strong protections for intellectual property and greater trust in the online 
advertising marketplace. 

Mr. Chairman, my testimony will describe how the lAB, in partnership with both buyers 
and sellers of online advertising, has helped to create safeguards and enforcement mechanisms 
against online copyright piracy and counterfeiting- lAB’s enforcement mechanisms are important 
tools in reducing the economic incentive of intellectual property theft, and illustrate the broad 
support and adoption for self-regulation in online advertising. 

II. Interactive Advertising Is Important to the U.S. Economy 

Before explaining the online advertising industry’s efforts to combat intellectual property 
theft, let me first explain the role of advertising in today’s digital marketplace. 

In 2012, a study commissioned by the lAB and conducted by researchers at the Harvard 
University Business School found that the ad-supported Internet contributed over $530 billion to 
the U.S. economy, making it one of the most dynamic sectors in the U.S. economy.* Over 5.1 
million, or roughly 3 percent, of American jobs are directly or indirectly created by the Internet. 
These jobs are highly dispersed across the U.S., with more jobs being created in small businesses 
across every state than in large internet companies. 

^ Professors John Deighton and Harold Brierley, Economic Value of the Advertising-Supported Internet Ecosystem 
(October 1, 2012), available at http://www.iab.net/economicvalue. 
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210 million people in the United States spend, on average, 38 hours a month on the 
Internet for work and leisure. This is unsurprising, for the Internet offers original creators of 
news, business information, entertainment, maps, and self-help resources, an ability to connect 
directly with consumers around the world. For example, education and infonnation-gathering 
tools, including search engines, have helped to remove geographic and economic barriers and 
democratized the availability and accessibility of educational content. The Web is a 
communications lifeline for an enormous number of people. There are an estimated 1 billion 
users of free email services worldwide. Over 72 percent of Americans keep in touch with family 
and friends through social networking sites. In July, 187 million Americans viewed 48 billion 
videos online that were uploaded by others. 

Nearly all of these services, information, and entertainment are free. Although, as you 
and T know, they are not really free: They are supported by advertising. 

This is not surprising. For centuries, advertising has been at the center of a vital value 
exchange between businesses and consumers. We provide quality news, information, 
entertainment, and other services, in return for which consumers give us their time and attention. 
That time and attention, in turn, allows businesses to communicate the availability of goods and 
services to consumers and customers. Advertising is the heart of the U.S. consumer economy. 

III. Self-Regulation is Combatting Intellectual Property Theft 

The vibrant online advertising ecosystem that was created by innovative and legitimate 
individuals and companies has gained the attention of nefarious actors who wish to undercut the 
market for creative content through the illegal activity of copyright infringement. This abuse 
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hurts the brand integrity of advertisers and slows legitimate growth and job creation in the 
Internet economy. 

lAB strongly believes in the importance of intellectual property protection for a 
functioning economy and the sustainability of the online advertising industry. This is one reason 
the lAB developed the Quality Assurance Guidelines (“Guidelines”)." The Guidelines were 
created to help establish trust between buyers and sellers in a complex and ever-changing digital 
advertising ecosystem. The program helps promote the flow of advertising budgets into digital 
advertising by establishing industry principles that offer a framework for increasing brand safety. 
We consider piracy of intellectual property antithetical to the concept of brand safety: Consumer 
brands depend on the integrity of their own copyrights, trademarks, and patents, as well as on 
their distinctive brand reputations, and would not want to be associated with digital environments 
that persistently pirate others’ intellectual property. For that reason, the TAB Guidelines provide 
specific prohibitions against selling certain types of advertising inventory, including ad inventory 
on sites involved In intellectual property violations, such as websites hosting and streaming 
infringing copyrighted content, torrent sites, and peer-to-peer sites. 

On April 18 , 2013 , lAB released an update to the Guidelines for public comment. This 
revision focuses on increasing the applicability, visibility, and influence of the program, as well 
as the advancement of other vital program elements. Principally, we expanded the program to 
include all buyers and sellers of digital advertising. Originally, the Guidelines were targeted 
solely to ad networks and exchanges. The program will now represent the full diversity of the 
industry and reinforce the role all parties play in building a more accountable, transparent, and 
safe marketplace. This means that any seller of digital advertising, including premium 
^ Interactive Advertising Bureau, Quality Assurance Guideline (July 25 , 2013) Available at http://www.iab.net/QAG 
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publishers, can now certify to be compliant with the Quality Assurance Guidelines which allows 
them to more formally shape and strengthen the guidelines. Intellectual property protection 
remains a centerpiece of the expanded Guidelines. The updated Guidelines now explicitly 
include an option for the lodging of Intellectual Property Infringement complaints by rights 
holders to the TAB, who will then direct the complaint to the relevant contact at each company 
participating in the Guidelines. The lAB is committed to working with all parties to strengthen 
the protection of intellectual property rights and improving the Guidelines complaint process. In 
addition, the program was also strengthened with the introduction of the option of independent 
third-party validation of companies’ certification to create a new level of trust in the 
marketplace. 

This program is driven by consensus amongst the participating companies. 
Representatives from companies that are in compliance or have committed to becoming 
compliant with the Guidelines shape the process. With the expanded representation across the 
digital advertising supply chain, we recognize there will be challenges to reaching consensus; 
therefore we have incorporated several procedural changes to encourage swifter action on high 
priority issues. For example, lAB is working to expand involvement in the decision making 
bodies of the program to include a much wider array of companies, including rights holders and 
premium publishers as well as representatives of buyers. lAB is also establishing a working 
group to research and analyze technological solutions across the ecosystem. lAB strives to 
provide a fertile environment for the finding of majority-supported resolutions, and to then act 
promptly and diligently to bring them to market. Opening up the Guidelines program to content 
owners will allow for their direct influence in future iterations of the Guidelines. They will be 
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able to help define how the Guidelines protect their intellectual property. The program and their 
interests are now more closely aligned than ever. 

lAB remains committed to further developing and expanding the Guidelines. We 
proactively educate our members and the public about the program through consistent promotion 
and outreach. Members learn about and are encouraged to adopt the Guidelines through email, 
attendance at events such as the lAB Advertising Tech Marketplace, and regularly scheduled 
committee and board meetings. We inform the greater industry and the public about the 
Guidelines through social media and press outreach. I have spoken often at our events, including 
our lAB Annual Leadership Meeting this year, which drew nearly 1,000 senior industry 
executives, about the importance of industry-wide action and individual company commitment to 
combatting intellectual property piracy. 

Going forward, we will continue to drive adoption of the Guidelines through marketing 
efforts, as well as by our expansion of the program to involve more stakeholders. The program 
has received a tremendous amount of exposure because of recent acknowledgments by Victoria 
Espinel, fonner U.S. Intellectual Property Enforcement Coordinator. We would welcome 
additional public support from you and other members of Congress. 

IV. lAB Continues to Explore New Solutions 

TAB continues to explore other avenues to combat online piracy and counterfeiting. In 
July, 24/7 Media, Adtegrity, AOL, Conde Nast, Google, Microsoft, SpotXchange, and Yahoo!, 
in coordination with lAB and the Office of Management and Budget, agreed to participate in 
voluntary Best Practices and Guidelines for Ad Networks to Address Piracy and Counterfeiting 
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(“Best Practices”).^ These eight companies are leaders in the advertising industry. By agreeing to 
the Best Practices, they have committed to “maintain policies prohibiting websites that are 
principally dedicated to selling counterfeit goods or engaging in copyright piracy and have no 
substantial non-infringing uses from participating in the Ad Network’s advertising programs” 
Further, the advertising networks agreed to continue the dialogue with content creators, rights 
holders, consumer organizations, and free speech advocates, regarding the best practices for 
enforcing intellectual property rights. The Obama Administration’s Office of the U.S. 

Intellectual Property Enforcement Coordinator recently oflered support for the self-regulatory 
Best Practices, stating that it was “a good example of how the public and private sector can work 
to combat piracy and counterfeiting while protecting and, in fact, further eneourag[ing] the 
innovation made possible by an open Internet.” lAB is educating other ad networks about the 
Best Practices. We are also exploring the possibility of inclusion of the Best Practices in the next 
version of the Quality Assurance Guidelines. As you can see, Mr. Chairman, TAB continues to 
explore creative solutions to address the problem of intellectual property theft. 

V. Conclusion 

Thank you for considering the view of lAB on these issues. We greatly appreciate your 
focus on our work to protect the value of original content and the advertising industry that 
supports its creation. We welcome your observations as the Guidelines progress, and urge you to 
continue to engage in fruitful dialogue that will lead to truly implementable and successful 
outcomes for the creative industries impacted by online theft. 


^ Best Practices and Guidelines for Ad Networks to Address Piracy and Counterfeiting (July 15, 2013), available at 
http://2013ippractices.com/ 
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Mr. Coble. Thank you, Mr. Rothenberg. 

Mr. Levitt. 

TESTIMONY OF GABRIEL LEVITT, VICE PRESIDENT, 
PHARMACYCHECKER.COM 

Mr. Levitt. Chairman Coble and Ranking Member Congressman 
Watt and Ranking Member Conyers, I am Gabriel Levitt, the Vice 
President of PharmacyChecker.com, which for the past 10 years, 
has been helping Americans find affordable medication from safe 
online pharmacies by checking and verifying the credentials of 
these pharmacies and posting price comparisons. 

We believe that voluntary agreements can be a useful tool in pro- 
tecting Americans from counterfeit products, but they can also be 
misused in anti-competitive ways which scare and thwart Ameri- 
cans from accessing affordable medications. This leads to poor 
medication compliance with negative health consequences and also 
goes against the Administration’s desire that voluntary agreements 
not be used to impede competition. I will present recommendations 
which can keep this from happening. 

Last year, 50 million Americans, ages 19 to 64, did not fill a pre- 
scription due to cost, up from 48 million in 2010, according to the 
Commonwealth Fund. We also know that nearly 5 million Ameri- 
cans have been buying their medication from outside the U.S. in 
order to get affordable prices because the cost to buy brand name 
medicine is often 80 percent lower in other countries than in the 
U.S. 

Independent studies and over a decade of experience have dem- 
onstrated the safety of domestic and international online phar- 
macies approved in rigorous programs such as PharmacyChecker’s. 
A voluntary agreement of particular concern is one established by 
a group of Internet and credit card companies called the Center For 
Safe Internet Pharmacies, or CSIP. While CSIP has been effective 
at taking down some rogue pharmacies, it also acts to discourage 
Americans from accessing safe affordable medications outside the 
United States. 

CSIP uses a company called Legit Scrips to help it identify rogue 
sites for takedown and to power an online tool for consumers to 
look up the status of an online pharmacy. Unfortunately, if you use 
this tool to look up any online pharmacy operating in any country 
other than the U.S., such as Canada, it will tell you that the phar- 
macy is unapproved, regardless of the fact that it may be licensed, 
require a prescription and safely selling only genuine medication. 

The CSIP Web site has become a clearinghouse for information 
from the pharmaceutical-funded groups such as the Partnership 
For Safe Medicine and the National Association of Boards of Phar- 
macy with scare campaigns conflating all non-U. S. pharmacies 
with rogue pharmacies. In fact, any pharmacy outside the U.S. 
which sells to Americans is labeled by NABP as a rogue. 

To keep voluntary agreements from misleading Americans, we 
ask that your Committee make sure that CSIP does not discourage 
Americans from accessing safe and affordable medication online. In 
particular, we would urge that the basis for defining a rogue phar- 
macy include any of the following, but not simply whether or not 
it is licensed in the U.S. It intentionally sells adult rated or coun- 
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terfeit medication; sells prescription medication without requiring 
a prescription; engages in fraudulent and deceptive business prac- 
tices; does not follow generally accepted safety standards of phar- 
macy practice; and sells medication that is not regulated. 

We would also like to see CSIP and other institutions established 
under voluntary agreements be more transparent by providing the 
following information: Clearly state what recourse companies and 
people have if their businesses are shut down by actions taken by 
CSIP; provide information on those sites that were shut down and 
the reasons they were shut down based on applicable intellectual 
property laws and identify the precise public health risk of the Web 
site. 

Last, it is important to recognize that voluntary agreements are 
being afforded considerable market power. To ensure these powers 
are used properly, we recommend the appointment of an inde- 
pendent ombudsman to oversee these agreements. The ombudsman 
would analyze voluntary agreements to make sure private sector 
actions aren’t blocking Internet competition and are consistent with 
the Administration’s other goals of due process, free speech and 
transparency. 

I have provided the Committee with a transcript of this presen- 
tation and included our public comments submission to the U.S. 
PTO in Exhibit A. Thank you for your time. 

[The prepared statement of Mr. Levitt follows:] 
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House judiciary Committee. Subcommittee on the Courts, Intellectual Property and the Internet 
Hearing on "The Hole of Voluntary Agreements in thetl.S. Intellectual Property System" 

September 18“ 2 pm, 2141 Rayburn House Office Building 

Chairman Gnodlatte and Ranking Member Congressman Watt, thank you for inviting me here today. 

I am Gabriel Levitt, the vice president of PharmacyChecker.com. which, for the past 10 years, has 
been helping Americans find affordable medication from safe online pharmacies by checking and 
verifying the credentials of these pharmacies and posting price comparisons. 

We believe that voluntary agreements can be a useful tool in protecting Americans from counterfeit 
products, but they can also be misused in anti-competitive ways which scare and thwart Americans 
from accessing affordable medication. This leads to poor medication compliance with negative 
health consequences and also goes against the Administration's desire that voluntary 
agreements not be used to impede competition.' I will present recommendations which can 
keep this from happening. 

last year, fifty-million Americans ages 19-64 did not fill a prescription due to cost, up from 48 
million in 2010, according to the Commonwealth Fund." We also know that nearly five million 
Americans have been buying their medication from outside the U.S. in order to get affordable 
prices, because the cost to buy brand-name medicine is often 80% lower in other countries than in 
the U.S. independent studies and over a decade of experience have demonstrated the safety of 
domestic and international online pharmacies approved in rigorous programs such as 
PharmacyChecker's.* 

A voluntary agreement of particular concern is one established by a group of Internet and credit 
card companies called the Center for Safe Internet Pharmacies, or CSIP. V/hile CSIP has been 
effective at taking down some rogue pharmacies. It also acts to discourage Americans from 
accessing safe, affordable pharmacies outside the United States, CSIP uses a company called 
LegitScript to help it identiiy rogue sites for "take down" and to power an online tool for consumers 
to look up the status of an online pharmacy. Unfortunately, if you use this tool to look up any online 
pharmacy operaUng in any country other than the U.S., such as Canada, It will tell you that 
pharmacy is "unapproved," regardles.s of the fact that It may be licensed, require a 
prescription, and safely selling only genuine medication. The CSIP website has become a 
clearing house for Information from pharmaceutical industry-funded groups such as The 
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Partnership for Safe Medicines and the National Association of Boards of Pharmacy (NABP) 
with scare campaigns conflating all non-U. S. pharmacies with rogue pharmacies. In fact, 
any pharmacy outside the U.S. which sells to Americans is labeled by NABP as a rogue. 

To keep voluntary agreements from misleading Americans, we ask that your committee make 
sure that CSIP does not discourage Americans from accessing safe and affordable medication 
online. In particular, we would urge that the basis for defining a "rogue pharmacy" include any 
of the following, but not simply whether or not it is licensed in the U.S.: 

• Intentionally sells adulterated and/or counterfeit medication 

• Sells prescription medication without requiring a prescription 

• Engages in fraudulent and deceptive business practices 

• Does not follow generally accepted safety standards of pharmacy practice 

• Sells medication that is not regulated, i.e., not registered by a drug regulatory 
authority 

We would also like to see CSIP and other institutions established under voluntary 
agreements be more transparent by providing the following information: 

• clearly state what recourse companies and people have if their businesses are shut 
down by actions taken by CSIP; 

• provide information on those sites that were shutdown, and the reasons they were 
shutdown based on applicable intellectual property laws; and 

• identify the precise public health risk of a website. 

Last, it is important to recognize that voluntary agreements are being afforded considerable 
market power. To ensure these powers are used properly, we recommend the appointment 
of an independent Ombudsman to oversee these agreements. The Ombudsman would 
analyze voluntary agreements to make sure private sector actions aren't blocking Internet 
competition and are consistent with the Administration's other goals of due process, free 
speech, and transparency." 

1 have provided the Committee with a transcript of this presentation and included our public 
comments .submission to the United States Patent and Trademark Office in Exhibit A. 

Thank you for your time. 


2 of 10- Gabriel Levitt, Vice President, PharmacyChecker.com, LLC , Subcommittee on Courts, Intellectual Property and the 
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August 20'7, 2013 
Teresa Stanek Rea 

Acting Under Secretary of Commerce for Intellectual Property and Acting Director of the United 
States Patent and Trademark Oflice 

RE: Request of the UA Patent and Trademark Office for Public Comments: Voluntary Best 
Practices Study 

Docket It PTO-C-20 13-0036 

Gabriel Levitt. Vice President. PharmacyChecker.com. LLC 

Pounded in 2003. PharmacyChecker.com verifies online pharmacies, provides drug price 
comparisons among verified online pharmacies, and advocates for expanding access, online and olT, 
to safe and affordable medication. Our main mission Is to help Americans find tlie lowest 
prescription drug prices offered by safe online pharmacies or discount cards offered by U.S. 
pharmacy benefit managers. We are a stakeholder in the online business community seeking an 
open Internet environment that promotes innovation and new business models, especially those 
that serve the public health. Thus, the main focus herein is to examine the effectiveness of 
cooperative voluntary initiatives (CVIs) encouraged by the White House Office of the Intellectual 
Property Enforcement Coordinator (IPEC) as they relate to online pharmacies. The formation of the 
Center for Safe Internet Pharmacies (CSIP) is often noted asonenf IPEC's achievements in 
encouraging and facilitating the development of CVIs to protect intellectual property on the 
Internet and its operation will be discussed accordingly. 

Reducing intellectual property infringement (IPI) is the goal of IPEC, and CVIs area part of its 
strategy to curtail IPI on tlie Internet. Generally, effectiveness of such efforts is defined by whether 
or not CVIs are actually reducing IPI. However, it's more complex when it comes to online 
prescription drug sales than for other types of Internet commerce. For instance, counterfeit 
handbags do not impact the public health, whereas counterfeit nr real medication, which can kill or 
save lives, respectively, can have a great public health impact That's why IPEC's main focus when it 
comes to online pharmacies appears to be protection of the public health, not IPI. The excerpt 
below, from a March 2011 IPEC document exemplifies this public health focus: 

"On December 14, 2010, White House Intellectual Property Enforcement Coordinator, Victoria 
Espinel. announced that GoDaddy, Google, Microsoft, Yahool. Network Solutions, Neustar, eNom, 
PayPal, MasterCard, Visa, and American Express have agreed to support an initiative which will 
start taking voluntary action against illegal Internet pharmacies. 
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“This fall, Espinel challenged the private sector to voluntarily address the health and safety issues 
presented by rogue online pharmacies. .These discussions culminated in a well-attended, cross- 
industry meeting at the White House on November 9f^ 2010. At that meeting, GoDaddy and Google 
took the lead on proposing the formation of a private sector 501 [c)[3) non-profit organization 
dedicated to promoting information sharing, education, and more efficient law enforcement of 
rogue online internet pharmacies’’.^ 

From this excerpt it's clear that the basis for IPEC's “challenge” and the subsequent formation of 
CSIP was predicated on “health and safety issues.” We believe that this is the proper focus for 
engaging the private sector to deter and shutdown online pharmacies that intentionally sell 
counterfeit, adulterated, or substandard medications, or sell real medications but without requiring 
a prescription. In addition to protecting the public health, violations of intellectual property rights 
will be curtailed by curtailing online sales of counterfeit drugs. 

CVIs against online pharmacies should, at a minimum, do no harm, the philosophical foundation of 
medical ethics. Harm can be caused by CVIs that curtail or block online access by consumers to safe 
and affordable medication. In fact, any actions that block access to safe and affordable medication 
are harmful ones. The public health importance of incorporating this truism into metrics for 
effectiveness of CVIs dedicated to infringing online pharmacies merits a full explanation. 

There is a vast and well documented crisis of prescription drug non-compliance in our country, and, 
according to a CVS/Caremark study the main cause is the cost of medication in the United States.*' 
Fifty-million Americans ages 19-64 did not fill a prescription due to cost in 2012, up from 48 million 
in 2010, according to the Commonwealth Fund.'** An analysis of a 2005 study by Kaiser, USA Today, 
and the Harvard University School of Public Health, found that approximately twenty-five million 
Americans became sicker from not taking their medications due to cost. The FDA estimates $290 
billion in added annual healthcare costs due to prescription non-compliance.'' 

Other documented adverse effects from prescription non-compliance include the death of 125,000 
Americans who were not adhering to their prescribed heart medication.''* It's likely that hundreds of 
thousands more die each year from prescription non-compliance for other medications. The 
numbers above suggest that high drug prices are a major factor in these deaths. 

Almost five million Americans personally import medication because of more affordable prices 
abroad.''** Over the past decade, tens of millions of prescriptions have been ordered online and filled 
internationally through which Americans have received safe and effective medication: the same 
medications sold in the United States but at a much lower price. Empirical studies and over a 
decade of experience show the high degree of safety of personally imported medication from 
properly credentialed online pharmacies. This remains an inconvenient truth for those who seek to 
curtail access to such safe online pharmacies. Countless Americans would have gone without 
needed medication if not for these international and online sources. 

A study published in the National Bureau of Economic Research in 2012 called “In Whom We Trust: 
The Role of Certification Agencies in Online Drug Markets” demonstrates the safety of properly 
credentialed online pharmacies. The study tracked 370 prescription orders placed with online 
pharmacies, both foreign and domestic. The population of online pharmacies included international 
and domestic ones credentialed by PharmacyChecker.com, international ones who are members of 
the Canadian International Pharmacy Association (CIPA), and domestic ones in the National 
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Association of Boards of Pharmacy's [NABP) Verified Internet Pharmacy Practice Sites and 
LegitScript.com programs. The study concluded that all credentialed online pharmacies, foreign and 
domestic, required a prescription and passed all drug authenticity tests. Of those drugs ordered 
from non-credentialed online pharmacies, 9% of products were fake or counterfeit medication, all 
of those for Viagra only.'''" 

The real health and safety threat stems from domestic and international prescription drug orders 
that are filled by un-credentialed online pharmacies, many of which are not safe. 

Thus, to maximize positive public health outcomes, CVls should endeavor to encourage 
access to all safe online pharmacies for Americans, including international online 
pharmacies, while preventing access to dangerous online pharmacies. 

From here we try to address the USPTO's questions in the "Supplementary Information" 
section: 

1. How should effectiveness of cooperative voluntary initiatives [CVIs] be defined? 

Effectiveness is the degree to which CVIs can reduce and stop access to dangerous online 
pharmacies while encouraging access to safe online pharmacies, specifically those 
credentialed by PharmacyChecker.com, Canadian International Pharmacy Association, 
LegitScript.com and the NABP. 

Dangerous and fraudulent online pharmacies are often referred to as "rogue online 
pharmacies." Unfortunately, the NABP, which represents U.S. pharmacy boards and 
pharmacists, defines any online pharmacy that is based outside the United States and sells 
to Americans as "rogue," regardless of its credentials. NABP publishes a "Not 
Recommended" list that includes fraudulent and dangerous online pharmacies but also 
includes some safe international online pharmacies approved in the PharmacyChecker.com 
Verification Program because they are not based in the U.S.^ We believe this conflates the 
problem of "real" rogue online pharmacies (which hurt consumers) with the practice of 
safe personal drug importation (which helps consumers). As a practical and ethical matter 
we believe IPEC should reject NABP’s definition of "rogue online pharmacy." 

LegitScript.com comes closer to the right classification system for "rogue online pharmacy," 
but it suffers from too much ambiguity and potential for overreach. Like the NABP, 
LegitScript.com’s program does not allow for the approval of non-US, international, online 
pharmacies that sell to consumers in the United States. However, to its credit, safe 
international online pharmacies are not classified as "rogue” by LegitScript.com. Instead, 
safe international online pharmacies, such as those approved by PharmacyChecker.com are 
generally categorized as "unapproved." The "unapproved" designation is misleading, as it 
scares consumers who are seeking safe and affordable medication away from safe sources, 
but at least it distinguishes safe international online pharmacies from "rogue online 
pharmacies". 

A reasonable definition of "rogue online pharmacy" is any website that: 
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1] Sells prescription medication without requiring a prescription; 

2] Engages in frauduient and deceptive business practices; 

3] Does not follow accepted safety standards of pharmacy practice; 

4] Intentionally sells adulterated and counterfeit medication. 

This definition would certainly describe most online pharmacies that are dangerous but 
not sweep into its ambit ones that are safe. CVls are effective when they reduce the volume 
of, and access to, dangerous online pharmacies. 


2. What type of data would be particularly useful for measuring effectiveness of 

voluntary initiatives aimed at reducing infringement and what would the data show? 
The answer depends in part on how "infringement" is defined, in the case of online 
pharmacies "infringement" should be defined within the framework of IPEC's main goal of 
protecting the public health. By defining "infringement" as "the intentional sale of 
counterfeit or adulterated medication, or the sale of genuine and safe medication but 
without a prescription," CVls would target not only the worst offenders, such as criminal 
networks known to sell counterfeit drugs, but the large majority of websites that the U.S. 
Food and Drug Administration (and the pharmaceutical industry] seek to put out of 
business and, in some cases, prosecute. 

Useing the definition of "infringement" above, the data needed to measure effectiveness 
would show on a year-to-year basis the reduction in the number of infringing online 
pharmacies caused by CVls - private sector actions that led to the shutdown of a website that 
did not entail any corresponding government action. It would also show if any non- 
infringing sites - safe online pharmacies - were inadvertently shutdown by CVls. 

Useful data could be obtained by working with companies, organizations and associations 
that currently verify online pharmacies, including our company, PharmacyChecker.com, as 
well as LegitScript, NABP, and CIPA. More data to determine how to classify an online 
pharmacy could be obtained by conducting mystery purchases from online pharmacies to 
show if they are rogue or not, such as by using the methods of the N ational Bureau of 
Economic Research study mentioned above. 

A national survey on consumer purchases of prescription medication would also be helpful 
in determining the public safety and health ramifications of online pharmacies (good and 
bad]. This would help identify the types of websites that help and hurt the public health. 
Considering the public health threat that federal authorities see from online pharmacies it 
should engage the U.S. Centers for Disease Control and Prevention (CDC] by asking CDC to 
include questions relating to online pharmacy purchases in their N ational Health Interview 
Survey. In its last such survey, the following questions were asked of 33,014 Americans 
ages 18 and over: 

"DURING THE PAST 12 MONTHS, are any of the following true for you? ...You skipped 
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medication doses to save money ...You took less medicine to save money ...You delayed 
filling a prescription to save money ...You asked your doctor for a lower cost medication to 
save money ...You bought prescription drugs from another country to save money ...You 
used alternative therapies to save money." ™ 

A survey to determine public health ramifications of online pharmacies could ask: "are any 
of the following true for you? You ordered medication from another country through an 
online pharmacy to save money. You ordered medication from a U.S. online pharmacy to 
save money. You ordered from an online pharmacy that required a prescription from your 
doctor. You ordered from an online pharmacy that issued you a prescription based on an 
online questionnaire. You ordered from an online pharmacy that did not require a 
prescription at all. You received the medication that you ordered. The medication you 
ordered online worked as you expected. The medication you ordered did not work as 
expected. You experienced negative health effects after taking the medication ordered 
online. 

LegitScript.com's online pharmacy database already contains tens of thousands of websites 
identified as "rogue" that can be used as a baseline to measure progress. Encouragingly, its 
data shows that the number of "not legitimate” sites has decreased over the past year by 
10,240 or 23.7%. 


June 24, 2013 

Iiily 23, 2012 

43,075 Internet pharmacies 

32,835 are active Internet pharmacies 

225 are legitimate (0.5%) 

279 are legitimate (0.8%) 

1,210 are potentially legitimate (2.8%) 

1,512 are potentially legitimate (4.6%) 

41,640 are not legitimate (96,7%) 

31,204 are not legitimate (94.6%) 

Source: LegitScript.com Home Page as 
viewed on June 24^^\ 2013. 

Source: LegitScriptcom’s home page on July 23% 
2012, as crawled by Alexa.com. 


The question is how many of these were actually shut down by CVIs, rather than from 
government actions. The answer is simply those cases where a private company's action 
effectively shut down the rogue online pharmacy. Private company actions include refusal 
of service to rogue online pharmacies by payment processors, domain registrars, and 
search engines. A LegitScript press release claims that LegitScript has "dismantled over 
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40,000 rogue Internet pharmacies since 2009."* Since LegitScript doesn't have legal 
authority to "dismantle” a company we believe that it has influenced domain registrars to 
end service to rogue online pharmacies: In other instances, LegitScript may identify for 
federal agencies those websites that ought to be seized by the government. 

To determine what techniques are most effective, Center for Safe Internet Pharmacies, 
LegitScript.com, or both should enumerate the number of rogue online pharmacies shut 
down by the different private actions mentioned above. 

To prevent inadvertently shutting down safe online pharmacies, and to better assist the 
Center for Safe Internet Pharmacies and the public, LegitScript.com should provide a 
breakdown of the number of sites that are classified as not legitimate by "rogue" and 
"unapproved," since the latter designation, as per the discussion above, usually refers to 
safe online pharmacies that require a prescription, follow the laws where they operate, and 
provide affordable medication to Americans. 

Effectiveness should also be measured in line with the Obama Administration’s goals that 
CVIs are "consistent with due process, free speech, privacy of users, and competition" while 
being as "transparent" as possible. CSIP should make public its protocols for action against 
infringing online pharmacies and the due process available to those websites targeted for 
takedown. When a website is shutdown through CVIs it should be informed of the legal 
basis for the action. CSIP's website, for example, should: 

1) clearly state what recourse companies and people have if their businesses are 
shut down by actions taken by CSIP; 

2) provide information on those sites that were shutdown, and the reasons they 
were shutdown; 

3] identify the precise public health risk of a website; and 

4] provide the legal basis for determining intellectual property infringement 
activities of those websites which are shut down, if there are any. 

One of the Obama Administration's goals for CVIs is that they do not stifle competition. 
There's an inherent risk in "deputizing" private companies for law enforcement-type 
activities when such activities could curtail competition and business innovation. Thus, the 
degree to which CVIs curtail competition and business innovation, especially if such 
curtailment threatens the public health, must be factored in measuring effectiveness. 

Online pharmacies are a relatively new business model for distributing medications and 
offer a good example to show how CVIs could stifle competition. Online pharmacies provide 
significant benefits to consumers in terms of cost and convenience. They make it easier for 
consumers to find companies in different states and countries that operate mail-order 
pharmacies, providing them more choices and lower prices. Their operations, which can 
greatly benefit consumers and the public health, challenge existing pharmacy business 
models. Entrenched business interests often seek to stifle new competition. For example. 
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on behalf of U.S. chain pharmacies, the National Association of Chain Drugstores has 
lobbied the government to stop Americans from buying lower cost medication from Canada 
and other countries for over a decade®. For drug companies it's a commercial imperative to 
segment national markets by preventing them from parallel trade of pharmaceuticals, 
especially in protection of the U.S. market from which they derive the greatest profits. 
Furthermore, international drug price transparency serves to advantage consumers vis a 
vis drug companies as it gives rise to the former's advocacy for lower domestic drug prices. 
Like U.S. pharmacies, but for somewhat different reasons, the pharmaceutical industry 
lobbies the U.S. government to prevent Americans from buying lower cost medication from 
licensed Canadian or other international pharmacies for their personal use.®' 

The discussion above is necessary because drug companies and U.S. pharmacies are 
lobbying the government to promote CVIs that stifle the development of international 
online pharmacies. In the case of the Center for Safe Internet Pharmacies, some of its 
member companies pay LegitScript.com to assist them in taking actions against online 
pharmacies. H owever, LegitScript.com is a steering committee member of the Alliance for 
Safe Online Pharmacies, a group that is funded by the NACDS and Eli Lilly:®" both are 
engaged in lobbying Congress and federal agencies to stop Americans from personal drug 
importation. This interplay of private action to bring about CVIs will no doubt disadvantage 
consumers in areas other than online pharmacy. 

To prevent CVIs from anticompetitive policies and actions, we recommend an 
independent ombudsman. For example, the CVl ombudsman would be someone with 
neither a financial interest nor alignment with pharmacy or pharmaceutical companies nor 
a federal or state regulator. The CVl Ombudsman will analyze CVIs to make sure private 
sector actions aren't blocking Internet competition and innovation. As part of his or her 
efforts the CVl Ombudsman would determine the negative effects to the public health of 
CVIs. 

We understand that while the main goal of IPEC in combatting rogue online pharmacies is 
protecting the public health it's also concerned with online IPl. For the sake of effectiveness 
and transparency, IPEC should clearly, and with the greatest specificity, identify what 
practices by rogue or other online pharmacies constitute intellectual property violations. 
Only then can we measure how effectively CVIs are protecting intellectual property rights. 

3. If the data is not readily available, in what ways could it be obtained? 

LegitScript’s data is useful for measuring a reduction in the number of active rogue online 
pharmacies. As stated above, it should go one step further and show the number of 
"illegitimate” online pharmacies that are not rogue but classified as "unapproved" since 
many of those are safe and should not be subject to takedown actions by CVIs. 

Please also refer to the recommendation above for the CDC to conduct a national survey of 
Americans who buy medication online. 
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4, Are there particular impediments to measuring effectiveness, at this time or in general, and 
if so, what are they? 

There may be a lack of political will to actually determine the public health effects of online 
pharmacies because they are inconveniently positive. Indeed, millions of prescriptions 
have been safely filled Internationally by Americans through online pharmacies, despite the 
fact that under most circumstances they may have broken the law or violated intellectual 
property rights. Keeping in mind the tens of millions of Americans who skip filling 
prescriptions due to cost, what are the public health effects if such access is blocked? 

The dangers of rogue online pharmacies - "rogue" as defined by LegitScript.com - are very 
clear and compelling. Publicizing patient harm from such websites would 1) deter 
Americans from buying from them, and 2) clarify those sites that need to be shutdown to 
protect the public health. 


5. What mechanisms should be employed to assist in measuring the effectiveness of voluntary 
initiatives? 

As stated above, identifying the specific private actions taken under CVIs that led to the 
shutdown or dismantlement of rogue online pharmacies will be helpful. For example, out of 
the 40,000 rogue online pharmacies dismantled by LegitScript.com, it should be 
determined how many such takedowns occurred via domain registrars refusing service to 
rogue online pharmacies vs. payment processors refusing to service them. 


6. Is there existing data regarding efficacy of particular practices, processes or methodologies 
for voluntary initiatives, and if so, what is it and what does it show? 

The number of rogue online pharmacies has diminished, according to LegitScript.com, and 
many through CVIs. The processes include identifying rogue online pharmacies to domain 
registrars, payment processors and search engines and asking them to refuse service to 
such websites, effectively dismantling them. 
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Mr. Coble. Thank you, Mr. Levitt. 

Mr. B archie si. 

TESTIMONY OF ROBERT C. BARCHIESI, PRESIDENT, 

THE INTERNATIONAL ANTICOUNTERFEITING COALITION 

Mr. Barchiesi. Chairman Cohle, Ranking Member Watt, Mem- 
bers of the Subcommittee, thank you for the opportunity to appear 
before you today. I am proud to be representing the Intellectual 
AntiCounterfeiting Coalition and our partners from the financial 
industry. My testimony today will address our ongoing collabora- 
tion regarding the trafficking of counterfeit and pirated goods on- 
line. 

With over 230 members that span across industries, the Inter- 
national AntiCounterfeiting Coalition is one of the world’s largest 
organizations representing the interests of companies concerned 
with trademark counterfeiting and intellectual property theft. 

While legitimate retailers increasingly leverage the Internet as a 
platform for sales, the same is true of counterfeiters. Once confined 
to brick and mortar shops, the Internet has created new opportuni- 
ties for the sale of illegal goods as well as an ever-widening pool 
of customers. Additionally, the shift to online distribution has 
raised a variety of practical difficulties for our enforcement against 
criminals who operate with anonymity and beyond the jurisdiction 
of U.S. courts or law enforcement. 

The proliferation of this illicit trade threatens consumer con- 
fidence in the legitimacy of the Internet as a commercial platform. 
Consumers expect and deserve the honest cooperation of all of the 
players in the e-commerce ecosystem. That point of view has driven 
our partnership with the financial industry and informed the devel- 
opment of our ongoing collaboration. 

In January 2012, the lACC launched its payment processor pro- 
gram in collaboration with some of the largest multi-national 
brands and leading financial companies. This launch followed the 
establishment of a set of best practices facilitated by the Adminis- 
tration’s Intellectual Property Enforcement Coordinator, Victoria 
Espinel. 

The program is, in laymen’s terms, a “follow the money” ap- 
proach that seeks to diminish the ability of criminal counterfeiters 
to turn a profit. Our program is dependent on the financial part- 
ners’ policies which prohibit merchants from using financial serv- 
ices for illegal transactions. Merchants that sell counterfeit goods 
violate those policies and as such, subject themselves to remedial 
action, including termination of their merchant accounts. Because 
those policies apply to merchants regardless of their jurisdiction, 
the program has a global reach. 

At its inception, the lACC and its partners identified several 
goals for the lACC payment processor program. These include in- 
creasing the cost of doing business for and decreasing the profits 
to the counterfeiters; shrinking the universe of merchant banks 
willing to do business with those sellers; facilitating an efficient 
use of resources by both rights holders and our financial partners; 
and dismantling counterfeit networks by developing deeper intel- 
ligence on those networks’ methods of operating. 
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In the context of these goals, the program has been a resounding 
success. We have referred nearly 7,500 Web sites for investigation, 
resulting in the termination of over 2,100 individual counterfeiters’ 
merchant accounts which likely correspond to a much higher num- 
ber of affected sites. 

The collaboration between the lACC and its partners has re- 
sulted in opportunities to provide training to banks and others all 
around the world. While there remain challenges to quantifying the 
impact of this program on the overall availability of counterfeit and 
pirated goods online, there is significant anecdotal evidence that 
online sales of such elicit product are becoming more difficult. 

Further, the program has created a growing pool of data that 
may be leveraged by both public and private sectors. Since the 
launch of our program, we have seen a number of trends, including 
a decline in the use of traditional credit card payments in favor of 
alternate payment methods; the misuse of anti-fraud measures in 
an attempt to thwart legitimate investigations by law enforcement 
and private industry; and the shift from the use of individual mer- 
chant accounts to reliance on illegitimate and sophisticated pay- 
ment service providers who provide full service infrastructure for 
illegal sales and promise bulletproof processing. 

It is our hope that this paves the way for further cross-industry 
collaboration. The success of this program proves that when rights 
holders and others work side-by-side to ensure a safe and trusted 
marketplace, everyone wins. 

[The prepared statement of Mr. Barchiesi follows:] 
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chairman Coble, Vice Chairman Marino, Members of the Subcommittee: 


Thank you for the opportunity to appear before you today. I am proud to be 
representing the International AntiCounterfeiting Coalition (“lACC”) and our partners 
from the financial industry. My testimony today will address our ongoing collaboration 
regarding the trafficking of counterfeit and pirated goods online. 

With a membership composed of over 230 corporations, trade associations, and 
professional firms, and founded over 30 years ago, the International AntiCounterfeiting 
Coalition is one of the world’s oldest and largest organizations representing exclusively 
the interests of companies concerned with trademark counterfeiting and the related 
theft of intellectual property. The members of the lACC represent a broad cross-section 
of industries, and include many of the world’s best-known companies in the apparel and 
luxuiy goods, automotive, software, tobacco, electronics, consumer goods, 
entertainment, pharmaceutical, and other product sectors. The lACC is committed to 
working with government and industry partners in the United States and abroad to 
strengthen IP protection and enforcement, and to raise awareness regarding the range 
of harms caused by counterfeiting and piracy. 


Our current financial industry partners include: MasterCard, Visa International, Visa 
Europe, PayPal, American Express, Discover / PULSE / Diners Club, MoneyGram, and 
Western Union. In addition, there are currently thirty-three rights-holder participants 
from a variety of product sectors, including apparel, footwear, and luxury goods, 
electronics, automotive, tobacco, pharmaceutical, business and entertainment software, 
and consumer products. 
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Background 

While legitimate retailers increasingly leverage the Internet as a platform for sale and 
distribution of their goods to consumers, the same is true of counterfeiters. Where such 
illicit acthdty was once confined to brick-and-mortar shops, the Internet’s maturation as 
a commercial platform has created new opportunities for sales and advertising of illegal 
goods, as well as an ever-widening pool of potential customers. According to data 
provided by MarkMonitor, in the past decade, there have been approximately 2 billion 
new Internet users, representing a 425% growth since 2000. In 2010, 1 in 4 consumers 
reported that they had used the Internet for shopping. It is anticipated that the number 
of Internet users, and accordingly, the number of Internet shoppers, will only continue 
to grow in the coming years. 

As the Committee is well aware, the shift to online distribution has raised a variety of 
practical difficulties for those seeking to enforce their rights against individuals who are 
able to operate with relative anonymity, and beyond the jurisdiction of U.S. courts or 
law enforcement. The proliferation of this illicit trade online poses a threat to 
consumers’ confidence in the legitimacy of the Internet as a commercial platform. As 
such, addressing these problems is in everyone’s interest, and is the responsibility of all 
of the players in the e-commerce ecosystem. Consumers expect, and deserve, the honest 
cooperation of all of the parties involved in the online market. That point of view has 
driven our partnership with the financial industry, and informed the development of our 
ongoing collaboration. 


Voluntary Collaborative Efforts Between the lACC and Financial Industry 

In January 2012, the lACC launched its Payment Processor Program in partnership with 
some of the world’s largest multinational brands and leading financial companies. This 
launch followed the establishment of a set of best practices, facilitated by the 
Administration’s Intellectual Property Enforcement Coordinator, Victoria Espinel. The 
program was developed with the recognition that e-commerce involves a number of 
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natural choke-points that can be effectively targeted to combat illegal activities. The 
program is, in layman’s terms, a “foUow-the-money approach” that seeks to diminish 
the ability of criminal counterfeiters to process online payments, thereby decreasing the 
profitability of their illicit businesses. 

The main objective of the Payment Processor Program is to provide a streamlined, 
simplified procedure that allows rights-holders to report online sellers of counterfeit or 
pirated goods directly to financial companies in a more time- and cost-efficient manner, 
thereby facilitating action against the corresponding merchant accounts and 
diminishing the ability of such sellers to profit from their illicit sales. To implement this 
program, the lACC has developed an access-controlled portal system to facilitate the 
flow of information between and among participating rights-holders, the lACC, the 
National Intellectual Property Rights Coordination Center (the “IPR Center”), and 
financial partners, utilizing a master lACC portal as the clearinghouse for such 
information. The portal system contains analytical tools, as well as a reporting 
mechanism that provides disposition results and statistical data to the reporting rights- 
holders. 

Our program is dependent on the financial partners’ policies, which prohibit merchants 
from using financial services for illegal transactions. Merchants that sell counterfeit 
goods violate those policies, and as such, subject themselves to remedial action, 
including termination of their merchant accounts. Because those policies apply to 
merchants regardless of their jurisdiction, the program has global reach. 


Evaluating Effectiveness 

At its inception, the LACC and its partners identified several goals for the lACC Payment 
Processor Program. These include: increasing the cost of doing business for, and 
decreasing the profits to, the counterfeiters; shrinking the universe of third-party 
acquiring banks willing to do business with known, high-risk merchants; facilitating an 
efficient use of resources by both rights-holders and our financial partners - for 
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example, by providing a standardized format for reports and deduplicating multiple 
reports by more than one rights-holder; and disrupting and dismantling counterfeit 
networks by developing deeper intelligence on those networks’ methods of operating. 

In the context of these goals, the lACC Payment Processor Program has proven to be a 
resounding success since its launch in 2012. To date, participants in the program have 
referred nearly 7,500 websites for investigation, resulting in the identification of over 
26,000 payment channels, and the termination of over 2,100 individual counterfeiters’ 
merchant accounts. Because counterfeiters frequently use a single merchant account to 
accept payments for multiple sites, the number of affected sites is likely significantly 
higher. In addition to such data, the collaboration between the lACC and its partners in 
the program has resulted in several opportunities to provide training to banks and 
others around the world on relevant issues. 

While there remain obvious challenges to quantifying the impact of this program on the 
overall availability of counterfeit and pirated goods for sale online, there is significant 
anecdotal evidence that online sales of such illicit products are becoming more difficult. 
Further, the program has created a grotving pool of empirical data that may be leveraged 
by both the public and private sectors to more effectively target their efforts in terms of 
traditional enforcement and to develop appropriate policy responses to such trafficking. 
For example, since the launch of our program, we’ve seen a number of trends including: 
a shift away from the use of traditional credit card payment systems to alternate 
payment methods, and in some cases to the use of virtual currencies; the misuse of anti- 
fraud measures in an attempt to thwart legitimate investigations by law enforcement 
and private industry; and a shift from the use of indi\ddual merchant accounts to 
reliance on illegitimate and sophisticated payment service providers who provide full- 
ser\dce infrastructure for illegal sales and promise “bullet-proof processing.” 

It is our hope that this paves the way for further cross-industry collaboration. The 
success of the program proves that when rights-holders and others work side-by-side to 
ensure a safe and trusted marketplace, everyone wins. 
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For a more in-depth discussion of the lACC Payment Processor Program, including a 
review of the first year statistics and an evaluation of the successes and challenges of the 
program to date, see 

http://w\^'w . gacg. o rg/Content/Upload/MemberNewsDo c. s/October% 2 020 i 2 % 2 oR eport 

%20t.0%20lPEC%20-%20FINAL.pdf . 
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Mr. Coble. Mr. Barchiesi, I know you weren’t advised that you 
were going to be here until rather late in the game, but you 
brought it up to speed. Folks, we try to apply the 5 minute rule 
to ourselves so I will keep my questions in a very terse way. 

Mr. Sherman, are voluntary agreements a better approach to 
solving issues in lieu of legislation for companies that want to do 
the right thing on the one hand in contrast to companies that sim- 
ply want to take advantage of intellectual property owners? 

Mr. Sherman. I am sorry, I heard the first part of the question 
but not the last. 

Mr. Coble. Are voluntary agreements a better approach in re- 
solving these problems? 

Mr. Sherman. I have been a big fan of voluntary agreements. We 
have seen what happens with legislation. We are carving in stone 
certain standards, certain processes, certain expectations, and ev- 
erybody gets nervous on each side. It becomes very, very difficult 
to agree on that. 

With voluntary agreements, you can be flexible. You can agree 
on things, knowing that they can change without going back to 
Congress. You have the ability to learn from the marketplace what 
is working and what is not and modify the agreement, so there is 
flexibility, there is an ability to change as you go, and there is an 
ability to learn from experience. I think it makes people a lot more 
willing to try things and it begins to build trust. 

So, yes, I think that for a start, voluntary measures are a great 
way to begin basically closing the gap between the business side of 
the Internet and the content side of the Internet. 

Mr. Coble. Thank you, Mr. Sherman. 

Ms. Lesser, what role, if any, should the U.S. Government agen- 
cy exercise with these arrangements are being negotiated while 
they are in effect? 

Ms. Lesser. I am sorry, Mr. Chairman, what role are the agen- 
cies playing now? 

Mr. Coble. What role should there be, if any, for U.S. agencies 
while these agreements are playing out or are in effect? 

Ms. Lesser. As several of the witnesses have said, you know, the 
leadership of Victoria Espinel, when she was the Intellectual Prop- 
erty Enforcer at the White House, was very, very important and 
continued to be important not only as the negotiators came up with 
this a^eement, but as we moved toward implementation. 

I think as Federal agencies. Congress has a very important over- 
sight role in helping us do what we want to do well. At the same 
time, as we look to evaluating the program and what changes need 
to be made, we are doing that on an ongoing basis, and as Mr. 
Sherman just said, we are very able to be very nimble and respond 
to the needs of the program on really a regular basis. 

So I think oversight should continue. There should be hearings 
like this. I don’t think there should be a rubric where there are 
consistent requirements for voluntary programs to report to the 
government however. 

Mr. Coble. Mr. Rothenberg, what say you to this? 

Mr. Rothenberg. It would be very hard for me to improve on the 
way Mr. Sherman articulated, although I am forced to try a little 
bit. But the voluntary agreement, self-regulation by industry has 
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the benefit of being able to be more flexible in the pursuit of its 
objectives. Legislation and regulation have a tendency to fix in 
stone certain methods by which infringements have to be identified 
and punished. And technology, especially the infringers and espe- 
cially those infringers outside our borders, will find new ways to 
evade them. It can be much, much more effective, certainly in the 
short and medium term, to get widespread adoption of voluntary 
agreements, in turn, industry participants, especially the largest 
and the most legitimate industry participants, into the police of the 
industry itself. We think that could uncover lots of infringements 
and help create a self-reinforcing system of abeyance. 

Mr. Coble. I thank you for that. Mr. Levitt, do you want to 
weigh in on this? 

Mr. Levitt. Once again, I think that commonsense voluntary 
agreements can be helpful. I come with a perspective that over 
time you could see entrenched interests who come together in car- 
rying out these voluntary agreements could take actions that will 
stifle the emergence of other companies if there is not oversight. So 
I think that all of the people here have given good examples of how 
voluntary agreements can work and have worked, but there is an 
inherent risk when you deputize the private sector to take on a roll 
that I think you guys, I am sorry, you had tried to do through pass- 
ing other laws, and I think there should be some oversight, there 
should be an independent ombudsman who is reviewing all of these 
voluntary agreements to make sure that they are transparent and 
not stifling competition. 

Mr. Coble. Well, my red light has illuminated, so I will recog- 
nize Mr. Watt from North Carolina. 

Mr. Watt. Thank you, Mr. Chairman. As has been my practice, 
I am going to defer and go last in the queue and defer to Mr. John- 
son. Mr. Conyers disappeared on me. He was there and then he 
disappeared. 

Mr. Johnson. Well, your pause gave me a moment of concern. 

Mr. Watt. You mean, you thought I had forgotten your name? 

Mr. Johnson. Or something worse. 

Mr. Watt. I defer to whoever this guy is. I defer to Mr. Johnson 
and I will go last in the queue. 

Mr. Johnson. Thank you, Mr. Ranking Member, and thank you, 
Mr. Chairman. 

Today’s hearing represents another opportunity for this Sub- 
committee to discuss how innovative market-place solutions are 
protecting copyright holders. Recently the White House Office of 
the IP Enforcement Coordinator joined with Google, Yahoo, AOL, 
Microsoft and the Interactive Advertising Bureau and other ad net- 
works to announce the completion of voluntary best practices 
guidelines for ad networks to address piracy and counterfeiting. 
These industry guidelines are also the product of several years of 
coordinated efforts and represent a follow-the-money approach to 
stopping rogue sites dedicated to intellectual property theft. 

To demonstrate the magnitude of this problem, in 2012, Google 
disabled ads that served 46,000 sites for violating Google’s policies 
on copyright infringing content. Google shut down more than 
82,000 accounts for attempting to advertise counterfeit goods. 
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which were almost entirely discovered through Google’s engineer- 
ing to protect copyrighted works. 

So I want to — and I also commend Victoria Espinel, the former 
U.S. Intellectual Property Enforcement Coordinator, on her hard 
work during her tenure. 

Needless to say, copyright theft hurts everyone. Songwriters and 
artists depend on royalties for their livelihood and companies de- 
pend on protection so that they can make new content and prod- 
ucts, and consumers want to know that when they purchase a good 
that it isn’t counterfeit. 

Alarmingly, a recent study commissioned by NBC Universal indi- 
cates that copyright infringement grows proportionally with Inter- 
net usage. But this isn’t altogether surprising. There is a strong 
temptation to illegally download a copyrighted work without acces- 
sible alternatives to infringement. Regardless, there are serious 
challenges that continue to face movie studios, music companies 
and other industries. 

Mr. Sherman, please describe some of the challenges facing art- 
ists, producers and son^riters, and also how does copyright in- 
fringement affect the ability for music labels to cultivate new and 
unproven talent? 

Mr. Sherman. Well, the challenge is how you make a living 
when one of the basic forms of revenue for musicians, songwriters, 
publishers, labels is basically going away as people are able to get 
for free what they previously had to pay for. It just means that you 
are going to be doing a lot more live touring. You are going to be 
looking at alternative revenue streams. You are no longer going to 
be relying on CD sales or downloads in order to make a living. And 
because live touring is a hard life and because these alternative 
revenue streams are growing very slowly, it means the opportuni- 
ties to be able to make a living in music is compromised. 

Hopefully it will get better, and certainly the Internet has pro- 
vided a level playing field where any musician can find a world- 
wide audience, so there is great opportunity. There is just a lot of 
difficulty in monetizing that opportunity so that you can actually 
eat and raise a family and send your kids to college. 

So it is tough. And the labels, which are now 40 to 50 percent 
the size that they used to be, and about 40 percent the number of 
employees, have less money to invest in new artists. They have less 
money to promote them, less money to market them and less 
money to keep them on the label hoping that the next album will 
do a little bit better or the third album will do a little bit better. 
It is just a much tougher business. 

Mr. Johnson. I see. So becoming a full-time musician, song- 
writer, performer, is getting much more difficult, and for the labels 
to be able to exploit that talent, it is very difficult to do when all 
of your product is being distributed in a way that you cannot col- 
lect any revenue from? 

Mr. Sherman. Exactly right. 

Mr. Johnson. So how has this access to illegitimate means of 
capturing this content, explain the consumer behavior that is be- 
hind that? 

Mr. Sherman. Consumers, especially the younger generation, 
have grown up to believe that anything on the Internet is free. It 
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is the way it started and it has become an expectation. It is some- 
thing that has to change over time, not only for music, but for all 
the content industries to be able to flourish, and I think it will 
change over time, but it will take awhile until there is a cultural 
shift on that. 

So at this point the ease with which a music fan can get an ille- 
gal copy of music or illegal streams of movies or television shows 
has basically changed the expectation with respect to the value of 
music and entertainment. And that is a devastating thing when 
the value of music and other forms of entertainment are killed off 
because at that point, the pricing that legitimate services can 
charge becomes not enough to support the infrastructure necessary 
for investment and artists, new content, movies, television shows 
and the like. 

Mr. Johnson. Thank you, Mr. Chairman. 

Mr. Coble. The gentleman’s time has expired. 

The distinguished gentleman from Texas, Mr. Poe, is recognized 
for 5 minutes. 

Mr. Poe. Thank you, Mr. Chairman. Thank you all for being 
here. 

There is a phrase that brings fear and trepidation into the hearts 
and souls of men and women across the country and that is “We 
are from the government and we are here to help you.” Whether 
it is a business or whether it is an individual, I mean, I have al- 
ways thought that and I am part of the government and I really 
think that now, that that is a great concern among people. 

We have in your all’s situation a process that is working where 
different entities get together and follow contract law, something 
that is preserved in the Constitution, the right to contract. 

I think it is working fairly well in your situation. 

My question is does the government — should we legislatively now 
jump in the middle and sort things out and make it b^etter? I mean, 
by “better,” I mean that facitiously. Would it make it worse, or 
would it make it better? Or should we continue to encourage the 
ability to contract and work out in the marketplace disagreement 
and compromise, something that we don’t do too well here. Con- 
gress, compromise. 

So I just kind of open that question up, and I would like to hear 
all five of your opinions on that role of government, if any. Ladies 
first. 

Ms. Lesser. Well, I will speak from the perspective of my pro- 
gram, which, as I said during my testimony, has only been in oper- 
ation for 6 months. I think what we found during the implementa- 
tion process, which took more than 18 months, was that the nego- 
tiators who were at the table for 3 years coming up with the frame- 
work for our contract, our Memorandum of Understanding, and for 
the copyright alert system, didn’t really know all of the elements 
that should ultimately go into the program. And so the 18 months 
we spent doing research, looking at the implementation, looking at 
the words in the contract, and in some cases changing those words 
so that we could make sense of the implementation, I think shows 
me that that collaborative process really allowed us to respond to 
the needs of the marketplace, to be flexible, and, most importantly, 
to work with our consumer advisory board. 
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Many people on that advisory board were really the people sit- 
ting across the table from the content industry during the re- 
nowned SOPA debate, and here they were at a table with us envi- 
sioning and constructing a program that we think is working well. 

Now, we only have 6 months under our belt, so the next part of 
the answer is that we have to wait and see. We are already — I will 
give you an example. We have, as I said, an appeal process. The 
American Arbitration Association is overseeing that process. So if 
a consumer thinks that an alert has been sent in error, and they 
file an appeal, the American Arbitration Association is assigning 
copyright lawyer neutrals to adjudicate that appeal, not in a toadi- 
tional sense of adjudication, but within the confines of our pro- 
gram. What we found early on is that indications were that our de- 
fense explanations were not that clear. And so immediately 

Mr. Coble. Ms. Lesser, if you could wrap it up. 

Ms. Lesser. Within a month we went back in and redid those 
defense explanations. So we are changing the program as we go. 

Mr. Poe. I want everybody to answer that question. Now, you all 
are down to a minute, 25 seconds apiece or so. So, Mr. Sherman. 

Mr. Sherman. Do not underestimate the value of government en- 
couragement. I certainly understand the difference between legisla- 
tion and the imposition of rules. But the role of encouragement can 
be very, very helpful in getting parties together. 

Mr. Poe. Get it done, or we are going to do it. And then 
everybody’s going to be 

Mr. Sherman. That often helps. Hopefully it won’t be necessary, 
but it does help. So encouragement is important. 

Mr. Poe. Okay. Mr. Rothenberg. 

Mr. Rothenberg. Sir, the ad-supported Internet contributes 
$530 billion to the U.S. economy. It is responsible for about 5.1 mil- 
lion jobs. Those are based on platforms that have been built on the 
backbone of the Internet, platforms like eBay and Facebook and 
Google. They are responsible for jobs. One of most important things 
this Congress can do is promote our voluntary guidelines in global 
trade agreements to assure that the rest of the world doesn’t shut 
down these platforms irresponsibly. 

Mr. Poe. Thank you. 

Mr. Levitt. 

Mr. Levitt. I would like to answer that how I think a consumer 
will — what they might want you to hear. There is a group called 
RX Rights. That is RxRights.org. It is a coalition that has about 40- 
to 50,000 people, and they buy drugs, often from Canada, online 
from verified and safe sites. They don’t want the government stop- 
ping them from being able do that, because they know that it is 
safe because that is what they have been doing. And I think there 
has to be a balance when we are taking actions to shut down sites 
selling counterfeit drugs that we don’t overreach where real people 
end up getting hurt because they can’t afford their medications. 

Mr. Poe. Lastly. 

Mr. Barchiesi. We firmly believe in the efficacy of voluntary 
agreements and this proof of concept. What we do, it works. Our 
partnership with the financial industry works. But the operative 
word is it takes a willingness on the other party’s side to work to- 
gether, roll your sleeves up and get it done. We were able to go 
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over to China and recently put together an agreement with Tow 
Bow and Alibaba Group. 

So I think there is a role with government. I am a bit frustrated 
that I can’t go over to — in California to Google and do the same 
thing. So I agree with Cary Sherman that I think there is a role 
for government to play to help encourage these groups to get to- 
gether and get it done. 

Mr. Poe. Thank you, Mr. Chairman. 

Mr. Coble. The gentleman’s time has expired. 

I am pleased to recognize the lady with whom I cochair the Cre- 
ative Rights Caucus, the distinguished lady from California, Ms. 
Chu for 5 minutes. 

Ms. Chu. Thank you, Mr. Chair. 

Before I begin, I would like to submit testimony for the record 
on behalf of the Copyright Alliance on the role of voluntary agree- 
ments. The Copyright Alliance has been a great advocate for the 
rights of individual creators. So I am happy that they are weighing 
in on this very, very important hearing. And so that is this. And 
I would also like to submit for the record this study entitled “Un- 
derstanding the Role of Search in Online Piracy,” commissioned by 
the Motion Picture Association of America. This report indicates 
that search engines play a facilitating role, even if inadvertently. 

Mr. Coble. Without objection, they will be received. 

[The information referred to follows:] 
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Testimony of Sandra Aislars, Executive Director, Copyright Alliance 
Committee on the Judiciary 

Subcommittee on Courts, Intellectual Properly and the Internet 
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“The Role of Voluntary Agreements in the I'.S. Intellectual Property System” 
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Testimony by Sandra Aistars, Executive Director, Copyright Alliance 
The Role of Voinntary Agreements in the U.S. Intellectual Property System 
Before the Judiciary Committee’s Subcommittee on Courts, Intellectual Property and the 

Internet 

September 18, 2013 

The Copyright Alliance is a non-profit, public interest and educational organization made 
up of artists, creators, and innovators of all types. Our members include artist membership 
organizations and associations, unions, companies and guilds, representing millions of creative 
individuals. We also collaborate with and speak for thousands of independent artists and creators 
and small businesses who are part of our one voiOe activists network. 

The Copyright Alliance welcomes this opportunity to submit testimony for the record of 
this hearing “The Role of Voluntary Agreements in the U.S. Intellectual Property System.” 

The Copyright Alliance enthusiastically supports the use of cross-industry collaborative 
efforts to address the problem of online infringement. We are concerned, but not surprised by 
recently released studies such as the NetNames Report “Sizing the Piracy Universe” that reveal 
that the problem of online piracy is tenacious and persistent.' The anecdotal experiences of our 
members and grassroots members confirm this fact. We agree with the Intellectual Property 
Enforcement Coordinator (IPEC) that cooperative cross-industry measures are “an effective tool 
in our multi-faceted approach to fight infringement.”^ And as the American Consumer Institute 
found in a survey of consumer attitudes toward intellectual property released this past July, a 
majority of the public supports the use of voluntary initiatives.’’ The study found that 69% of 
Internet users supported ISPs voluntarily restricting access to sites involved in online 
infringement, while 76% of Internet users preferred to be notified by ISPs in the event they had 
mistakenly downloaded infringing content. 

When such initiatives work well, they can reduce and equitably apportion the burden that 
would otherwise be placed on all stakeholders. Early signs suggest existing initiatives are having 
a positive effect on reducing infringement and educating users about legal alternatives. However, 
to date, most initiatives have focused mainly on the audiovisual and music sectors. We therefore 
encourage the expansion of such initiatives, or the creation of additional best practices that 
extend to other affected communities of creators and innovators. 


‘ David Price, Sizing the Piracy Universe, NetNames (September 2013), 
http:/A\ww.netnames.coni/SizingJhe_piracy_universe. 

^ U.S. Intellectual Property' Enforcement Coordinator, 2013 Joint Strategic Plan on Intellectual Propeity 
Enforcement, p. 37 (June 2013), http://ww’W.whitehouse.gov/sites/default/files/omh/IPEC/2013-us-ipec-joint- 
^tthlSglQtpllHctDiM. Property' Enforcement Coordinator, 2013 Joint Strategic Plan on Intellectual Property 
iiEttsfriieiAeiBL'pEkJfc^tbU'et 201 
strategic-plan.pdf. 

Erwin A. Blackstone, et al.. Inrellecfual Property: Facts and Consumer Opinions on Counterfeit and Pirated 
Goods ^ The American Consimier Institute Center for Citizen Research (July 25, 

2013), l]tTn:,-7~vvww.r.heamericanconsumer.orn/wr -conteREuploads/2013/07,E mal-lP-Studv-w.Cor'er.pdf. 
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As it examines voluntary initiatives, the Subcommittee should keep the following 
principles in mind. First, initiatives should strive to be as open as practical to diverse sectors of 
creators and creative works. Initiatives should also strive to reach all needed participants in the 
online ecosystem; some notably important participants, such as search engines, remain 
unaccounted for. When the effectiveness of initiatives are measured, data should always be 
placed in the proper context; for one, copyright provides vital non-economic benefits to creators 
that are just as important as the economic benefits, and second, many of the indicators of a 
successful copyright framework are qualitative and subjective rather than quantitative and 
objective. 

In addition, as ensuring appropriate copyright protections to artists and creators is one of 
the powers of Congress enumerated in the Constitution, it should play an important role in the 
oversight and encouragement of voluntary initiatives. Congress should continue to encourage the 
facilitation of discussions concerning the creation of initiatives through offices like IPEC and 
continue to monitor the effectiveness of existing initiatives. 

The Copyright Alliance reiterates its call to keep the creator front and center during the 
copyright review process. As the Subcommittee takes a closer look at this issue, special 
attention should be placed on examining the viability of cooperative mechanisms for individual 
creators and small businesses. Remedies remain ineffective if they are out of the reach of these 
vital constituents. Such creators often lack the resources to seek judicial remedies and have no 
market leverage. Similarly, an initiative cannot be considered effective if the burden of action 
falls primarily on the creator; everyone in the online ecosystem has a role to play in creating a 
fair and sustainable marketplace. 

The recently announced Best Practices for Ad Networks to Address Piracy and 
Counterfeiting illustrate this point well.^ Although the Practices are a welcome step in the right 
direction, we believe they would have benefited from the inclusion of creators — particularly 
individuals and small businesses — in the drafting process. For example, inclusion of the 
individual artist perspective in the discussion would have made clear that certain aspects of the 
procedure created by the Best Practices, such as the requirement for providing detailed data 
tracing information in order for a notice to be deemed effective, are burdensome for and beyond 
the reach of these creators, who may not have a working knowledge of technology practices that 
would be required by the procedures. More effective solutions for the full range of interested 
parties might be developed with broader participation of affected stakeholders. 

Along with considering what specific initiatives do, the Subcommittee should consider 
what they don ’t do. Initiatives may contain notable gaps, for example, the Copyright Alert 
System only monitors P2P filesharing but not infringement occurring through cyberlockers or 
streaming piracy,* Similarly, the Best Practices for Ad Networks only addresses display ads, not 
video and mobile ads (the latter of which constitute a growth sector in advertising spending), and 


'' Sandra Aistars, Statement on Today 's Hearing on "A Case Study for Consensus Building: The Copyright 
Principles Project” (May 16, 2013). 

littps://copyriglitalliance.org/sites/defauIt/files/aistarsstatementre_j udiciaiy_hearing_final.pdf. 

^ Available at http://2013ippractices.com. 

See Copyright Alert System, Final Memorandum of Understanding (July 6, 2011). available at 
http://t\n\nv.copyrightinfonnation.org/wp-content/uploads/2013/02/Memorandum-of-Underst anding.pdf. 
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it only applies to ad networks, not ad exchanges and other major participants in the online 
advertising sphered Keeping such factors in mind when examining an initiative should not 
suggest that the initiative is ineffective, but may be an indication that if the first initiative has 
been worthwhile, it is worth examining how it can be adapted and expanded to address additional 
challenges. 

Finally the Subcommittee should consider how closely the duties prescribed by best 
practices statements align with existing legal duties. Initiatives that spell out duties that are no 
more than what online actors should already be doing under existing law are little more than 
window-dressing. The goal of these initiatives should be to provide mechanisms that allow 
stakeholders to streamline their performance of existing legal duties and avoid unnecessary costs 
and inefficiencies that would come from enforcement of such obligations through judicial or 
administrative mechanisms. Effective best practices would be designed to make it as easy as 
possible for creators to file effective notices of infringement, and for other stakeholders to 
efficiently address them. 

The architecture and scope of the Internet demand a multi-pronged approach to building 
an effective copyright framework, one in which voluntary initiatives unquestionably belong. The 
Copyright Alliance is glad to see the IP Subcommittee has recognized their importance and taken 
the time to examine such initiatives in detail. We look forward to participating in the 
Subcommittee’s work whenever appropriate. 


' Best Practices Guidelines for Ad Networks to Address Piracy and Comiteifeiting. htt p : //20 1 3ipprac tice s.com / (last 
visited August, 14, 2013) (stating 'Ttlhe term [‘lAdNetworksI”'] encompasses only sendees whose primary business 
is to broker for compensation the placement of w^ebsite display advertisements and does not include seiwices which 
ai'e ad-seiwing platforms or ad exchanges''). 
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Introduction 

The Molion Picture Association of America (MPAA) commisaionaa Compete to assess tlie role searcli plays 
In hov* US and UK consumers Imd copyright iniringing copies ol TV and film content on the internet, to 
accomplisti the goal ol the study. Compete used its online consumer panel to investigate how search Is 
used in the discovery and navigational journey to these iiilnnging content Hies located across ttie web 
Compete also analy/ed wtieltier the algonltim ctiange implemented by Google in August 2012. which 
incorporated copyright notice levels into its search engine ranking, caused any change in Ihe role llial 
search plays in access to copyright infringing content The analysis irreluded In tills report is based on US 
and UK consumer dala 
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Analysis 

The Role ot Search 

The goal for ihis study was io understand the rota that search engines play in the discovery ol and navigation 
to TV and him content online Specifirallv, llie study aimed to better understand Uie online paths consumers 
utilize when they find and view inlnnging content As liighlighied tn the Molhodology section at the end ol 
the study. Compete used a hybrid approach to define (he role ot searcli, incorporating OuLfi ilie relevancy 
ol keywords used and ttie recency ot D^e guery in rotation to wfien ttie intnnging content was viewed Ti>d 
approach establlstied instances ol consumers visiting infringing content as endpoints, and then attributed 
search queries that included a related term and also occurred within a twenty-minute prior window as having 
influenced the path during which the infringing viewing behavior occurred this methodology highligt«s the 
prevalence ol consumers using search engines tor content discovery. However. Ihis metlTod did not seek to 
indicate the degree to wtiicti infringing content appears on search engine results pages themselves 

Using tfiis approacfi. Compete observed that on average, approximately 20% ol all visits to infitnging content 
were inituenced by a search query Irom 2010-2012 Itia level was relalivety Hal between 201 1 and 2012 and 
up from 2010 ( 16 %) Meanwhile, 5% ol sessions were driven by consumeis who direcHv navigated lo the 
website wfiere tfie content is hosted 35% ol viewing sessions were relerred by a linking site such as Iv-links. 
eu. and 41 % ol ttiese infringing viewing sessions resulted when a user clicked a link on any other type ol 
website like a social network, torum. and blog or used a bookmark 


Share at Visits to Infringing Content by Entry Method 

(% ol Visits lo Infringing Content URLs. 2010-2012 Monthly Average) 


4.9% 



• Direct Entry ■ Search Engine ■ Linking’ Site ■ Other 
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Search Behavior How do searchers behave? 

Conwimors who use soarcli as part ol Ifie path lo viewing iniringir»g TV or Hirn contoni are tieavter search 
< rsers compared (o H le average internet user These mdivicli lals nnnduct an average of B 3 searches during 
iiieir viewing session versus ‘1. 3 searches Tor average interne users, equaling |o 2X more searches during 
sessions wlien infringing behavior occurred While Ihis analysts indicates that search behavior intensifies 
among consumers who view infringing conleni it is also likely If lal (Ins segmeni of consumers and Hus 
Specific online activity are naturally prone lo iniensifiod search behavior siiKe online video consumption is a 
more soptiishcaied beTiavior relative to simpler weather or nows update searches. 


Volume of Search Queries per Session 

(Number ol Queries per Session. 2010-2012 Monthly Average) 



Average Internet Average Internet User who 
User conducts a search and 

reaches infringing content 


For consumers who condur.lecl a soarcli prior lo viewing me inliinging canton snaly/ed, 82% navigated 
llinougli Id Ihe conieni via Google, compared to 16% horn Yahoo/Blng and 2% Irom oiner engines 
Approximately hall ol consumers lhal used search lo reach inlnnging content navigated lo Ihis conleni 
within two to seven minutes and |ust under 10% reached Ihe inlnnging conteiil in less Ilian a rriinute alter 
conducling a search 
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Search Engine Share 

(% ol Search Influenced Visits to Inirmging Content URLs Driven try Each Mafor Search 
Engine, 2010-2012 Monthly Average) 



Search Term Analysis; What queries are consumers using to reach infringing content? 

Tltere are mulliple ways consumers use search engines and reach infringing film and TV conlerit online This 
especially depends on ihe level of knowledge a given searcher has of the Infringing ecosystem. This study 
analyzed lt>e specilic keyswords used by constjmers to reach inlnnging content, and classified them in the 
loilowing categories. 


1 SEARCH TERM CATEGORY 

DETINITION 

EXAMPLES 1 

PIRACY DOMAIN 

Searches ttol ci^nlam specific (torriains ftts ar^ 
btonn to host or link to intringiDg contem online 

iChanntrf WegavidK. tv- lurks, etc 

TITLE 

Searches that contain titles ot ret^m rv shows 

lost. Dark Krugnt Rtseff, Gameol 

ard lilms 

Ttirows 

GENERIC 

Sersihes that contain phrases retated to 
MtcMngliifnAV online 

watch tv oininf. free w'ivibs. etc 


Coiiipftieaiiaiywo file toki»ajT>ftnn.r Piracy* ?erm5iiw;*am' “divV 'fip'.etc piayirtlkcofisumefjflumeyttiitikjrjitaihaii! wsruiia 
signiiioni f3leo<>'y ttio ''•oi warrant tKiiig broban out separatery 
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When locking at Iteywofd types. Uie maionty (58%) of searches Dy consumers wlioreauli inlringing URLs 
contain only 'Generic ' or "Title " keyworrls. These searches 6o not include speciliC inlringing content 
websites, indicating that these consumers did not display an intention ol viewing .•.ontent illegally MeTaiiwhllw 
■12% ol searches contain a 'ITomain' term, indicating that these users Know whicfi domains lltey iiilend to go 
to stream or download the content ttiey are interested in More granular analysis shows llial 37% ol searches 
are "Domain Keyword Only' implying lhal consumers are leveraging search as a navigational tool by inpulling 
llie domain name into Hie search box or URL bar instead ol simply gomg to the site directly. While ’Title 
Keyword Only " seaicties (8 8%) are not a primary driver to inlringmg conleril by Itiomselves consumers who 
used these terms (and may not have originally intended to find tins type ol content) subsequently navigated 
to a rjomain where they could view inlringing rnalenal 


Search Term Keyword Type Distribution 

(% ol Visits to Infringing Content Reletted 6y Seaich dy Ea(3i Seated Teim Type, 3 Year Average. 2010-2012) 



■ Contain 'Title’ or 'Genetic' Term Only ■ Contain any 'Domain' Term 
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Search Term Keyword Breakdown 

(■ill ol Visits to Inlringlng Content ReletreO by Seaich by Each Search Term Bucket 3 Year Average, 2010-2012) 

Domain Keyword Only 
Generic Keyword Only 
Genenc and Title 
Title Keyword Only 
Domain, Generic and Title Keyword 
Domain and Title Keyword 
Domain and Generic Keyword 


First Time us Repeat Infringing Viewing: Does the Role of Search Change? 

Otie ol ihe biggesi goals ol Compote's research was to ufiuersiand the diMerenl role lhai search plays lor 
(trsl-lime visitors lo fnlnrrging domains norrpared to lepeat visitors Do lirst-time viewers leverage search 
rriore heavily in order to locate a sile where they can stream or rtowninad content and then navigate directly 
lo lliai site in the loiure? I( is important to isolale ttiese two segments as looking al an average rale of searcli 
influence could poieniialty be understating ttie real influence search engines play in this area Repeal visitors 
could have been influenced by search at one point, but no longer use it In our vtew tfie initial role of searcii 
needs to be assessed To accomplish this goal, Compete used its longitudinal clrcksiroam panel to segmeni 
consumers whose onlii>e activity was present in ifiree consGCutive months into two groups - First Timo 
Viewers and Repeal Viewers. 
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First Time Views vs. Repeat Viewers 

(Lift lo each enitv mellwd among Risl Time Visits vs. Reneal Visits. 2010-2012 Monttiiy Aveiage) 



(Forum, Social Linking Site 
Networks, etc ) 


rirsl-llma visitors lo inlringiny content were alrmst 2X more IlKety to use search on their first visit to Intriiiging 
content compared to repeat visitors. Tins contirms llial searcfi is principally used lor content discovery and 
IS relativoly more valuable lo consumers wtio rlo not Know wtiere tins coiiloni can bo lound online Tliis is 
nof surprising and is consistent with oltier categories ol search beliaviors As consumers become aware ol 
conteni sites, search may play a less direct role Itiaii it did during llieir initial "discovery" session 

In addilion lo analyzing the clIckstreaiTi palterns ol inlringing content viewers Compele also surveyed 
consumers lo better understand liow lliev discover and navigaie to tins content and wlieihei search 
Influences their path Alliludinal lesponses mirrored the behavioral data, tirsi lime visitors mdicaled llial they 
were I 6X more likely to use seardi on their llrst visil than on repeat visils T4% ol respondents reported 
tlial search played a role llie lirst lime lliey visited an infringing content domain eiltier as a tool lor discovery 
(41%) or navigation (13%). compared to 47% ot survey respondents who cited search as being used during 
later viewing sessions Note that these responses were not constrained by the llve-monlli window ol Ihe 
observed clickstream data, and represent Itie respondents' recollection ol llieir lirsi visit 
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Search Term Keyword Type Distribution 

o( Visits to Inlimging Content Releried by Search by Each Search Tam Type, First 
Time vs Repeat Visits. 3 Tear Average. 2010-2012) 



First Visit Repeat Visits 

■ Contain 'Title' or “Generic' Term Only ■ Contain any "Domain" Term 

Compete atso analv^ed il trie aolual searcti rerms used by consumers dittered wtien comparing Iirsl lime vs 
repeal visrlalion lo inlnriging conleol URLs Analysis sliuwed llial liisl lime visilors were irxire likely lo use 
generic or pile only Keyword lorms Ilian repeal visilors (63% vs, SAtt) Conversely repeat visitors were mort 
likely to use domain specific search terms siicti as "icliannel' or "watcli tree-movies com ' on repeal visits 
al a laie ol 46% compared lo 3i'% among lirsMime visitors This suggests that repeal visitors lo irilringing 
conleiil Oden utilize ' navigalional " quenas on search engines to arrive at domains where they have viewed 
iniringing conlem m the past 

Google Transparency Report Has it changed anything? 

The sillily also analyzed Ihe exleni to which the "signal demolion " algoninm cliangt' implemetilea hy Google 
in lals 3012 impacted the role ol search in consumer discovery and navigation lo iniringing conleni domains 
online Ihe slated goal ol Ihe algorithm change was In demote or lemove searcti listings Itial were reporled 
as hosling or linking lo iniringing conleni based on submissions seni lo Google Irom conleni nwners 

Ollier indusirv research has similarly analyzed Ihe impaci this algorilhm change had on Ihe iniringing 
conleni ecosystem hul mostly Irom a "supply perspeciive These prior studies measiited llie presence 
and lisling rank ol various infringing sites on Google search result pages over iimc to identily any Impact 
based on Ihe volume ol notices sent lo Google lor these same domains. Compete analyzed ils clicksiream 
panel lo measure Ihe consumer demand side ol Itie Google dtaiige. tins analysis sought to identity wheltiei 
the number ol consumers reaching ininnging conleni sites from Google changed alter Ihe algorilhm was 
released 
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Google Transparency Report Site Visitation - Google Search Referred 

1 % ol Visits to GTR Sites Reteiied by a Google Seaicb. Pie vs Post. 2010-2012) 



2010 2011 2012 
■ Pre Period (May - July) ■ Post Period (September - November) 


For (he two years prior lo the study. Googte clrrccliy referred between and 1?% oi iratUc to Ibe sites 
analyzed in the Google Transparency Report (“GTR sites") Wtien cooipartng the three rrxjnlhs before 
and alter the alogontbm was UTiplamanted In i^012. the share ol direcl referrals Irom Google lo Ittese sties 
increased slightly Irnm 9% lo alrrxDSl 10%. Also, in cnmpanson to Ihe same penods Irom prior years tio 
isolate seasonatilyj, the data indicate there was not a slalislicallv significant change in direct referrals Irom 
Google lo Ihe GTR sites during the il'iree months lollowitig the impiementaion ol the algoriilim 

In addition to analyzing relerrai volunKt, Itie study also measured the Impact ol ihc algorithm on consumer 
behavior Speciftcally. the analysis gauged the extent to which consumers were required to find (ormerly 
higher-ranKing results lower on search engines results pages or on subsequent pages due to the algorithm 
This research indicates Itiat among consumers who navigated from a Google search result page directly to 
a site ttsied on ilie GTR, the average listing placement decreased slightly Irom 2,/ to 2.6 wtien comparing 
the three rnonltis prior to and following ttie implementation ol the algorithm (fn tins inslarice. a lower nuinber 
translates into a higher ranking on search engine results pages, not a lower ranking). Thereioro. Hie data do 
not indicate a significant change m listing placement tfie search results consumers accessed were not lower 
in ranking than prior to the algorilhm change 
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Google SERF Clickthrough Placement 

(Average Placemeni on Page Whete Seatfiei Actually Clicks. Oiganic Listings Only) 



Pre Period Change Period Post Period 

(May July) (Augiisli iSeffenilMi November) 


■ Average Inlernel Searcher ■ Google Transparency Site List Searcher 
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Methodology 

ThissiucJy was based or) ihe analysis ot a database of l2miih(X) him and TV corttertl URLs that were Known 
to host inlringing cotilent over Ihe period 2010-2012 Tite URLs referred to tfte piece of content, not Oie site 
domarn The database was provided by two internet scanning vendors (DTocNet and IP Eclieion) wttich on 
a regular basis scan websites tor a list of MPAA member conipany titles, in order lo hnd active ininnging links 
and determine lo which host sties Ihe links direci Note ttiat these URLs are websiie-based and thereiore Ihe 
analysis based on lliese URLs does nof include P2P sites or applications. 

Using Its robusi clicksiream panels in ilte U S and U K. {2M and 200,000 members respectively). Cumpele 
analyzed fiow many US and UK internel users leaclied itie iiilnnging URLs, how olien and how long iltev 
visaed tor and most imporianity how tliey got there In this study Compete focused on Ihe role that search 
plays in Ihe consumer path to Ininnging conieni Compete also identified other ways if»ai consumers arrive to 
infringing contenl including by either directly going to an infringing domain or URL or by reaching that content 
via a ‘Linking' site like iv-links.eu. Compete 's data was used to identify aggregate trends across different 
consumer segments and was not used to reporf individual infringing panelists 

Defining the Role ol Search 

Compele is able to rneasi/re how consumers use search engines in their online navigalion process and is 
able 10 isolate me specillc engine, term whal was displayed on a (jser's saeen and whal link they clicked 
Cohsumeis use search In two ways williin me online piracy ecosystem consumers can use search as a 
way to discover websites that link lo or directly liost llie conleni mey are looking lor. or il can be used as a 
navigational tool lo arrive at a known linking or hosling website instead ol Ivpmg the URL into Ihe browser 

Compete developed a customized, liybtid approacti Irx Itiis study lo measure llie impaci that search plays in 
the palh lo inlringing contenl as accurately as possible Ihis holistic approach conirasis with a more narrow 
delinillon lhal counts search only vihen a visit is preceded by a visit lo a search engine Compele dellned a 
"search relerral' lo inlnnging conleni by 

• Keyword Centric Component: A user must have conducted a relevant search query. (Jualilying 
search queries include all lypes ol phrases lhal Compele lias observed wlncli online consumers use 
lo lind Illegal TV and Him conleni online, they include domain terms like "IChannel" and "sidereer, 
generic terms like "waicn movies online and movie and rv iiile-based lerms like 'Dark Knight Rises' 

• Time Centric Component: In the same session (defined as a ccxitinuous period ot inlernel activily 
wilhoul a 30 mlnuie lapse) that a user visited an inlnnging contenl URL useis musi have conducted a 
"qiialilying' search on any ma|or search engine within a 20 minute window belore reaching llial same 
inlringing conleni URL 

• In order lo capture Ihe most relevani search queries yei also minimize llie amount ol noise in Hie 
data. Compele capped Ihe time window at 20 minutes Compete's analysis showed 20 minules 
represents Ihe rnosl appropriate cutoff time as terms were still relevani lo the conleni reached 
Alter me 20 minute mark. Compele idenlilied a sharp drop in level ol relevancy the keywords had 
with walclilrig or downloading contenl orilinewalching or downloading conleni online 
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Defining First Time vs. Repeat Infringing Viewers 

One II le kev comporienis ol Ihe analysis ccxnpleled by Compele was to undersland il search plays a aillereiil 
role among consumer wlio are reaching infringing content on a sue lor Ihe first tune compared lo Ihose 
wlio have visited Itie sue bolrye In order lo accomplish itus lask. Compete segmented paiiellsis who were 
in IIS panel lor live consecfrilive months between August 2012 and December 2012 in order lo pertorm a 
longiiudirial analysis with a sulllcieni sample I he lirsi visit lo an Infringing content domain wilhln Ihe lime 
period was denoted as a "llrsl-lime' visit and all subsequent visits to that domain m that window were 
denoted as being "repeal" visits, Once Ihe segmentation was delined. Compele was able lo analyze llie role 
lhal search played among the same grou(i ot consumers who visited infringing content at various tunes 

Survey Methodology 

In latidcm with tis clicksiream analysts, Compele conducted a quanhlaltve survey lo uncover additional 
learnings regarding how consumers use searcli m ihe steps leading up to waichtng or downloading infnttgitig 
conienl Addilionally, Conx^ete leveraged the survey to better understand itie rote tJiai searcft plays tor 
lirst lime inlringing oonieni consiimers versus repeal visitors Via email and an onllno survey Compete 
Interviewed 565 US and 500 UK panelists aged 18-54 wtio visited specific mlringnig URLs as well as known 
inlflngif^g domains ir» 201? the survey was conducted between Decemlwr 15tf» 201? and vtanuary 7iri 2013 
Survey data was weigtiied on age and gender to represent tfie observed online infringing viewing populaiiori 
in each country. 

Google Trensparency Report Methodology 

III order lo undersland it Googles ’signal demotion " aiguriihm change tiad any impaci on how consumers 
were reaching infringing siles. Compete retrieved Ifie top 2,000 websites from the Google Transparency 
Report (GTR) website ranked by nuinber ol removal requests We then isolated tfie share ol traffic to these 
Sites that were direotty referred vra a Google searcfi result page before tfie change went into effect in August 
2012 compared to afterwards m order to ascertain If Ihe change fiad any effect Ihe t)re-perrod of analysis 
consisted ot fhe three months leading up to the change. May, June and July The posi-penod was Ifie three 
months following the cfiange. September. October aid November 
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About Compete 

CCKTipele Inc is a Millward Brown Digilal companv based in Boslon, MA Hie company is a research and 
consulling lirm lhai mamiams an online behavioral database comprised ol 2 million US inlernei users and 
200,000 UK Inlernol users Compete uses Its data to lielp brands, publishers and agencies understand liow 
people use the web to communicate, shop, research, and consume conleni and media 


About MPAA 

The Mol»on PiclurQ Associahof) o( America. Iik: (MPAA). logettier with Uie Motion Picture Associallon (MPA) 
and MPAAs other suDBidiarres and attilialos. serves as ttie voice and advocate of the Amencan motion 
picture, home video and television industries m the Untied States and around (he vtrorld MPAAs members 
are the six major U S motion picture studios. Wall Disney Studios Motion Pictures. Paramount Pictures 
Corporation Sony Pictures Entertainment Inc Twentieth Century fox f ilm Crxporaiion, Universal City Studios 
LLC. and Warner Bros. Entertainment Inc MPAA is a proud champiun of intellectual properly rights free and 
lair trade innovative consumer choices Ireedom ol expressiori and the enduring power ol rriovies to enricTi 
and entiance peopled lives 
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Ms. Chu. Th a n k you. 

This morning Mr. Coble and I did indeed participate in a press 
conference with the Motion Picture Association for the release of 
this study that found that search is a major gateway to the initial 
discovery of infringing content online. In fact, 74 percent of con- 
sumers surveyed cited using a search engine as the navigational 
tool that they use to find infringing content for the first time. 

And so I would like to ask Mr. Sherman or Ms. Lesser, we know 
that the largest search engine, Google, made an effort last year to 
change the algorithm to take into account the number of copyright 
takedown notices the site has received, which is a positive step, but 
we have a long way to go. Unfortunately, there isn’t anyone here 
today to represent them. But could you give your thoughts on what 
more search engines can do to reduce online infringement? What 
proactive steps do you think they could take? 

Mr. Sherman. There are lots of practical steps that they could 
be taking when you think about the various ways in which search 
is leading people to infringing content. They did promise to demote 
sites that received a lot of takedown notices. We were very taken 
with that approach. We commended it. But 6 months, a year later, 
we have seen basically no difference whatsoever. The most rogue 
of rogue sites are still showing up on the first page of search re- 
sults. We have sent about a million and a quarter notices on one 
site called MP3 Skull, yet it still shows up regularly on the first 
page of search results. Clearly, even though their intention was 
good, it hasn’t been implemented well. 

We also think they could be promoting more effectively, pro- 
moting the legitimate sites. I mentioned before the possibility of a 
certification mark or a badge. If we can provide a white list of sites 
that are licensed and actually pay creators, and they could put an 
indication like that in the search result, it could make a huge dif- 
ference in the way that consumers use the search engine. 

They could provide warnings about rogue sites. Just like they do 
when they encounter malware on a site in their own browser, they 
give a warning notice. Maybe they could do it with respect to rogue 
sites that are identified by third parties as sites they should be 
suspicious about. 

They could also do things about autocomplete. Right now, if you 
enter in the name of an artist and a track, it will suggest to you 
MP3. And if you click on MP3, it will give you basically 6 to 8 ille- 
gal sites in the first 10 results. 

And also the fact that we are sending millions of notices, and 
they are just going right back up again without any limitation. We 
send 100 notices about URLs with the same song on the same site, 
but you would think, therefore, that the other 1,000 songs on the 
same site would be taken down. But, no, we have to send each one 
individually. 

We ought to be able to sit down and work out more efficient 
means for us and for them and for the piracy problem generally. 
There is a lot of motion, but what we need is impact. 

Ms. Lesser. The only thing that I would add, since my program 
applies primarily — exclusively really at this point — to peer-to-peer 
is that I think when the negotiators who came up with this Memo- 
randum of Understanding first sat down, there was very little opti- 
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mism about the ability to get not only to a sense of agreement, but 
also to actually create an existing real program that is changing 
consumer behavior. So I would say to Google and other search en- 
gines, it is important to come to the table and not see this as an 
“us versus them.” This is a problem that we all need to solve. And 
the 5-year dialogue and agreement among these parties is just evi- 
dence that can be done. 

Ms. Chu. Let me follow up and talk about the copyright alert 
system, which is a successful voluntary system where ISPs alert 
Internet subscribers when they have downloaded pirated content 
and point them to legitimate sites. It is successful because, for one 
thing, the largest ISPs committed a significant amount of their own 
resources to this effort and invested significant resources to its de- 
sign. And, secondly, the voluntary initiative took into account the 
views of all the key stakeholders. 

While it is a great step forward, it does have limited impact un- 
less other players like search engines get involved. How could they 
be integrated into this system? Mr. Sherman, you have ideas on 
that? 

Mr. Sherman. Well, the copyright alert system is really based on 
peer-to-peer piracy, which is not something where search has a big 
role to play. So the ISPs are the appropriate party for that kind 
of operation. But because we have been more successful with peer- 
to-peer, because peer-to-peer has actually declined, other forms of 
piracy are increasing, Web site piracy, and certainly search engines 
would have a huge role to play there, one of the reasons we would 
like to be able to sit down with a multistakeholder process and see 
if we can come up with some improved mechanisms. 

Ms. Chu. Thank you. I yield back. 

Mr. Coble. Gentlelady has expired — time is expired. 

The distinguished gentleman from Georgia Mr. Collins is recog- 
nized for 5 minutes. 

Mr. Collins. Thank you, Mr. Chairman. I appreciate the oppor- 
tunity to be back here. And seeing this panel, it reminds me of one 
of my favorite movies of all time, “Groundhog Day,” because we see 
you here again as we go through this. 

Mr. Chairman, I would ask unanimous consent to enter Google’s 
report on how they fight online piracy into the record. 

Mr. Coble. Without objection. 

[The information referred to follows:] 
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Google 
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Introduction 


In December 2012, a 34-year-ola Korean artist maoe online vioeo history when his 
viral video "Gangnam Style" smashed records and became the first YouTube video 
to reach a billion views PSY was already popular in Korea, but he quickly launched 
an international career as his music spread from Seoul to North America, South 
America, and Europe 

In the past, music distribution had been mostly regional, making it difficult to hear 
great artists from around the world. But with a global platform like YouTube, which 
IS owned and operated by Google, anyone is able to discover and share music from 
anywhere. This means new revenue opportunities for artists — according to outside 
estimates "Gangnam Style" generateo over J8 million in advertising deals in the first 
six months alone and has been purchased digitally millions of times' 

The Internet has been a boon to rj-eativity. Today, more music more video, more 
text, and more software is being created by more people in more places than ever 
before. Every kind of creative endeavor, both amateur and professional, is being 
transformed by the new opportunities and lower costs made possible by digital 
tools and online distribution 

Nevertheless, online piracy remains a challenge, and Google takes that challenge 
seriously. We develop and deploy anti-piracy solutions with the support of hundreds 
of Google employees. This report gathers and details those effoi ts. as well as how 
Google products and services create opportunity for creators. 


GOOGLE'S ANTI-PIRACY PRINCIPLES 

^ Create More and Better Legitimate Alternatives. The best way to battle piracy 
Is with better, more convenient, legitimate alternatives to piracy. By developing 
licensed products with beautiful user experiences, we help drive revenue for creative 
industries. 

^ Follow the Money. Rogue sites that specialize m online piracy are commercial 
ventures, which means the most effective way to combat them is to cut off their 
money supply. Google is a leader in rooting out and ejecting rogue sites from our 
advertising and payment services, and is raising standards across the industry. 

Be Efficient, Effective, and Scalable. Google strives to implement antl'piracy 
solutions that work. For example, beginning in 2010, Google has made substantial 
investments in streamlining the copyright removal process for search results. As a 
result these improved procedures allow us to process copyright removal requests 
for search results at the rate of four million requests per week with an average 
turnaround time of less than six hours. 
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^ Guard Against Abuse. Unfortunately, fabricated copyright infringement allegations 
can be used as a pretext for censorship and to hinder competition. Google is 
committed to ensuring that, even as we battle piracy online, we detect and reject 
bogus infringement allegations, such as removals for political or competitive reasons. 

✓ Provide Transparency. We disclose the number of requests we receive from copyright 
owners and governments to remove information from our services.* We hope these 
steps coward greater transparency will inform ongoing discussions about content 
regulation online. 


These principles guide the actions of Google employees, as well as our investment 
of tens of millions of dollars in new tools and systems to improve and expand oui 
anti-piracy efforts Some of the highlights, discussed in more oetail in this report, 
include: 

YOUTUBE PARTNER SUCCESS 

More than one million paiiner channels are making money from their YouTube 
videos. More than four thousand t ighrsholder partners use YouTube’s content 
identification tool, Content ID, to manage their copyrights appearing within usei- 
generated content on the site, these partners include network broadcasters, movie 
studios, songwriters, and record labels, and they are collectively making hundreds of 
millions of dollars by using YouTube's Content ID tools to monetize these videos, 

GOOGLE PLAY 

Google Play is a digital storefront where people can buy millions of songs and books, 
thousands of movies and TV shows, and much more content. All Access, a new 
monthly subsciiptlon service, also gives people another way to access music For a 
monthly fee they can listen to millions of songs across their devices. 

GOOGLE SEARCH 

We process more takedown notices, and faster, than any other search engine We 
receive notices for far less than 1% of everything we index, which amounts to four 
million copyiight removal requests per week that are processed, on average in less 
than six hours. 

ADS 

Our policies restrict infringing sites from using our advertising services. In 2012, 
Google disabled ad serving to 46,000 sites for violating our policies that prohibit the 
placement of ads on sites wirti infringing content, the vast majority being violations 
Google detected before we were notified. 
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Better Legitimate Aiternatives to Piracy 


Piraq^ often arises when consumer demand goes unmet by legitimate supply. As 
services ranging from Netflix to Spotify to iTunes have demonstrated, the best way 
to combat piracy is with better and more convenient legitimate services. The right 
combination of price, convenience, and inventory will do far more to reduce piracy 
than enforcement can. 

The music industry has demonstrated the effectiveness of this approach by 
licensing a variety of music services including free, advertising-supported streaming 
services (like Spotify and Pandora), download stores (like iTunes). and on-demand 
subscription products (like All Access). A survey recently released by the Swedish 
music Industry shows that since 2009 the number of people who download music 
illegally In Sweden has decreased by more than 25 percent, largely as a result of 
greater availability of improved legal services such as Spotify.'* Similar trends were 
seen in a 2013 survey from NPD Group.* And a recent study conducted by Spotify 
found that overall piracy rates in the Netherlands has declined dramatically thanks 
to the popularity of legitimate digital music services.* 

Film and television have had success combating piracy with legitimate alternatives, 
as well. In a recent Interview with Stuff magazine. Netflix’s Chief Content Officer 
Ted Sarandos said that when Netflix launches in a new country, piracy rates in 
that country drop. In his opinion, the best way to reduce piracy is by "giving good 
options."’ 

Signs have been positive- that the creative industries are growing around the world, 
thanks in large part to digitization. IFPI reported that the recording industry grew its 
revenue in 2012 for the first time in over a decade, to $165 billion." 
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Nielson and Billboard reported that, in the same year, music purchases grew by 
3.1% from the previous record high set in 2011, which was driven largely by digital 
purchases.* A 2013 study by Booz & Co. In Europe also found that digital media was 
driving growth In the European creative sector.'® 

Google has been at the forefront of creating new, authorized ways for consumers 
to obtain digital content. We build platforms where our users can legitimately 
purchase, consume, and discover entertainment and culture. We also pioneer 
innovative new approaches to monetizing online media. 

YouTube Partners 

YouTube's community Includes not only a billion individual users, but also more 
than a million partner channels from over thirty countries that earn money from 
their YouTube videos — from independent musicians and creators to some of the 
world's biggest record labels, movie studios, and news organizations. YouTube has 
developed a series of tools and programs to help content partners thrive, including 
partnerships with every major record label, as well as hundreds of collening 
societies, independent labels, and music publishers to license recorded music on 
the site. As a result of partnerships like these, YouTube generates hundreds of 
millions of dollars each year for the content industry. 

Frdm musicians to athletes, teachers to comedians, tens of thousands of video 
creators are now part of the Partner Program established by YouTube in 2007, 
many thousands of them earning six-figure incomes from their YouTube channels. 
To further support this creative community, we have opened facilities like the new 
collaborative spaces In LA, London, and Tokyo as places for partners to shoot, edit 
and create their content. These facilities support the creative industry developing 
and monetizing their work through partner channels on YouTube. 



Ptiolos of Itie YouTube Spate in Los Angeles, For more informal ion. visit voLLube.sbdcela,ccni . 
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To give YouTube creators more flexibility in monetizing and distributing content, 
in May 2013 we launched a pilot program for certain parmers that will offer paid 
channels on YouTube with subscription fees starting at $0.99 per month. Our 
partners are experimenting with different pricing models to attract viewers, 
including offering 14-day free trials, and many offer discounted yearly rates. 

Rentals are another option for content partners. Thanks to our partnerships with 
content creators, YouTube offers tens of thousands of movies and TV episodes to 
rent at standard industry pricing. 



CELEBRATING THE NEXT GENERATION OF CREATIVE VIDEO 


One of the most {nspirlng things about YouTube is the way people around the world 
use U to express their passion and creativity— and to turn it into a career. Thousands 
of channels are now generating six-figure revenue through the YouTube Partner 
Program, and there are more than one rnillion channels earning revenue. 

To shine a light on the many inspiring things happening on YouTube, vwe recently 
published a report sharing the stories of 20 YouTube Partners In the United States 
who are changing lives, businesses, and In some cases, history. 


Read the full report at goo.gl/bURyj. 
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Thanks to the popularity of music videos and YouTube's agreements with record 
labels and music publishers to feature them, YouTube has become an important 
destination for music. So much so that, as of February 2013, Billboard magazine's 
Hot 100 chart now incorporates YouTube views when ranking a song's popularity. 
The 2013 Digital Music Report from IFPI," an international association represenbng 
the recording industry, concluded that 90% of Internet users are aware of YouTube, 
and that the service attracts a large global audience. 

Each time a music fan chooses YouTube over an unauthorized source for music, 
it's a victory against piracy— unlike previous generations of music fans who were 
raised on unauthorized sources far music, today's young fans have YouTube as 
a legal, compelling way to experience music online. And because of our licensing 
agreements with our partners in the music industry, righisholders are compensated 
when fans visit YouTube to experience music videos. 

Google Play 

More than 900 million Android devices have been activated around the world, 
presenting a tremendous opportunity to aeative industries. Google Play is a global 
service that helps rightsholders and creators sell theii applications or content 
directly to Google users. It's a digital store where people can find, purchase, and 
enjoy entertainment far their devices— from computers to tablets to smartphones. 
We've partnered with all of the ma)or record labels, publishers, and movie studios 
to offer millions of songs and books, thousands of movies and TV shows, and 
hundreds of magazines that can be enjoyed across devices. In the last year, Google 
Play digital content. Including music and movies, has launched in 21 new countries, 
including India, Mexico and Russia. 

MUSIC 

Google Play also offers a store where users can purchase new music, a music locker 
to store existing collections of songs, and a subscription service to access millions of 
songs from the Google Play collection. Today there are more than 18 million songs 
available for purchase from Google Play. Google also has "scan-and-match" licenses 
that enable users to access their personal music collections from any connected 
device, without the time-consuming process of uploading those files. Our new music 
subscription service. All Access, lets users listen to millions of songs on-demand for 
a monthly fee. 

These products are driving revenue for the music industry, And thanks to our 
partnerships with rightsholders around the world, Google Play Music is available to a 
global audience. 
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MOVIES AND TV SHOWS 

Google Play has partnered with all of the major film studios in the US. and many 
local studios in countries overseas to offer thousands of movies and TV shows that 
can be rented or purchased. We also offer Innovative features that rake advantage 
of a digital format to drive user engagement, such as Into Cards that appear when 
a movie or TV show is paused and that give more informanon about the aaors and 
music in a scene. 

BOOKS AND MAGAZINES 

Google Play is home to the world's largest selection of eBooks - with more than 
5 million titles available. More than 48,000 publishers have joined the Partner 
Program to promote their books online, including nearly every major U.S. publisher 
We have also partnered with major publishers to offer hundreds of magazines 
for purchase or subscription in the Google Play store, creating a new market for 
magazines and newspapers Users are able to access their books and magazines on 
any of their devices. 

APPS AND GAMES 

Google Play Is an engine of economic opportunity for application and game 
developers because it gives them a free platform to build on and reach millions 
of users More than a million apps and games are available for sale or for free on 
Google Play, and tfiey've been downloaded over 50 billion times. 

Several of the most popular apps are delivering licensed music, movies, and TV 
shows to users. 

Netflix allows subscribers to stream popular TV and movies to Android devices. 

Its Android application launched in 2011. 

Pandora creates personalised music stations and streams songs directly to users. 

</ Spotify is an Interactive music service allowing users access to a catalog of licensed music 


Google recently launched Google Play Games, an app that makes It easy to discover 
new games, track achievements and scores, and play games with friends around 
the world. Google Play is an opportunity for game oevelopers to showcase tlieii 
creativity and sell their apps directly to gamers. 
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More than one billion unique users visit YouTube each month and together watch 
more than six billion hours of video. And more than 100 hours of video are uploaded 
to YouTube every minute, spanning every conceivable topic from politics to comedy, 
from daredevil sports to religion. YouTube has been a transformational force in the 
world of creative expression, a global video platform at a scale never imagined. 

Content ID: A Win-Win Solution 

Beginning in 2007, YouTube developed and launched the most advanced content 
identification system in the world, called Content ID. With this system, rightsholders 
are able to identify user-uploaded videos that are entirely or partially their content, 
and choose, in advance, what they want to happen when those videos are found. 

This IS how It works: Rightsholders deliver YouTube reference files (audio-only 
or video) of content they own, metadata describing that content, and policies 
describing what they want YouTube to do when it finds a match. YouTube compares 
videos uploaded to the site against those reference files. Oui technology 
automabcally identifies the content and applies the rightsholders preferred policy. 

Rightsholders can choose among three policies when an upload matches their content: 


1 

Make money 
from the upload 



2 

Leave it up and track 
viewing statistics 



3 

Block it from 
YouTube altogether 

1 
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Thanks to the options that Content ID affords to copyright owners, It's not just 
an anti-piracy solution, but also a new business model for copyright owners and 
YouTube alike. The majority of partners using Content ID choose to monetize their 
claims and many have seen significant increases in their revenue as a result. 


Content ID is good for users as well. 
When copyright owners choose to 
monetize or track user-submitted videos, 
it allows users to continue to freely 
remix and upload a wide variety of new 
creations using existing works 


The majority of partners using 
Content ID choose to monetize 
their claims, and many have 
seen significant increases in 
their revenue as a result. 
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YouTube Copyright Policies 

The vast majority of the 100 hours of video uploaded to YouTube every minute 
will not infringe anyone's copyright. Nevertheless, YouTube takes seriously its role 
In educating YouTube users about copyright and creating strong incentives to 
discourage infringing activity. As a result, YouTube has a number of policies in place 
designed to discourage copyright infringement and terminate repeat offenders. 

For example: 


When vouTbbe removes a video in 
I esponse lo a valid copyright removal 
nciic«. we noi»^ the use*' and apply a 
•sinlifi" lo ihe aaouni of the iise» who 
uploaded the vdeo 







Upon receipt of oi>e 'sinVe."* the user toses a number 
of accaur>i pi ivileges. including theabdity to upload 
vMleus longer (h^ IS minutes and to use our ‘Hang- 
outs On Air” live-5irevning platform. 




Upon rereiiu of three stnires, the user's 
accotiiii will be suspended and all the videos 
• fpiopded lo the arcwmi will be remo‘/ed 
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The YouTube Copyright Center 

In addition to the Content ID system, copyright owners and their representatives 
can submit copyright removai notices through the YouTube Copyright Center, which 
offers an easy-to-use web form, as weil as extensive information aimed at educating 
YouTube users about copyright. The Copyright Center aiso offers YouTube users a 
web form for "counter-noticing" copyright infringement notices that they believe are 
misguided or abusive. 



GiQwe and Bool s explains copyngts in me YouTube Copyrighi Center; yniiiLihe.cnm/ytymoyng hi. 


YouTube Content Verification Program 

YouTube offers a Content Verification Program for rightsholders who have a regular 
need to submit high volumes of copyright removal notices and have demonstrated 
high accuracy in their prior submissions. This program makes it easier for 
rightsholders to search YouTube for material that they believe to be infringing, 
quickly identify infringing videos, and provide YouTube with information sufficient to 
permit us to locate and remove that material, all in a streamlined manner intended 
to make the process more efficient. 
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Google Web Search 


There are more than 60 trillion addresses on the web. Only an infinitesimal portion 
of those trillions infringe copyright, and those infringing pages cannot be identified 
by Google without the cooperation of rightsholders. Nearly every paragraph of text, 
photograph, video, sound recording, or piece of software Is potentially protected 
by copyright law. Moreover, copyright laws generally permit some uses, such as 
parodies and quotation, even over a copyright owner’s objection. So while we don't 
want to include links to infringing pages in our search results, Google needs the 
cooperation of copyright owners to separate the authorized or unobjectionable 
uses from infringing ones. 

Google relies on copyright owners to notify us when they discover that a search 
result infringes their rights and should be removed. These nobces are submitted 
through procedures that are consistent with the Digital Millennium Copyr ight Act 
(DMCA) and similar laws that apply to providers of online ser vices.'-’ 

To help copyright owners submit these notices, Google has developed a streamlined 
submission process. There is no search engine that processes as many copyright 
removal notices as Google does, and none that process them more quickly. 

For example- 

✓ Copyright owners and their agents submitted more than 57 million web pages for removal 
In 2012 
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✓ Between December 2011 and November 2012, we removed from search 97.5% of all 
URLs specified In copyright removal requests. For the remaining sites, we either needed 
additional information, were unable to find the page, or concluded that the material was 
not infringing 

✓ Our average turnaround time for copyright notices Is less than 6 hours. 

In addition, Google incorporates the number of valid copyright removal notices we 
receive for any given site as a signal in our ranking algorithm, as described below. 

Submitting Removal Notices 

The fastest and most efficient way to submit a copyright removal notice to Google 
is through our content removal web form, which accepts many different kinds of 
removal requests, including copyright requests, Our web form is consistent with the 
DMCA and similar laws, and provides a simple and efficient mechanism for copyright 
owners from countries around the world. During 2012, approximately 16,000 dif- 
ferent entities used our web form to submit copyriglit removal notices from search 
results. 


In addition to the public content removal 
web form, for copyright owners who have a 
proven track recor d of submitting accurate 
notices and who have a consistent need 
to submit thousands of URLs each day, 
Google created the Trusted Copyright 
Removal Program for Web Search (TCRP) 
This program streamlines the submission 
process, allowing copyright owners or theii 
enforcement agents to submit large volumes 
of URLs on a consistent basis. At the end 
of 2012, thete were approximately 50 TCRP 
partners, who together submitted 95% of 
the URLs submitted during the year. 


At the end of 2012, there were 
approximately 50 Trusted 
Copyright Removal Program 
partners, who together 
submitted 95% of the URLs 
submitted during the year. 
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REMOVAL REQUESTS FOR SEARCH SKYROCKET 

Since taunching new submission tools for copyright owners and their agents m 2011, we 
have seen remarkable growth in the number of pages that copyright owners have asked us 
to remove From search results. In fact, today we receive removal requests For more URLs 
every week than we did in the twelve years from 1998 to 2010 combined. At the same time, 
Google is processing the notices we receive for Search faster than ever before— cui rently, 
on average, m less than six hours- 

Google has a strong track record of developing solutions that scale efTrciently. The trend 
Mne Is striking— from rnore than three million pages For all of 2011 to more than 4 million 
pages per vveek today. As the numbers continue to swell, it becomes both more diffiaiM 
and more important to detea and pick out the abusive and erroneous removal notices. 

Google has never chdiged copyright owners for providing these services, ano we Will 
continue to invest substantial resouices and engineering effort into improving out 
procedures for receiving and processing copyright removal notices. 


Top 10 Reporting Organizations in 2012 
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Takedown Piracy LLC 





Marketly 





NBC Universal 
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Remove Your Media LLC 
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Top 10 Copyright Owners in 2012 
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RIAA member companies 


Ffoytal Servites Ltd. 


Microsoft Corporation 


BPl Ltd. member companies 


FOX 

2.5M 

NBCUniversal 

2.4M 

RK NetMedia Inc 

— 1.6M 

Warner 
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BPl Ltd. 
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FUNimation Entertainrr>ent 
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Transparency 

When \ve remove material from search results we believe users and the public 
should be able to see who made the removal request and why. Because copyright 
infringement allegations are the basis for more than 95% of the legal requests that 
we receive to remove items from searcfi results, we have taken the following steps 
to ensure transparency: 

^ Maintaining an ongoing Transparency Report, (n 2012, we added details regarding 
copyright removal notices to our Transparency Report site.'^ Updated daily, the site 
shows the aggregate number of URLs that we have been asked to remove, as well 
as who submitted the notices, on behalf of which copyright owners, and for which 
websites. 

Notifying webmasters of removals. Ifa website operator uses Google's Webrnascer 
Tools, notification will be provided to webmasters there when a web page in their 
domain has received a takedown notice.*^ 

Informing users when results have been removed from their results. When users 
perform a search where results have been removed due to a copyright complaint, 

Google displays the following notice: 


fn response to a compfair^ we received under the US Dionai 
MiUentHum Coovifohi Act we have removed 1 resulUs) fro/n 
V)is page. If you v/ish, you may read the DMCA complaint 
that caused (he removaifs; at ChillingEffects org. 


^ Providing copies of notices to Chilling Effects. Since 2002, Google has provided a copy 
of each copyright removal notice that we receive for search results to the nonprofit 
organization Chilling Effects. By gathering together copyright removal notices from a 
number of sources, including Google and Twitter. Chilling Effects fosters research and 
examination of removal notices submitted by copyright owners.'^ 


Detecting and Preventing Abuse 

Google works hard to detea and prevent abuses of the copyright removal process. 
From time to time, we may receive inaccurate or unjustified copyright removal 
requests tor seara results that clearly do not link to infringing content. 
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EXAMPLES OF DMCA ABUSE 

Here are a Tew examples of requests that have been submitted through our copyright 

removals process that were clearly invalid copyright removal requests. In each case, we 

did not remove the URL In question from search results. 

• A major U.S. motion picture studio requested removal of the Internet Movie Database 
(IMDb) page for a movie released by Its own siudio. as well as the official trailer posted 
on a major authorUed online media service. 

• A U.S. reporting organization working on behalf of a major movie studio twice 
requested removal of a movie review on a major newspaper website. 

• A driving school in the U.K. requested the removal of a competitor's homepage From 
Google Search, on the grounds that the competitor had copied an alphabetized list of 
cities and regions where instruction was offered. 

• A content protection organization, acting on behalf of motion picture, record, and 
sports programming companies, requested the removal of search results. They linked 
only to copyright removal requests on Chilling Effects that had originally been 
submitted by one of its clients. 

• An individual In the U.S. requested the removal of search results that link to court 
proceedings referencing her first and last name on the ground that her name was 
copyrightable. 

• Multiple individuals in the U.S, requested the removal of search results linking to blog 
posts and web forums that associated their names with certain allegations, locations, 
dates, or negative comments. 

• A company in the U.S. requested the removal of search results that link to an 
employee's blog posts aoout unjust and unfair ireatmeni 


Ifi 2012, we terminated two partners from the Trusted Copyright Removal Program 
for Web Search for repeatedly sending inaccurate notices through our high-volume 
submission mechanisms. Because the TCRP is reserved for partners with a track 
record of submitting accurate notices, access to the program can be revoked where 
a partner falls short of these high standards. 

As the volume of removal notices continues to rise, detecting inaccurate or abusive 
notices continues to pose a challenge. Google invests continuously in engineering 
and machine learning solutions to address this risk. The Transparency Report has 
also proven useful In detecting abusive notices, as journalists, webmasters, and 
other Interested members of the public have examined rhe data made available 
there, 
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Webmasters may also submit a coiinter-rotice (f they determine that a page on their 
site has been removed from Google Search results due to an erroneous copyright 
removal notice. Google affords webmasters two ways to be notified if any pages 
on their sites are targeted by removal notices, if the site operator uses Google's 
Webmaster Tools, notification will be provided to webmasters there. Alternatively, 
the search feature on the Transparency Report will show copyi ight removal notices 
received for a domain. 

Using Copyright Removal Notices in Ranking 

In addition to removing pages from search results when notified by copyright 
owners, Google also faaors in the number of valid copyright removal notices we 
receive for any given site as one signal among the hundreds that we take into 
account when ranking search results. As a result, sites with high numbers of removal 
notices may appear lower in search results. We believe that this ranking change 
should help users find legitimate, quality sources of content more easily. 

While we use the number of valid 
copyright removal notices as a signal for 
ranking purposes, we do not remove 
pages from results unless we receive a 
specific removal request for the page. 

As shown on the Transparency Report, 
we generally receive removal notices 
for a very small portion of the pages 
on a site. Even for the websites that 
have received the highest numbers of 
notices, the number of noticed pages is 
typically only a tiny fraction of the total 
number of pages on the site. It would 
be inappropriate to remove entire sites 
under these circumstances. 


Sites with high numbers of 
removal notices may appear 
lower In search results. 
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SEARCH AND PIRACY; THE REALITY 

In reflecting on the rote search engines can play in addressing the problem of piracy, 
commentators often overlook some important realities. 


1. Search is not a major driver of traffic to pirate sites. 

Google Search is not how music, movie, and TV fans intent on pirating media find pirate 
sites. All traffic from major search engines (Yahoo. Bing, and Google combined) accounts 
for less than 16% of traffic to sites like The Pirate Bay.'* In fact, several notorious sites have 
said publicly that they don't need search erigines, as their users find them through social 
networks, word of mouth, and other mechanisms.*’ Research that Google co-sponsored 
with PRS for Music in the UK further confirmed that traffic from search engines is not what 
keeps these sites in business.'* These findings were confirmed lf> a recent research paper 
published by the Computer & Communications Industry Association.''* 

2. Search can't eradicate pirate sites. 

Search engines do not control what content is on the Web. There are more than 60 trillion 
web addresses on the Internet, and there will always be new sites dedicated to making 
copyrighted works available, as long as there is money to be made doing so. According to 
recent research, replicating these sites ts easy and Inexpensive, and attempts to make them 
disappear should focus on eradicaUng the business model that supports them." 


3. Volume of allegedly 'piracy-related' queries is dwarfed by broader queries. 

When it comes to building anti-piracy measures, we pnontize efforts where they can make 
the most difference. Google Search receives more than three billion queries each day. We 
want to focus our efforts where the users arc. 

The good news is that the most popular queries relating to movies, music, books, video 
games, and other copyrighted works return results that do not include links to infringing 
maiedals. This is thanks to both our constant improvements to the algorithms that power 
Google Search, and the efforts of rightsholders to prioritize and target their copyright 
removal notices. 

So when some critics focus on infringing materials appearing in search results for particular 
queries. It ts important Co consider how many users actually make those queries. During 
the First six months of 2013. Google users searched for 


"early rae jepsen call me maybe" 

16 HMES MORE OFTEN THAN 
"early rae jepsen call me maybe mp3" 

"flo rida whistle" 

30 TIMES MORE OFTEN THAN 
ffio rIda whistle download" 

"game of thrones' 

200 TEMiS MORE OFTEN THAN 
"game of thrones download" 

"django unchained" 

1.000 times more arrsN t»(an 

"django unchained free download" 

"30 rock" 

5,000 TIMES MORE OFTEN THAN 
“30 rock free stream" 

“kaiy perry" 

200.000 HMfS MORE OFTEN THAN 
“free katy perry mo3" 
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Removing Terms Associated with Piracy from 
Autocomplete and Related Search 

Autocomplete is a convenience feature In Google Search that attempts to 
"complete" a query as it's typed based on similar queries that other users ha«e 
typed. Related Search shows queries that other users have typed that may be 
similar to yours. Google has taken steps to prevent terms closely associated with 
piracy from appearing in Autocomplete and Related Search This is similar to 
the approach we have taken for a narrow class of terms related to pornography, 
violence, and hate speech. 

The Next Step: Making Legitimate Alternatives More Visible 

In addition to removing infringing pages from search results and using valid 
removal notices as a ranking signal, Google has an ongoing dialogue with 
content owners about ways to increase the visibility of authorized services In 
search results. 

For example, in 2011, we launched a new open standard for the markup of 
websites which enables authorized music sites to more prominently feature 
streaming "preview" music content in our search results ("rich snippets").’’ 

With this standard, anyone searching for popular music can immediately 
Stream authorized previews right in the search results. A number of music 
sites (including Amazon and Last.FM) have implemented the new standard, 
distinguishing rheir offerings from results from unauthorized sites. 
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There is more that authorized music TV. and movie sites can do to help theii 
sites be more effectively indexed by search engines. The film and television 
industry has launched wheretowateh.org. and the music industry has launched 
whymusicmatters.com to help consumers find legitimate channels for buying 
films. TV shows, and songs. And NARM has recently offered advice to online music 
retailers on optimizing their sites for better performance in search engine results.” 
But these Industries could do even more to build pages specific to albums, movies, 
and TV shows that could then appear in search engine results (for example, a 
specific page on "Where to Watch Modern Family online”). 

Indexing subscription music and video services Is also a challenge for search 
engines. It Is difficult for a search engine to return results from licensed services 
like Spotify or Netfllx if it doesn't know what songs and programs are available 
from those services. With more information, search engines could return better, 
more relevant legitimate results to users seeking the content. Google looks forward 
to continuing collaborative efforts with content owners and authorized services, 
intended to make the offerings of authorized services more visible in search results. 
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Following the Money 

The most effective way to combat rogue sites that specialize in online piracy is to cut 
off their money supply. These sites are almost exclusively for-profit enterpiises, and 
so long as there Is money to be made by their operators, other anti-piracy strategies 
will be far less effeaive. As a global leader in online advertising, Google is committed 
to rooting out and ejecting rogue sites from our advertising services. We are also 
working with other leaders in the industry to craft best practices aimed at raising 
standards across the entire online advertising industry. 

Best Practices 

In April 2011, Google was among the first companies to certify compliance in the 
Interactive Advertising Bureau's (IAS's) Quality Assurance Certification program, 
through which participating advertising companies will take steps to enhance buyer 
control over the placement and context of advertising and build brand safety.-^ This 
program will help ensure that advertisers and their agents are able to control where 
their ads appear across the web. 

In July 2013, Google worked with the White House's Office of the U.S. Intellectual 
Property Enforcement Coordinator (IPEC) and other leading ad networks to 
participate in Best Practices and Guidelines for Ad Networks to Address Piracy and 
Counterfeiting.” Under these best practices, ad networks will maintain and post 
policies prohibiting websites that are principally dedicated to engaging in copyright 
piracy from participating in the ad network's advertising programs. By working 
across the industry, these best practices should help reduce the financial incentives 
for pirate sites by cutting off then revenue supply while maintaining a healthy 
Internet and promoting innovation. 
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Ad Sense 

More than two million web publishers use AdSense to make money from their 
content on the web, making it the chief Google advertising product used by online 
publishers. The overwhelming majority of those publishers are not engaged in any 
kind of copyright infringement. AdSense has always prohibited publishers from 
using AdSense to place ads on pages that contain pirated content, and Google 
proactively monitors the AdSense network to root out bad publishers. 

^ In 2012, Google disabled ad serving to 46.000 sites for violating our policies 

prohibiting the placement of ads on sites with infringing content, the vast majority 
being violations Google detected before we were notified. 

^ Almost all AdSense ad formats include a link that permits a copyright owner to report 
sites that are violating Google's policies. Copyright owners may also notify us of 
violations through a web form. In 2012 we took action on several thousand URLs in 
response to these complaints. 
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Each time we receive a valid copyright removal notice for Search, we also blacklist that page 
from receiving any AdSense advertising In the future. 

Google does not want to be in business witti rogue sites specializing in pii acy. 
Thanks to our ongoing efforts, we are succeeding in detecting and electing these 
sites from AdSense. While a i ogue site migi it occasiotially slip through the ci acks. 
the data suggests that these sites are a vanishingly small part of the AdSense 
network. For example, we find that AdSense ads appear on far fewer than 1% of the 
pages that copyright owiieis Identity In copyright lernoval notices for Search 
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Doubleclick 

Doubleclick offers a suite of online advertising platform solutions for both 
advertisers and web publishers. The principal customers for Doubleclick services 
are large advertisers, ad agencies, large publishers, and ad networks. It Is virtually 
unheard of for these sorts of 'tjiue chip" commercial entities to be operating rogue 
sites specialising in copyright infringement. 

Doubleclick also offers a free service to smaller web publishers on a self-service 
basis through the Doubleclick for Publishers (DFP) Small Business program. 
Although the program has policies in place to prohibit Its use in connection with 
infringing activity, rogue publishers have tried to sneak in through this door. 
Publishers do not pay Google to use this platform, nor does Google pay them for 
using it. Mevertheless, Google has recently revised its policies and stepped up 
enforcement efforts for Doubleclick for Publishers Small Business In an effort to 
deny rogue sites access to the service as a platform* for serving ads sourced from 
other networks. 

AdWords 

AdWords is Google’s premier advertising product, responsible for the 
advertisements that appear next to Google search results, as well the text 
advertisements on sites across the web. Advertisers pay Google for these 
placements, generally on a cost-per-impression or cost-per-click basis. 

Rogue sites specializing in online piracy generally do not use AdWords, Google 
receives very few complaints regarding AdWords being used by rogue pirate sites. 
Nevertheless, we maintain strict poliaes forbidding the use of AdWords to promote 
copyright infringement. We take a variety of proactive and reactive steps, through 
both manual and automated review, to enforce our policies. 


BLOGGER 

Blogger IS Google's free hlog publishing plaitorrn^ which enables users to create and update blogs 
We remain vigilant against use of the Blogger platform by pirates looking to sec up a free website. 
Consistent wKh ocher Google products that Host user-uploaded content, we will lemove infringing 
blog posts when properly notified by a copyright owner, and will terminate the entire blog where 
multiple complaints establish ft asa repeat infringer. 

Blogger has also created an automated bulk submission tool for copyright owners who have a 
track record of reliable submissions and a regular need to submit large volumes of takedown 
notices. This tool allows qualified copyright owners to obtain rapid removals of infringing posts 
appearing on Blogger. 
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Mr. Collins. And would have also entered the Motion Picture of 
America’s filing as well, but my distinguished colleague, Ms. Chu, 
beat me to it. 

Mr. Coble. Without objection. 

Mr. Collins. As we look on this. 

To the witnesses, I would like to thank, you know, all for being 
here. I have listened a great deal. I have been listening even out 
of here in a meeting for — and holding this hearing. I believe we 
have got to continue to examine the volunteering issue before the 
industry, because I believe they are a step forward. In considering 
any legislative remedies, we need to see what is already being 
done, because the last thing I would like to see is just come again. 
What I think we do too many times in all forms of government, 
from local to Federal, is we rush in with the, quote, “legislative 
fix,” and then all of a sudden that fixes it for all of 6 months. And 
then somebody is not happy, let us fix it again. We have got to 
have some common sense here. 

And also, I think, a little bit of marketplace issue as well. Gov- 
ernment will not, cannot, and should not solve all of your problems. 
You need to get this right, and you need to get it together volun- 
tarily, and then, as is spoken of just a few minutes ago, then gov- 
ernment can step in where need be and help the process along. 

In looking at this, I am encouraged by what I am hearing and 
have been encouraged by some meetings that I have had even this 
week. But I believe there is still a lot of work that needs to be 
done. In fact, even this morning, did a quick Google search for 
“Parks and Recreation” episodes online, and at the bottom of the 
search results on the first page, I read this: “In response to a com- 
plaint we have received from the U.S. Digital Millennium Copy- 
right Act, we have removed one results from this page. If you wish, 
you may read the DMCA complaint that caused the removals or re- 
moval at chillingeffects.org.” 

Okay. There is a little bit of a political comment right there. 
That is fine. I get it. And, look, I would like to have Google here 
to discuss this. 

Now, in full disclosure, I have talked to Google this week in one 
of their offices, and we have brought up some of this as we went 
along, because I think they have an already important role that 
search engines play in this and the possibility that they can really 
dramatically alter the online piracy landscape for the better. 

However, I am concerned that maybe we are not addressing this 
or investing in this as much as we should. In fact, I want to go to 
you, Mr. Sherman, because out of your written testimony, you seem 
to indicate that they are not invested at all and, in fact, do not 
seem to be making any effort to promote legitimate options for 
streaming content. I just want to ask you, is that an accurate rep- 
resentation of your testimony? 

Mr. Sherman. No, I don’t think so. I think Google has done 
things. My problem is that they are measuring their actions by how 
much stuff they are doing rather than the impact that it is having. 
When they run their own business, I doubt that if they keep a lot 
of people busy, they would regard that as sufficient. They probably 
want to make sure that it results in a meaningful revenue impact. 
We need the same thing. 
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Mr. Collins. So you are saying quantity doesn’t always rec- 
ommend to quality. 

Mr. Sherman. Right. 

Mr. Collins. Okay. Would others like to address this? I will 
open it up to the rest of the panel, from Ms. Lesser all the way 
down. Anybody want to take a bite? 

It is okay, guys. It is afternoon, you can laugh. 

Mr. Coble. It is afternoon provided they beat the red light. 

Mr. Collins. Exactly. As we do that. They are saying, we are 
going to get in under his minutes as we can. 

Here is the question. Look, I am going to actually give back a lit- 
tle bit of my time today, because this is something that our office 
has been heavily involved with and will continue to be involved 
with. 

I want to go back to my statement just a few minutes ago. This 
applies not only in this environment here. There is definitely a 
need for this Committee, and we will be heavily in jurisdiction with 
the fine folks from both sides of the aisle here looking at this. I 
think there are going to be ways that we can work to protect the 
owners and protect the rights and then still provide content, be- 
cause I believe by protecting those rights, you actually expand in- 
novation, you expand productivity, and we are going to be a part 
of that. 

But I think what we also got to come to the conclusion here is 
that this is an issue that needs to be addressed, it needs all parties 
to the table, and to do so in a long-lasting way. So, again, to come 
here is voluntary agreements are fine. Those are what needs to be 
happening. We need to continue this discussion. But I am also not 
convinced this is going to be where it ends. So it will continue this 
process as we go further. 

With that, Mr. Chairman, I yield back. 

Mr. Coble. I thank the gentleman. 

The distinguished gentleman from New York Mr. Jeffries is rec- 
ognized for 5 minutes. 

Mr. Jeefries. Thank you, Mr. Chairman. 

And let me thank the witnesses for your testimony today. 

It is clear to me that reasonable people should be able to agree 
that online piracy is a significant problem, deserves to be ad- 
dressed. The people who create content, it seems to me, should 
have the opportunity to benefit from the fruits of their labor and 
encourages creativity moving forward. It is fair, and it is just as 
consistent with Article I, Section 8 of the Constitution designed to 
promote the progress of science and useful arts. 

But it is also the case, I think, I believe, that the Internet has 
been a wonderful field of opportunity for entrepreneurship, for in- 
novation, for growth beyond which many could have even con- 
templated 15 or 20 years ago. And so we don’t want to do anything 
in the Congress certainly, or even in the business context, that lim- 
its the ability for that innovation and that growth and that entre- 
preneurship to continue to flourish on this field of opportunity 
called the Internet. 

And you have got a lot of different players in the Internet eco- 
system, I gather. You know, you have the search engines, the ISPs, 
content creators, payment processors, ad companies. 
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And so I guess I will start by asking Ms. Lesser, and then maybe 
Mr. Sherman and Mr. Rothenberg can weigh in, from your perspec- 
tive, what is the best way to get all of the individuals in this eco- 
system to work together in a manner that deals with the online pi- 
racy, that clearly should be a problem that we take seriously and 
confront, but also respects the Internet in a manner not designed 
to limit the opportunities that have been available through the in- 
novation and the entrepreneurship and the growth in this medium? 

Ms. Lesser. What I would say from the experience that we have 
had thus far in our small group involving ISPs and the content in- 
dustry is that if you look at this in your silo, you are not going to 
find a solution. If we start from where you started with the Con- 
stitution, that there is a value in protecting creative content, some- 
thing that if you ask people on the street they agree with, some- 
thing that we are trying to teach to kids, I think if you start with 
that premise and you move down, what you find is that innovation 
and the development and the distribution of content cannot only co- 
exist, but can help each other. And I think what we are learning 
in our group, that there are benefits to both. 

So our program is an educational program, is focused on the atti- 
tude toward creative content generally and then helping people 
find the legal ways that they can access content. 

So I don’t think that it should be as hard as it is. And it is based 
on, you know, 15 years of back-and-forth in the policy arena, in the 
business arena. But everything is really moving toward the same 
place, and I think once this group came to the table, it was very 
clear that their interests were aligned, which is why you see com- 
panies like the five leading ISPs investing their own resources in 
this agreement and bringing this agreement to fruition. 

Mr. Jeffries. Thanks. 

Mr. Sherman. 

Mr. Sherman. I think there is no substitute for dialogue, and I 
mean nonthreatening dialogue where it isn’t over liability, it isn’t 
over responsibility; it is how you can work together. 

When we engaged in conversations with the ISPs, we started in 
very different places, but we learned a lot from each other by just 
talking it through. And we brought in additional stakeholders who 
looked at consumer viewpoints, and privacy viewpoints, and so on. 
And the end of that stew was a process that everybody could buy 
into and support. 

That is the kind of process I think we need to replicate with re- 
spect to multiple industry sectors to get lots of people involved in 
solving this. And as soon as you have two groups and three groups 
and four groups, more and more people will be willing to do it. 

On the advertising side, because of the best practices that the ad 
networks and the TAB did, we have been contacted just in the last 
couple of weeks by a number of additional ad networks asking for 
our help and for information so that they could do a better job 
themselves. You get buy-in because you have had buy-in, and that 
is the process we need to get going. 

Mr. Rothenberg. Again, thank you for the question, Mr. 
Jeffries. And, again, I can’t really improve on what Mr. Sherman 
and Ms. Lesser have said, but I will try. 
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You can’t get them all in a room. There are hundreds of millions 
of people around the world that are part of the Internet ecosystem. 
The heauty of the Internet supply chain is also the great vulner- 
ability of the digital supply chain. It is basically open source. It al- 
lows for enormous innovation from the smallest players, but it also 
creates great vulnerabilities. 

You can get the biggest and most significant players in the room 
to reach voluntary agreement. And as Mr. Sherman has said, that 
process, with encouragement from the Congress and from other 
bodies, can actually yield great results. 

Importantly, one of the big changes over the past several years 
is that many of the biggest players in the digital technology indus- 
try have also become content creators. Google, Microsoft, AOL all 
are presenting slates of original digital video programming, and 
they are basing a very substantial part of their evolving business 
on being content creators. So they have stakes in this game on all 
sides. 

I think working together among major stakeholder groups to cre- 
ate a coherent program in which all have skin in the game is the 
best way to go about it. Now, I would tell you that my ideal, and 
I am not necessarily speaking for all my members, but certainly 
what I would like to see happen is the development of some kind 
of Good Housekeeping Seal of Approval program for participation 
in the digital supply chain, so that buyers of digital advertising, for 
example, can look and see who is a legitimate player and who is 
not. I would like to see us push in that direction. 

Mr. Coble. The gentleman’s time has expired. 

Mr. Levitt, if you and Mr. Barchiesi wish to respond very briefly. 

Mr. Barchiesi. From our perspective, I hear a lot about content, 
but the International AntiCounterfeiting Coalition, we represent 
cross industries, there is health and safety issues, there is content 
issues. Ultimately again I will emphasize voluntary agreements 
work when there is willing partners. There is proof of concept. We 
have had this program for 2 years. And could I tell you 3 years ago, 
if I said I want to work with MasterCard, Visa, or American Ex- 
press, PayPal, MoneyGram, Western Union, they wanted to run me 
out of town. Now we host events together. We work together on 
public service messaging. I think it is a model that could be used 
and established in other arenas to move forward. 

Mr. Coble. Very briefly, Mr. Levitt. We are running out of time. 

Mr. Levitt. Okay. Well, you know. Pharmacy Checker’s area is 
not copyright content. It has to do with the purchase of medication 
online. And I just think it is important when we look at these vol- 
untary agreements that different areas should be treated dif- 
ferently. 

Former Intellectual Property Enforcement Coordinator Espinel, I 
quote, “challenged the private sector to voluntarily address the 
health and safety issues presented by rogue online pharmacies.” 
And I just want to reiterate that this is the only way we should 
engage in this area for shutting down those sites that endangers 
a person’s health. 

Mr. Coble. Gentleman’s time has expired. 

I am trying to keep this train rolling. You know, of course, your 
complete statements are in part of the record. So even though I 
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may have been accelerating my pace at one time, your information 
will be read by all. 

I am now pleased to recognize the gentlelady from California Ms. 
Lofgren for 5 minutes. 

Ms. Lofgren. Thank you, Mr. Chairman. 

And thanks to the panel for your testimony. 

And I remember just a short time ago, when we were having a 
rather raucous discussion of SOPA, that the discussion was maybe 
we should follow the money, and it looks like actually some of that 
has occurred here, to good effect. So I want to congratulate those 
who have worked to try and find solutions. And I am sure there 
is lots more to do, but sometimes it is worthwhile to celebrate what 
has been achieved, not just complain about what yet remains to be 
done. 

Just a couple of questions, and I don’t want these to be taken as 
opposition to making progress, because they are not. But one of the 
things that these voluntary agreements raise is the issue of due 
process for people who are legitimate, but maybe aren’t found to be 
legitimate. For example, and you said, Ms. Lesser, we start with 
the Constitution. Yes, we have a protection for intellectual prop- 
erty, copyright, and patent. But in the copyright arena we also 
have the First Amendment and the fair use doctrine. So how do we 
make sure that, I mean, people who are making fair use, that their 
rights are protected? How do you address that in your system? 

Ms. Lesser. Well, that is one of the very important aspects of the 
system. As I said in my testimony, we developed a system that on 
the front end is very much focused on notifying consumers about 
copyright violations of whole works. So there is a methodology that 
has been put in place and streamlined so that we are very assidu- 
ously trying to avoid capturing works that are not covered by copy- 
right or that would fall into this fair use category. So on the front 
end, there has been a lot of work put into making sure there are 
not false positives. 

At the end of the process, however — and our process does not end 
with really a punitive consequence; it ends with a heightened 
measure we call mitigation — but just before a user would have that 
mitigation measure imposed, they are offered the right to an ap- 
peal. And I put “appeal” in quotes. 

Ms. Lofgren. If I can interrupt. It is not that I don’t want to 
hear the whole thing, but we have limited time. 

The user has interests, but the speaker also has interests, and 
the two are not always perfectly aligned. So if you are the speaker, 
and let us say you have a belief, maybe correctly or incorrectly, I 
don’t know, that what you are doing is a parity, or it is a political 
speech, or that it is protected, how do you protect your rights with- 
out relying on the Internet user to establish your rights? 

Ms. Lesser. I am not sure that the protection of that right actu- 
ally falls within the program. The program itself assumes that an 
alert has been sent to an account holder, and that account holder 
has the ability to go during that appeal process and say, this file 
was a fair use. 

Ms. Lofgren. Right. Right. But what about the person who cre- 
ated the content that is being dinged? Are they being notified? 



116 


Ms. Lesser. They are not. But I actually think the hest way to 
protect people engaging in fair use is on the front end, which is to 
enforce copyrights against 

Ms. Lofgren. Right. 

Ms. Lesser [continuing]. Protected files. 

Ms. Lofgren. In terms of payment processing, I remember dur- 
ing the SOPA discussion we had a substantial discussion about cut- 
ting off credit card payments for infringing sites. And I remember 
Visa, which is right outside my district, said that they would be 
happy to do that, but they were rarely ever asked to do so. And 
it sounds like that has changed considerably in the time that has 
processed. And I think that makes sense. But, again, for example, 
a notice and takedown, the person who has an opportunity to dis- 
pute that if they feel that it is incorrect. 

You know, cutting off payments is a death sentence for a Web 
site. Do they have any opportunity to contest that if they think 
that there is an incorrect decision that has been made? What is the 
process for that? 

Mr. Rothenberg. In our program, which is about cutting off or 
helping to choke off advertising revenues, it is basically an infor- 
mation system between the buyers and the sellers. They are the 
ones who are the trading partners; they are the ones in contract. 
We don’t have a consumer-facing side to it. And I agree with you 
that there needs to be some form of due process in there. 

But by the same token, I think what we ought to be most con- 
cerned about are the largest and most persistent violators. I am 
less worried, although I, as you do, I worry about smaller players 
falling through the cracks deeply. But I think if we keep our focus 
on the worst violators and the most persistent violators, those prob- 
lems will not — the problem of the — the small fry being shut off will 
not be so 

Ms. Lofgren. I just have one final question. I know from the 
study that was released this morning that about 30 percent — what 
was the number — 37 percent of the searches for infringing content 
were searches for a domain name or a specific service, like Mega 
Upload or something like that. So at least, you know, a big chunk 
of the people that are looking for infringing content know what 
they are looking for, they are looking for infringing content, and 
not being confused. 

So I guess that leads to the question, and MPAA isn’t here. What 
further efforts are being made to have digital content more freely 
available for a fee? And I will just give you an example. 

You know, there was a movie. It is out on DVD now. I wanted 
to watch it streaming. I Googled it. The only place it was available 
were infringing sites. I won’t do that, but I imagine other people 
do. So the more that you could actually pay for stuff, the more that 
is out there, I think the less than honest people will infringe. So 
I am just wondering what further efforts are being made. And I 
think it is probably more for the movie industry than for the music 
industry. 

Mr. Sherman. Certainly the music industry, we are almost two- 
thirds now of our revenues being digital. And all the music is out 
there, all the music is up there in every possible way. We think 
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that movies and TV are getting there quickly. I can’t speak for 
that. 

But that same survey that you mentioned also had a figure that 
58 percent of the people were using search where they weren’t en- 
tering anything indicating they were looking for an illegal copy, but 
they were led to an illegal copy anyway, because search engines 
can be used for discovery. How did they find out about Mega 
Upload the first time? Now they know to go — no longer, fortu- 
nately — but how do they know to go to the Pirate Bay or MP3 
Skull? Search takes them there. That is why we would like to work 
with them to try and find ways to address that. 

Ms. Lofgren. My time is up, Mr. Chairman. I don’t want to 
abuse the clock. Thank you. 

Mr. Coble. I thank the gentlelady from California. 

The distinguished gentleman from North Carolina Mr. Watt is 
recognized. 

Mr. Watt. Thank you, Mr. Chairman. And I want to thank the 
Chairman for having another hearing about this. I want to make 
sure that nothing I say gets misconstrued to imply that I don’t be- 
lieve in these agreements. I think they are great. 

I am not sure I agree with Mr. Poe that all of this can be done 
without some government involvement. I suppose if private agree- 
ments worked to solve all criminal activity, it would be — we 
wouldn’t need any enforcement in the non-Internet world. I think 
we still need some help in this area. 

And the magnitude of the problem, I hope, is going down, but I 
assume there is nobody on this panel who believes that this can all 
be done by private agreements. If there is, I certainly want to hear 
from them and give you the opportunity to express that opinion, 
because we need it on the record. 

But you were getting ready to press your button? 

Mr. Rothenberg. I would just say, Mr. Watt, I think we would 
all, or at least most of us, agree that we should start with the vol- 
untary agreements, and then where there are gaps that cannot be 
filled by the voluntary self-regulation, then and only then would we 
seek to fill them with legislation and regulation. 

Mr. Watt. Okay. We started our SOPA discussions dealing with 
foreign sites. Has any of these private agreements dealt with that 
problem effectively? Can somebody address that for me? 

Mr. Barchiesi. The ICC’s program does deal with foreign sites 
because it doesn’t matter where in the world the site is hosted. 
These are contractual agreements between credit card companies 
and banks and merchants, and it has global terms to it, and they 
could terminate merchant accounts regardless of where they are, 
anyplace in the world. 

Mr. Watt. And it is a voluntary agreement. 

Mr. Barchiesi. Yes. 

Mr. Sherman. I think it is important to remember that the vol- 
untary agreements are built on contractual relationships that al- 
ready exist. So Visa has contractual relationships with the people 
it serves that they will not process payments for illegal activities. 
So if illegal activities are called to their attention, and then they 
do their own investigation and confirm that, they have a contrac- 
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tual right to terminate whether it is domestic or foreign, hut it is 
under their own contractual relationship. 

The voluntary agreement is simply providing a mechanism for 
routing all of these complaints through one portal to make it effi- 
cient, to not have duplication of efforts, to have a standardized sys- 
tem. That is the benefit of these agreements. It creates a mecha- 
nism for everybody to go forward in the same direction to address 
the issue in a similar way. 

Mr. Rothenberg. And to your specific point about foreign in- 
fringement, again, we would be very much in favor of this Congress 
pushing in the direction of incorporating the frameworks that we 
are talking about into global trade agreements. Whether you call 
that public solutions, or private solutions, or a quasi public-private, 
there is definitely a role for the public sector there. 

Mr. Watt. Another major problem that we were trying to solve 
with SOPA was the problem of repeat offenders. Sites that went up 
one day, got the DNCA notice, they got taken down, they were back 
up the next day, how the voluntary agreement is solving that prob- 
lem. 

Mr. Sherman. That is one of the core elements that we would 
like to see in all of these agreements, like with locker services or 
search engines who — for example, there are mobile apps. We asked 
Google to take it down because it is clearly infringing. Google takes 
it down. They go up again a week later using a slightly different 
name, but it is the same app. 

Repeat infringement policies there would make a difference 
where developers could be banned from the app store if they are 
going to continue to infringe. 

Mr. Watt. But I guess my question is can that be done through 
a voluntary agreement? 

Mr. Sherman. I don’t see why not. 

Mr. Watt. Who would be the parties to that agreement? 

Mr. Sherman. Well, the policy would be basically articulated by 
whoever the platform is. It could be Google, it could be Visa, it 
could be a locker service. Basically saying that if you are 

Mr. Watt. Encourage them to come to the table and enter into 
that agreement, I guess. 

Mr. Sherman. Exactly. Just that we are going to adopt as a best 
practice a repeat infringement police. For one company, it might be 
two; for another company, it might be five. But they are going to 
have a policy so that they don’t basically have the up, down, up, 
down, up, down process. But after a while they are saying 

Mr. Watt. So you would have a “three strikes and you are out” 
policy 

Mr. Sherman. Whatever number of strikes. 

Mr. Watt [continuing]. Or “five strikes and you are out” policy 
that sometimes we apply criminal law. 

Mr. Sherman. After all, we are talking about people who are in 
business, and they don’t want to be in the business of basically har- 
boring illegal content or dealing with the same problem over and 
over again, just like an ISP doesn’t want to have to deal with some- 
body who keeps violating their terms of service. They have an abso- 
lute right to decide who they are going to serve if they continue to 
engage in illegal conduct. 
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Mr. Watt. Okay. Well, I do want to applaud everybody who has 
been parties to these agreements. I think it is great that the pri- 
vate sector and all of the parties are trying to solve a problem. I 
am not sure I believe you are going to be able to solve all of the 
problem that way, but I guess if we keep having hearing after 
hearing after hearing about whether something is necessary, 
maybe it at least keeps the focus on the issue. 

At some point I think we are actually going to have to do some- 
thing other than have a hearing about it. So that is kind of where 
I come down on this. 

But I applaud it. I applaud your efforts. I heard Mr. Levitt’s con- 
cerns about — and especially in the pharmaceutical area. But I en- 
courage all parties to continue to try to work toward these vol- 
untary agreements so that we don’t have to keep having the hear- 
ing after hearing after hearing, and ultimately so that possibly we 
don’t have to do anything that would involve the government being 
involved. Surely that would be the worst thing that could happen. 
We could disband the police if we had enough voluntary agree- 
ments. 

So anyway, I yield back, Mr. Chairman. 

Mr. Coble. Gentleman’s time is expired. 

I want to thank the very fine panel of witnesses. I also want to 
thank those in the audience who have remained for this entire 
hearing. This indicates to me that you have more than a casual in- 
terest in this subject matter. And I thank all of you. 

This concludes today’s hearing. Thanks to all of you for attend- 
ing. 

Without objection, all Members will have 5 legislative days to 
submit additional written questions for the witnesses or additional 
materials for the record. 

This hearing stands adjourned. 

[Whereupon, at 3:41 p.m., the Subcommittee was adjourned.] 
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Executive Summary 

With more than a million sites that carry advertising and the hundreds of technology vendors, the 
transaction of ads in the digital advertising ecosystem is complex. Without some framev/ork for 
common ground, buyers aren't sure v/hich sellers to trust and sellers have a difficult time trying to prove 
their integrity. 

The lAB Quality Assurance Guidelines (QAG) promotes the flow of advertising budgets into digital 
advertising with industry regulation that offers a framework for brand safety. 

The mission of the Quality Assurance Guidelines (QAG) Program is to reduce friction and foster an 
environment of trust in the marketploce by providing cleor, common longuoge that describes 
chorocteristics of odvertising inventory and tronsoctions ocross the advertising value choin. 

The gools of the QAG progrom ore to: 

• Support the informotion needs of odvertising buyers 

• Define o common fromework of disclosures that sellers con use across the industry 

• Offer cleor longuoge in the QAG disclosure framework thot enables buyers to moke 
informed decisions 

• Review compliance among QAG-certified companies and facilitate the resolution of 
disputes and complaints. 

QAG offers value to both buyers and sellers: 

Benefits for the Buyer 

QAG provides transparency for buyers, enabling them to buy advertising inventory with 
confidence. QAG was created in joint efforts by buyers and sellers and represents the buyers' 
voice to sellers in defining terms for seller disclosure. 

Benefits for the Seller 

QAG creotes o simple, common, ond standord longuoge to describe ond clossify advertising 
opportunities. Doing so makes buying inventory easier for the buyer, which Increoses overall 
demand for QAG-certified sellers. Increosed inventory volue for certified componies enobles 
increosed revenue because QAG certificotion clossifies these companies os industry leoders, 
which clearly distinguishes them from any bad octors. 

Version 2.0 of the lAB Quolity Assuronce Guideline (QAG) includes updates thot improve the quality 
of the QAG Progrom. 

• All Sellers: Initiolly limited to only network ond exchonge members of the lAB, QAG 2.0 is 
opened up to any advertising inventory seller in the digital supply chain— lAB member or not. 

• Additional Certification Option: Componies con choose to self-certify as traditionolly 
offered, or add o loyer of certificotion that involves on independent porty who volidotes the 
self-certificotion. 

♦ Certification Process Defined: While defined in the previous version of QAG, version 
2.0 offers o more streomlined process for opplicotion, certificotion, ond renewal. 

* VideO/ Mobile/ Programmatic Considerations: Disclosures for technicol context, 
content type, creative specifications, programmatic exchange, and improved placement detail 
options incorporate information needs for buys that include video, mobile, and programmatic 
buying campaigns. 
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• Improved Reodobility: A document overhaul offers structure and guidance thot is more 
clearly defined for both buyer and seller audiences. 

Though QAG 2.0 offers improvements thot are sure to increase adoption across the industry, the lAB 
QAG Initiative is a living process that is improved only by industry participation and adoption. 

Audience 

Any party interested in the requirements or certification process for the QAG Certification Progrom can 
benefit from being familiar with the guidelines in this document. Specifically, any company interested in 
achieving QAG Certification status can use these guidelines as a resource for taking the steps 
necessary to achieve and maintain QAG Certification. 


1 Overview: Digital Advertising Transactions 

A transaction in digital advertising is on agreement between a buyer and o seller in which the seller 
provides inventory that the buyer values and purchases at agreed upon terms and conditions. This 
agreement is typically defined by a contract such os an Insertion Order (10), Terms and Conditions 
(T&C), or equivalent. This contract becomes the key vessel for a buy or campaign. 

The lAB Quality Assurance Guideline (QAG) Initiative aims to ensure quality in such transactions; more 
specifically QAG describes a framework within which sellers represent inventory to buyers, and in this 
representation aim to deliver safety, transparency, and trust in digital advertising transactions. 

The following sections describe the parties to a QAG transaction in more detail, the structural 
breakdown of a QAG transaction, and the different advertising formats that may be included in a 
QAG transaction, 

1.1 The Parries to a QAG Transaction Agreement 

A QAG Transaction is between a buyer and a seller, but in digital advertising a buyer may merely 
represent the party who owns the advertisements and ultimately pays for the transaction. A buyer may 
also purchase inventory without any initial representation of the advertisement owner. The seller may 
likewise represent the original owner of inventory, or may resell inventory that it has purchased from the 
inventory owner. 

In addition, while a QAG transaction only directly Involves the buyer and the seller, any number of 
indirect parties, such as technology and service providers, may play a role in providing the resulting 
digital advertising experience. 

1.1.1 Sellers 

A seller in a QAG transaction offers ad placement inventory to advertisers. Direct sellers either own the 
inventory for sale or represent the inventory owner. Indirect sellers don't have a direct relationship with 
the inventory owner, but may be qualified to resell a direct seller's inventory. 

Direct Sellers and APAs 

The most direct seller is a publisher company that provides content to an audience. The seller's 
inventory is ad space that offers value to advertisers depending on the size and demographics 
of the audience. While a publisher may sell this inventory directly, larger publishers moy 
appoint an agent to manage and sell this inventory. 
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In the QAG Program, this agent is an Authorized Publisher Agent (APA). An APA is also a 
direct seller. Publishers formerly appoint APAs ond the relotionship is estoblished with a 
contractual, and often financial, agreement. 

A publisher may choose to have one exclusive APA to provide more control over its inventory 
or moy hove more thon one outhorized ogent per site (domoin). In either cose, only the 
inventory owner moy designate o representotive APA. An APA is prohibited from oppointing 
onother APA or transferring its designotion os an APA to another non-APA agent. 

Indirect Sellers 

An indirect seller sells publisher inventory but does not have a direct, contractual relationship 
with the publisher. For example, an indirect seller, such as a network or exchange, may have 
an agreement with a publisher-appointed APA to resell remnant inventory but does not have a 
direct relotionship with the publisher. 

As an exomple to distinguish a direct seller from an indirect seller, a publisher moy partner with a 
company that is acting as an APA to monage its non-reserved inventory. The APA offers the publisher's 
inventory to various networks on a site-specific basis. When those networks controct with the APA to 
purchase inventory from the publisher, then the APA is o direct seller to the networks. If one of those 
networks resells the inventory purchased form the APA, the network is an indirect seller of the 
publisher's inventory. 

The value of QAG for Sellers 

Sellers work hard to offer value to buyers. Publishers, in particular, focus on developing quality content 
for their audiences and driving quality traffic to their sites, creating value for advertisers, However, the 
value to advertisers con be difficult to define and match to an advertiser's needs without some way to 
qualify claims made In a digital advertising tronsoction. 

With QAG certification, sellers have a way to distinguish themselves among those companies that offer 
quality, transparently defined transactions In the digital advertising market. 

1.1.2 Buyers 

A buyer in a QAG transaction buys a seller's inventory that it uses to advertise products or services to 
the seller's audience. Direct buyers either own the odvertisements for placement on the seller's site or 
directly represent the advertisements owner. Indirect buyers don't have a direct relationship with the 
advertisement owner, but may be qualified to assign the direct buyer's advertisements to a seller's 
inventory. 

Direct Buyers and Authorized Advertiser Agent (AAA) 

The most direct buyer is a brand company represented in the odvertisements it wonts to ploce 
on seller inventory; however, most prominent bronds hire on agency to manage their 
advertisement campoigns. 

In QAG, 0 brand-oppointed agency is an Authorized Advertiser Agent (AAA). An AAA 
represents on advertisement owner under a contractual, often finoncial agreement, between 
the odvertisement owner and the AAA. An AAA is also a direct buyer. 

The advertisements owner may appoint more than one AAA, but only the advertisement owner 
may designate a representative AAA. An AAA may not appoint another AAA or transfer its 
designotion as an AAA to another ogent. 
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Indirect Buyers 

An indirect buyer purchases seller inventory without formerly representing an advertisements 
owner. For example a technology company may purchase inventory in anticipation of placing 
a direct buyer's advertisements in the purchased inventory. 

Also, an indirect buyer may purchase remnant inventory without any initial representation of 
the advertisements it will place in the purchased inventory. In many cases, an indirect buyer 
may purchase inventory and then become an indirect seller of the inventory purchased. 

The Value of QAG for Buyers 

With all the technology, proprietary practices, service vendors, and other digital advertising products, 
details for a purchase can be difficult to decipher. Agency buyers have a responsibility to their clients to 
ensure client brands are associated with a quality experience. 

Buyers that buy from QAG-certified companies con be assured that transactionol claims are inline with 
practices that ore self-regulated and reviewed quarterly. 

1.1.3 Non-Transactional Parties 

Though a digital advertising transaction is an agreement between the buyer and the seller, several 
organizations may be party to enabling the tronsaction or offering additional products and services 
based on transactionol dota. Some exomples of non-transactional parties ore the technology plotforms 
such as ad servers, privacy vendors, and tag management. 

Additionally, services such os medio ottribution, creotive optimization, and other anolytic offerings moy 
use data from a transaction they're not party to in order to add value either to the transaction or to 
future transactions with other, possibly unreloted, buyer-seller agreements. 

A graphical view of the digital advertising arena might help illustrate all the parties that might be 
involved in delivering a successful media experience. Please visit http://wvw.ciab . .net/ i abar en a for an 
illustrative view of the lAB Digital Advertising Arena. 

The Value of QAG for Non-Transactional Parties 

For parties that ore neither a buyer nor o seller in a tronsoction, supporting QAG-certified tronsactions 
con help on orgonizotion encourage more quolity tronsoctions in the morketploce. Commitment to 
working with QAG-certified componies helps a supporting organization ensure thot it operates within 
quality market transactions and therefore provides better quality products and services. 

For information on becoming a QAG Supporting Member, please visit 
hit|!;/Vy<ww,iob,n6y^ °pply os a Supporting Sponsor. 

1.2 The QAG Transaction 

The QAG Transaction is an agreement between a buyer and a seller in which the seller discloses the 
expected context where ads display and the buyer agrees to the terms and conditions in which the 
tronsaction is disclosed. In a QAG transaction, a seller is as tronsparent os possible obout how the 
transaction will be executed. 

The lAB acknowledges that sellers can't always disclose everything in a transaction; sellers may not 
know or have access to such details, depending on the nature of the transaction. In such situations, the 
seller must disclose its lack of knowledge where applicable. This transparency enables the buyer to 
ossess volue and risk associoted with the tronsaction. 
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Transaction details and level of transparency are disclosed at the time of transaction before the buy is 
executed. In the case of a programmatic transaction, certain details may be disclased 
pragrammatically during real-time transactions as they occur, but details an the expected execution of 
programmatic transactions are disclosed at the time the buyer-seller agreement is made. 

Disclasures in a transaction are categorized under: 

• Inventory Acquisition 

• Inventory Evaluation 

• Transaction Execution 

Each af these transaction categories is described in sections 1 .2. 1-1 .2.3 as follows. 

1.2*1 Inventory Acquisition 

Acquiring inventory involves disclosing details such as the buyer and seller relationships to 
advertisement and inventory ownership, respectively, the level of transparency over the source URLs to 
where ads are expected to display, and the expected technical context in which ads display. 

Inventory acquisition disclosures are described in the sections listed as follows: 

4.1 .1 Transaction Party Source Relationships 

4.1.2 Source Level Transparency 

4.1.3 Technical Context 

1.2*2 Inventory Evaluation 

Evaluating inventory involves determining how "safe" the inventory is for the buyer's ads. For example, 
for what audiences are contextual sites rated? What type of content is provided on inventoried sites? Is 
the inventory being offered at a site or page level, or a deeper level? What are the placement details 
and what creative specifications are accepted? 

Inventory evaluation disclosures are described in the sections listed as follows: 

4.2.1 Content Type 

4.2.2 Content Classification 

4.2.3 Content Rating 

4.2.4 Non-Standard Classification 

4.2.5 Illegal Content Prohibited from Sale 

4.2.6 Level of Confidence 

4.2.7 Targeting Depth 

4.2.8 Placement Details 

4.2.9 Creative Specifications 

1.2.3 Transaction Execution 

Two important details are disclosed regarding the execution of the transaction: how data is used and 
what is disclosed in real-time for programmatic transactions. While programmatic buying details are 
disclosed in real-time, the expectation for real-time disclosures is stated at the time of establishing the 
buyer-seller agreement. 
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Transaction execution disclosures are described in the sections listed as follows: 

4.3.1 Doto 

4.3.2 Progrommatic Buying/Auction Mechanics 

1 .3 Advertising Formats of a QAG Transaction 

A QAG tronsoction may include various types of odvertising formots thot can ronge from generol 
disploy ond text to video or mobile options. In addition, progrommotic buys that moy exchonge o 
combinotion of these formots in a tronsoction moy be defined os port of o compoign or os the primory 
execution of the campaign. 

QAG 2.0 supports disclosures for advertising formats described in the following sections from 1 .3.1 to 
1.3.4. 

1.3.1 Display and text 

In general, traditional display and text advertising are the most common forms of advertising. Display 
and text advertising can provide rich, Interactive experiences to audiences for which they are 
displayed. 

QAG-certified transactions offer transparency into the context where ads are being served. This 
transparency enables advertisements to be paired with the right inventory, increasing the value of the 
inventory by offering some level of brand protection depending on the level of transparency disclosed 
in the transaction. 

QAG was designed with traditionol disploy and text formats in mind, but disclosures regording details 
such as the technical context, content type, and placement and creative details help distinguish 
traditional display from formats such as that for video and mobile. 

1.3*2 In-Stream Video 

In-stream video inventory is ad space offered In the context of streaming video, Ads moy be a lineor 
video that plays before, after, or during o break in the streaming video, or ads may be in the formot of 
an image or interactive media that overlays the streaming content. 

QAG supports disclosures specific to tronsoctions that include in-stream video ads. Disclosure options 
described in the following list help define in-stream video inventory in a QAG tronsoction. 

4. 1 .3 Technical Context: a seller can disclose the technical context for its inventory, which 
includes digital in-stream video as an option. 

4,2, 1 Content Type: o seller can disclose the content type of its inventory. Video is on option 
for this disclosure, but may define any type of video content, including both streaming 
and progressive download formats as well as connected tv. 

4,2,8 Placement Details: a seller can disclose accepted media formats for its inventory, 
including specific in-stream video ad formats thot align with the lAB Video Ad Serving 
Template (VAST) 3.0. 
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1.3.3 Mobile 

With the rapid adoption of mobile devices over the last few years and the increased sophistication of 
each new mobile device brought to market, advertisers can't help but look for inventory that is offered 
in a mobile context. 

Mobile advertising is specific to applicotions installed on consumer devices (native apps), browser- 
based applications designed for mobile (Web opps), or mobile-optimized and responsive design 
websites. Browser-bosed advertising designed for desktop computers and merely viewed on a mobile 
device is excluded from the generally accepted definition of mobile advertising. 

As with in-stream video, certain QAG disclosures help to define o tronsoction thot includes mobile 
advertising: 

4,1,3 Technical Context: a seller can disclose the technical context for its inventory, which 
includes mobile as an option. 

4,2,1 Content Type: a seller can disclose the content type of its inventory. Games and 

applications are offered as an option ond are generolly associated with mobile devices, 
but these content types may also be designed for desktops or game systems. Paired with 
disclosures for technical context and placement details, other content type disclosure 
options such as music, video, and text can help better define a transaction that includes 
mobile advertising. 

4,2,8 Placement Details: a seller can disclose accepted media formats for its inventory, 
such as whether the inventory is specific to native apps, web apps, or mobile-optimized 
or responsive design webpages. 

1.3.4 Programmatic Buying/Auction Mechanics 

Programmatic transactions are handled by automated systems that exchange ads and inventory in real- 
time. These exchanges are often executed based on various real-time bidding (RTB) auction types 
defined by parameters set up in user Interfaces. 

For buyer-seller agreements that include programmatic buying components, QAG offers guidance on 
disclosures that con be made in real-time programmatic transactions. While the nature and 
expectations of the progrommatic buy are disclosed upon establishing the buyer-seller agreement, 
specific details are disclosed upon execution of real-time exchanges. 

In addition to the option for "full real-time" disclosure of the source URL (section 4. 1 .2), section 4.3.2 
offers guidance on disclosing the auction type and other optional details for a reol-time exchange. 


2 QAG Certification Process 

Certification can be obtained at two different tiers: self-certification and independent validation 
certification. A company has the option to choose one tier or the other, The selected method is 
recorded and displayed on the lAB website. Since the internal processes for both certification tiers are 
the same, a company that certifies under self-certification can add independent validation certification 
at any time to achieve the higher level of certification. 


1 1 
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Self-certification is obtained with a self-attestation that the company is adhering to the lAB Quality 
Assurance Guidelines. Independent validatian certificatian is obtained by inviting an independent 
vender ta validate that a campany is adhering ta these guidelines. The process is parallel far bath 
except that in an independent validation, the validating company submits additional required 
attestation paperwork and reports. 

Transition from QAG 1 .5 to QAG 2.0 

Companies previously certified under QAG 1 .5 can renew certification under those guidelines in 
201 3. However, all companies certified under QAG 1 .5 are afforded six month from the release of 
QAG 2.0 to certify under the new 2,0 guidelines. QAG 1 .5 certificatian will expire and na longer be 
supported six months after the release of QAG 2.0 (the publication date of this document is the QAG 

2.0 release data and is indicated an the title page). 

All new applicants will be certified under QAG 2.0 as of the release of this document. 

The QAG certificatian process involves: application, a six-manth gating period, and finalization af 
certification. These steps are outlined in the fallowing sections from 2. 1 ta 2.3. Further details of 
compliance expectations are described in section 3. 

2.1 Application 

QAG certification begins by applying online at lAB's website. Details about application are defined 
below. More information can be found at ht tpi/Avww.iab.ng^t/Q AGaDply. 

2.1.1 Qualification 

Any company that sells inventory in the digital advertising supply chain can qualify far QAG 
certification. Previously, certification was only open to lAB member companies; however, in QAG 2.0, 
certification is open to nan-member companies. Additional fees may be required for nan-member 
company certification, 

Certificatian may not make sense far same companies. For example a brand company doesn't 
explicitly exchange any data ar ads directly, but may choose to only work with QAG certified 
companies to serve and manage their campaigns. Companies that don't qualify for QAG certificatian 
can choose ta be a supporting member of the QAG Certification Program. Far a fee a QAG 
supporting member company receives a Supporting Member seal and the option af participating in 
future discussions around guideline evolution. 

Ta apply as a QAG Supporting Member, please visit htf p : // www . i o b . n et/ QAG a p p I y and apply as a 
Supporting Member. 

2. 1 .2 Key contacts 

Key contacts described in the fallowing list are needed on file and available for QAG certification 
related communication. A single person may be listed far multiple contacts, and specific titles or rales 
are not required far any of the contacts. The lAB simply needs these contacts on file and available for 
QAG certification related communication. 
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The following contacts help focilitote lAB communicotions with QAG-certified companies: 

• Compliance Officer: The compliance officer is an oppointed person at the applicant 
company who will ottend training and lead the effort to ensure thot the compony is QAG- 
compliant, 

• Billing: A contact must be identified for billing QAG Certification and renewal fees. 

• Marketing: Upon certification, the marketing contact on file is given the QAG Certification 
seal and any other materials and information that the company can use to promote itself as a 
certified company, 

• Business Lead: Someone with decision-making authority must be identified to ensure QAG 
Certificotion is supported ot the executive level. 

• Rights and IP Contact: After certification, the lAB needs to make a contact available for 
the market should any claims of infringements on intellectual property, copyrights, or other 
proprietary work or process be brought to light while in the QAG Certification Program. 

2.1.3 Certification Fee 

The fee for certification depends on lAB membership ond application details. lAB members poy o 
reduced fee while non-lAB members ore charged o higher fee. A smoll fee is required for companies 
who wont to be QAG Certification Program Supporting Members. And Start-ups receive o speciol 
introductory low rote for certification. The certificotion fee covers troining for up to two people ond 
supports the lAB infrastructure for processing and publishing certification. 

Detoiled fee information can be found on lAB's website ot http:/7www.iab-net/QA Gap ply. 

2. 1.4 Training Availability 

The application processes includes scheduling training. Training is required tor the company's 
appointed QAG Compliance Officer, and is scheduled during the application process. The complionce 
officer completes training during the six-month gating period described in the next section, 

2.2 Six-Month Gating Period 

To accommodate for training needs to be QAG certified, companies who apply to be QAG certified 
enter a 6-month gating period. The gating period starts with the date that the lAB QAG training 
progrom is scheduled to start. 

During this time: 

• The oppointed compliance officer completes training 

• Quality assurance compliance team is assembled 

• Quality Assuronce Description of methodology (DOM) is developed 

• Compliance team is trained on quolity assuronce methodologies documented in the compony's 
DOM 

• Conduct at leost one internal audit (self-certification) or coordinate with validation vendor to 
conduct independent review (independent volidotion) 
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2.3 Certification 

With training and consistent quality assurance methodologies in practice, the company is certified when 
required documentation is submitted and certification status is posted to lAB's website. Upon 
certification, the lAB sends materials to the marketing contact on file for promoting the company's QAG 
certificotion stotus. 

Document requirements for certification ore dependent on the certification option selected: self- 
certification or independent validation. 

2.3.1 Self-Certification 

A company wishing to self-certify must submit the following documents: 

• Application fee 

• Internal audit report 

• Signed Attestation documents: 

o Compliance Officer Attestation (see Exhibit A in the Appendix) 
o Executive Attestation, signed by the CEO, CFO, or Business Head (see Exhibit B in the 
Appendix) 

2.3.2 Independent Validation 

To achieve certification by independent validation, a company can invite an independent vendor to 
validate that the company is QAG-Compliant. A validating company may be any accredited auditing 
company such as a licensed law firm or licensed CPA. In addition, any company that submits for and is 
approved by the lAB may conduct independent validations. 

While independent validation was designed to provide limited assurance, ensuring that all QAG 
requirements are being met within the company's operations, technology and supporting 
documentation may take some time to review. Review time depends on several factors such as 
company operations maturity level, organization size and complexity, and technology. Additionally, the 
initial review will take longer than subsequent reviews as Is common in most ongoing engagements. 
Companies should solicit multiple proposals from qualified vendors to ensure that they are getting the 
appropriate level of service at the most competitive price. 

Independent validation will include review of, but is not limited to, the following: 

• Job description of the compliance officer 

• Training policy and procedures 

• Internal audit policies and procedures 

• Established policies & procedures related to internal control 

• Policies and procedures for adding new advertisers 

• Policies & procedures related to adding new Publishers, including how new Publishers are 
vetted (and "re-vetted") 

• Policies & procedures related to complaint handling/resolution to ensure compliance with the 
lAB Guidelines 

Established policies & procedures related to internal control that have been established by the 
organization, To achieve independent validation, the certifying company submits documentation listed 
in section 2.3.1, and the validating company submits the following: 

• Independent Validation Attestation (see sample attestation, Exhibit C in the Appendix) 
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2.3.3 Publication of Certification Status 

The lAB publishes QAG certification announcements for companies that have successfully implemented 
these guidelines at the end of the 6-month gating period. Publication includes identification of the 
certification method chosen: self-certification or independent validation. The list on the lAB QAG 
Certified Companies page is updated as needed to reflect all current QAG certified companies. 

To see a list of currently certified companies, please visit htt p : /./vavw. ia b . r ; el /Q A G . 

2.4 Certification Renewal 

QAG Certification is an ongoing process ond must be renewed each year. The QAG Certificatian year 
begins an April T'. The lAB sends renewal natificotians to all QAG-Certified campanies priarta this 
date. Renewal requirements depend on whether the company is self-certified ar independently 
validated. 

2.4.1 Self-Certification 

A company renewing self-certification must submit the following documents: 

• Renewal fee 

• Internal audit report 

• Signed Attestation documents 

o Compliance Officer Attestation (see Exhibit A in the Appendix) 
o Executive Attestation, signed by the CEO, CFO, or Business Heod (see Exhibit B in the 
Appendix) 

2.4.2 Independent Validation 

To renew an independent validation certification, a company invites an independent vendor to validate 
that the company Is QAG-Compliant. This independent vendor must also submit an attestation 
validating the QAG certification opplicont's quality assurance claims in addition to the company- 
submitted documents listed in section 2.4.1. 

• Independent Validation Attestotion (see Exhibit C in the Appendix) 


3 QAG Certification Program 

The lAB Quality Assurance Guidelines (QAG) Certification Program is voluntary and represents the 
ongoing process of defining and maintaining guidelines for transparency in the buying and selling of 
media inventory online. 

QAG-certified companies enter into an ogreement with the lAB in which the company is responsible for 
moking inquiries, obtaining relevont ond necessory reports, ond otherwise regulorly reviewing its 
activities so that it can represent and confirm at all times that it is in compliance with the Program. 

The components of the QAG Certification Progrom are described in the following sections 3. 1 to 3.6. 
Inventory tronsoction disclosure requirements ore described in section 4. 

3.1 lAB QAG Initiative Steering Committee 

The lAB QAG Initiative Steering Committee (the Committee) is the governing body for the QAG 
Progrom. In generol, the committee is seated with QAG company representatives. 
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The QAG Steering Committee mandate is: 

• Evaluate any QAG related comploints and determine the responsibly and penalty 

• Provide guidance and vision for current and future QAG efforts 

• Oversee and ensure progress of QAG efforts 

• Evongelize the program in the marketplace 

• Report progress or issues to lAB Executive Committee ond Boord of Directors upon invitation 

• Ensure any policy issues within the QAG effort is properly shared with lAB Policy leadership 

Details about the structure, duties, and other relevant information about the lAB QAG Initiative Steering 
Committee can be found on the lAB website at: 

htt p :/ 7vv w w.io b-net/QAG! nil i onv e/cverview /steering committee . 

3.2 Disclosure 

The following list summarizes disclosures that are expected at each of the three phases of digital 
advertising transactions outlined in this document: inventory acquisition, inventory evaluation, and 
transaction execution. 

Please review section 4 for specific details on disclosures. 

3.2.1 Inventory Acquisition 

Upon inventory acquisition, QAG certified companies should accurately label inventory in accordance 
with the established content framework defined in section 4.1 . This framework includes inventory 
disclosures in the following four cotegories: 

• Source Identification 

• Source Relotionship 

• Source Level 

• Technical Context 

3.2.2 Inventory Evaluation 

Once inventory is identified, QAG certified companies should accurately label surrounding content and 
other inventory details in accordance with established guidelines os explained in section 4.2. Inventory 
evaluation disclosures fall within the following four categories: 

• Contextual Content 

• Targeting Depth 

• Plocement Details 

• Creotive Details 

3.2.3 Transaction Execution 

Upon final transaction, QAG-certified companies must accurately identify intent for data collection and 
usage and follow programmatic buying disclosures, if applicable, in accordance with established 
guidelines as exploined in section 4.3. Execution disclosures are outlined as follows: 

• Data 

• Programmatic Buying/Auction Mechanics 
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3.3 Compliance Officer 

To ensure that QAG-certified companies continue to maintain compliance with these guidelines, the 
compliant company appoints a QAG Compliance Officer. If a company is self-certified, this compliance 
officer oversees a quarterly review to ensure QAG compliance. Upon certification and each year 
during certification renewal, the QAG Compliance Officer submits a report of the most recent internal 
audit. For companies that are independently validated, the QAG Compliance Officer facilitates an 
independent vendor review for initial certification and each year for renewal. The independent vendor 
submits a letter of attestation validating the company's compliance with QAG. 

Whether self-certified or independently validated, all QAG-certified companies are required to have a 
trained QAG Compliance Officer on staff. No requirements are made for the job description or specific 
title or role requirement of the QAG compliance officer. 

3.3.1 Qualifications 

The QAG compliance officer should meet the following minimum qualifications: 

• Have reporting relationships whereby compliance assessments are not influenced or biased by 
operations personnel being tested for compliance 

• Have adequate technical training and proficiency in testing and assessing compliance 

• Have adequate knowledge of the subject matter covered within these guidelines 

• Have an independence in mental attitude with regard to compliance assessments: 

o Maintaining intellectual honesty and impartiality 
o Objectively considering facts using unbiased judgment 
o Exercise due prafessianal care in perfarming self-certification tasks described as 
follows in section 3.3.2. 

3.3.2 Responsibilities 

The Compliance Officer is responsible for the following: 

• Attending lAB compliance training (in person or online*} 

• Educating Internal teams on lAB Quality Assurance Guidelines and notifying them of any 
changes 

• Providing internal review documentation for QAG Attestation 

• Maintaining the company's Descriptian of Methadalagy 

*While attending online training is acceptable, online training may ar may not be available. Check 
with your QAG representative for availability. 

3.3.3 The QAG Compliance Team 

Recognizing that companies both large and small apply far QAG certification, no requirements are 
made for the resources needed to support QAG compliance. 

The QAG compliance team is responsible for the following: 

• Reviewing the publisher intake process 

• Reviewing content 

• Applying the standard rating system to content 

• Implementing quarterly reviews for quality control 
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3.4 Quarterly Reviews 

lAB training for compliance focuses on outlining the principles for internal reviews and is developed 
with the guidance of the lAB QAG Initiative Steering Committee. Quarterly reviews create consistency 
across the industry. 

The QAG Compliance Officer is responsible for overseeing quarterly reviews, which should insure that: 

• Guidelines are consistently and completely followed 

• Error situations are detected in a timely fashion 

• Appropriate corrective measures are taken in a timely fashion 

Internal reviews should also include a risk analysis of certoin control functions to assess how much 
testing is needed to volidate odherence. Also, actual testing of doto (i.e. sites, poges, ads, logs, etc.), 
both stotistically and judgmentally bosed, should be used to validote that the existing control structure is 
designed correctly and operating effectively. 

3.5 Description of Methodology (DOM) 

The QAG Description of Methodology, or DOM, describes the compony's technicol methods for how 
inventory detoils ore disclosed to parties with whom the QAG-certified company does business and the 
processes for ensuring that stated practices are maintained. 

The DOM is central to QAG Certification. Quarterly and independent reviews are based on the 
methodologies documented in the DOM. The better the DOM ond the technology and proctices that 
support it, the more efficient the process for quorterly ond independent volidation reviews. The level of 
detoil plays a role in a good DOM, A DOM too detolled might be overly complex ond difficult to 
mointain, but a DOM too simplified may be too vogue to oppropriotely meet minimum certification 
guidelines. 

The lAB does not define how this document should be structured or the content required, but at a 
minimum, a well-defined description of methodology might incorporote the following: 

• Clearly stated guiding principles for the compony ond its QAG Certification Progrom 

• Regulor proctices involved in disclosing inventory detoils 

• Description of how company technology discloses inventory details 

• Defined plan for ensuring all quality assurance technology and regular practices are 
maintained 

• Method for detecting ond correcting errors 

• Process for moking updotes to the QAG Certificotion Program ond the corresponding 
documentation in the DOM 

While the DOM is not submitted for certification or renewal, the internal audit is based on the DOM 
and the most recent version of the DOM should olways be avoilable should it be requested for review. 

3.6 Enforcement & Appeal 

QAG compliance is peer-enforced. In order to ensure that the value of QAG certification is maintained, 
a formal process is in place for componies to make complaints about non-compliance. 
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3.6.1 QAG Non-Compliance 

Camplaints made against a QAG-certified campany may be one of two complaint types: 

♦ QAG non-compliance 

• Intellectual Property (IP) infringement 

Complaints regarding QAG non-compliance may affect certification while IP infringement complaints 
do not. Please see section 3.7 for details on IP infringement complaints. 

A company that is party to a QAG-certified transaction may submit a complaint against the other party 
of the transaction regarding any non-compliance experienced. The complaint must include specific 
evidence of non-compliance and must be signed by someone of ot least manager level at the company 
making the complaint. 

To submit a complaint, please visit ht tp://www.lob.net/QAGCom pioi nts . 

3.6.2 Validating Complaints 

Upon receiving a complaint, the lAB QAG Steering Committee votes on whether the complaint is valid. 
If deemed valid, the accused QAG-certified company is notified of the complaint before the Committee 
mokes o judgment regarding the complaint. 

Before judgment on a complaint is made, the accused company may repudiate the allegation of non- 
compliance or remediate any alleged incidents of non-compliance. 

If the Committee makes a judgment against the accused company, the company must work in a good 
faith effort to resolve the complaint as quickly as possible. 

3.6.3 Loss of Certification 

If three or more complaints against a single company are deemed valid within a six-month period and 
valid complaints are not resolved within that six-month period, certification for the company is removed. 
The company must cease to market itself as a certified company and the company name is removed 
from the published list of QAG-certified companies. Complaints are not made public. 

3.6.4 Appeal and Recertification 

Within 1 0 days of the Committee decision to remove certification, the company may appeal before the 
full Committee. 

In order to become recertified, the compony must provide documentotion on how ond when the 
complaint was addressed and the steps it has taken to ensure that similor problems will not occur in the 
future. Documentation of complaint resolution must be presented before the full Committee. 

If the majority of the Committee is satisfied with the explanations and evidence of resolution, the 
company may pay a recertification fee to the lAB and resume marketing itself as QAG certified. The 
company is also republished to the list of QAG-certified componies. 

3.7 Intellectual Property (IP) Infringement Complaints 

To facilitate a rights holder complaint about copyright infringement, the lAB provides an inbox for such 
complaints that it forwords to the olleged infringing componies. To file a complaint, pleose send detoils 
obout your complaint ond the offending company to IPcompioinrs@i ab.net. The lAB will direct this 
complaint to the relevant contact at each QAG participating company. 
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4 Disclosure Details 

Transparency is vital to establishing trust and enabling the flow of advertising budgets throughout the 
marketplace, QAG 2,0 requires transparency at each phase of a media transaction and provides a 
framework for labeling inventory so that buyers can accurately assign value and/or assess risk. All 
disclosures defined throughout section 4 should be disclosed in the buyer-seller agreement prior to 
running the buyers ads on the sellers' sites. 

Inventory Framework 

The QAG Inventory Framework is a series of defined disclosures that clearly labels the seller's inventory 
for the buyer. This framework simplifies transparency and adds value to reported impressions 
regardless of the level of transparency. 

QAG-certified sellers must use the QAG Inventory Framework to label all inventory sold so that 
advertisers can accurately assign value and/or assess risk. Recognizing that some transactions can't be 
as transparent as others, the QAG inventory framework allows for non-transparent transactions as long 
as they are labeled as such. 

For each buyer-seller agreement (i,e. insertion order (lO), campaign, or buy), the buyer can reasonably 
expect that every impression run under the agreement meet the criteria represented. 

If any seller within a single agreement sells an array of inventory with multiple levels of transparency, 
the agreement must structure the inventory so that each level of transparency is represented in a 
different line item. If the inventory is not or cannot be separated into different line items, then all 
inventory must be assigned a level of transparency equal to the least transparent item sold in the 
agreement. 

The QAG Inventory Framework is broken down into phases of inventory transaction as it happens 
either in real time or processed prior to running impressions. The three phases of transaction defined in 
the inventory framework are: inventory acquisition, inventory evaluation, and transaction execution. 

Required disclosures for each phase are described in sections 4.1 to 4.3. 

4.1 Inventory Acquisition 

The details disclosed as part of acquiring the inventory include identifying the parties involved in the 
agreement, the level of transparency in disclosing source page URLs, and the technical context 
describing the environment in which ads are served. 

4.1.1 Transaction Party Source Identification and Relationships 

QAG-certified companies must disclose their relationship with the owner of the source of media. This 
relationship may be either direct or indirect on either the sell side or the buy side. 
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Tronsoction party source relationships ore defined in the following tobie; 


Tobic 4-1 : Transocliort Party Source ReJotronshfps 


Direct 


Indirect 


Programmatic 


Owns inventory to be sold or Sells inventory that it doesn't own Mimics a seller, either 


formerly represents the owner in 
a corttroctual agreement. 
Publishers or Authorized 
Publisher Agents |APA) one direct 
sellers 

The party that owns or represents 
advertisements to be placed on 
the seller's ovoilable medio 
inventory. Advertisers or 
Authorized Advertiser Agencies 
{AAAI ore direct buyers. 


or directly represeni A netvyforV 
or exchange with no direct 
relationship to inventory owner is 
on example of on Indirect seller. 


Purchoses Inventory on behalf of 
o direct buyer but locks on 
outhorized direct relationship 
with the advertiser 


direct or irtdireci. but is 
represented by on 
oulomoted technology 
ptatform in reoktime 
Ironsoctions. 

Mim»cs a buyer, either 
direct or indirect, bul Is 
represented by an 
automated technology 
platform in reoMime 
transactions. 


See section 1 . ] for more detailed descriptions of the porties to a QAG Tronsoction. 


Buyer may not resell inventory on an exchange without having disclosed to the seller in 
advance that an exchange^sed re*sole is omong the monetization options the buyer 
may pursue. 


4.1.2 Source Level Transparency 

Both buyers and sellers need to know how much will be disclosed regarding the source URL For the 
inventory to be sold. Source level tronsporency moy be disclosed in full in real time, os a complete list 
of sites to be used (full disclosure), os o list of potential sites to be used {portial disclosure), or os o 
general list of possible contextuol sites or unknown sites (no disclosure) where ods moy run. 

Except for full reoUime disclosure, source URL disclosure level is disclosed in on ogreement prior to 
running impressions. The buyer-seller agreement should specify the terms by which the seller may 
updole Ihe inventory source URL list. 

Source level tronsporency includes the following. 

Full real'time disclosure 

The seller passes the buyer the complete URL for the inventory where the od displays in reol 
lime for each outomoted tronsoction and is possed ot the moment of impression. Full reol-fime 
disclosure enables the buyer's od-serving workflow to decide on a number of factors for 
serving the od such os voluotion ond creotive selection. 

Full reoUime disclosure requires that the complete URL of the original publisher poge where the 
od disploys omong publisher content is provided to the buyer's system. Disclosing only the 
ifrome URL (hot is seporote from the poge that contoins content is NOT considered full reoL 
lime disclosure 


® 2013 Interactive Advertising Bureau 


21 


QAO_v20 



142 


lAB Quality Assurance Guidelines 2.0 


For native mobile applications, a source URL is not available. In these cases, full real-time 
disclosure requires providing the complete URL for the app store page where the application is 
listed. 

In all cases for full real-time disclosure, sellers must pass the content source URL or app store 
URL without modification. 

Full disclosure 

In full disclosure, the seller discloses to the buyer, prior to running impressions, a list of all the 
website domains and/or native mobile applications where ads may run, Ads may not run on 
all sites or applications listed, but ads will not run on any sites or applications other than those 
listed. 

Partial disclosure 

In partial disclosure, the seller discloses to the buyer, prior to running impressions, a list of 
representative sites and/or native mobile applications where ads will run. Ads may run on sites 
and applications other than those listed, but will not necessarily run on all sites and 
applications listed. 

No disclosure (blind/no site list): 

With no disclosure, the seller discloses to the buyer, prior to running impressions, that the seller 
is blind to the sites or native mobile opplicotions on which ads will run, or that ads may run on 
certain contextual sites, such as “automotive" sites. 

4. 1 .3 Technical Context 

The technical context of the inventory includes whether the inventory is intended for display in a 
browser, digital in-stream video, mobile specific, or unknown. 

Browser: inventory displays in a browser, typically for desktop viewing. 

Digital in-streom video: inventory displays In the context of streaming video within a 
video player. Video companion ad inventory Is considered contextual to digital in-stream video 
even though it is displayed in a browser near the digital video player. 

Mobile: inventory is intended to play within content optimized for mobile viewing, either 
within a native mobile application, in a browser-based application intended for mobile 
viewing, or a mobile-optimized web page. 

Connected TV: inventory displays in the context of a web-connected television device. 
Unknown: inventory may display in any of the contextual technology platforms. 
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4.2 Inventory Evaluation 

Evaluating the seller's inventory means establishing the context in which ads are displayed. Disclosing 
contextual details far cantent includes identifying the fallawing: 

5.2.1 Content Type 

5.2.2 Content Classification 

5.2.3 Content Rating 

5.2.4 Nan-Standard Classification 

5.2.5 Illegal Content Prohibited From Sale 

5.2.6 Level of Confidence 

5.2.7 Targeting Depth 

5.2.8 Placement Details 

5.2.9 Creative Acceptance Details 

4.2.1 Content Type 

While sections 4.2.2 - 4.2.5 address classification of content, disclosing the content type helps QAG- 
certified companies determine the medium af the cantent. 

The cantent type describes the type af cantent that is displayed either near the ad, or immediately 
before or after the ad is displayed. It provides the advertiser with information about the viewing 
context, or the activity that the user is engaged in when they are shown the ad. 

Cantent type may be classified as one of the following: 

• Video: a video file that is streaming or loading, including (Internet) television broadcasts 

• Game: an interactive software game that is running 

• Music: an audio file or stream that that is playing, including (Internet) radio broadcasts 

• Application: an interactive software application that is running 

• Text: a document that is primarily textual In nature, including web page, ebook, or news 
article 

• Other: the user is consuming content of known type but which does not fit into one of the 
categories above 

• Unknown: content type is unknown 


4.2.2 Content Classification 

The content in which an ad is placed is important to both parties, but especially for the buyer who is 
concerned about brand safety. The contextual content can be disclosed in all media types, whether 
browser-based, video, or mobile. If the contextual content for where ads are displayed can't be 
identified, then the cantent classification can be disclosed as "unknown." 
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A contextual taxonomy helps classify content in o fomilior way ocross the industry QAG-cenilied 
companies must, if applicoble to the buy, develop o contextuol loxonomy relevont to the inventory they 
offer and consistent with the tiered structure outlined in this section. Contextual content information is 
not to be passed in reoMime unless the source level tronsporency is “full reol-time disclosure." 

4.2.2. 1 The QAG Toxonomy 

The QAG Certificotion Program offers o contextual taxonomy developed in consullolion with toxonomy 
experts from ocodemio, od measurement companies, and members of the tAB Networks & Exchanges 
Committee. This taxonomy defines contextual content cotegories on ot leost three different tiers. 

The first tier is o brood level category defined os a targeting depth of either: colegory/portol, site 
section, or poge. Tier 2 categories and greater ore odditionol categories nested under Tier 1 
categories. Both tier 1 ond tier 2 categories ore formerly estobhshed lor the QAG Certificotion Progrom 
so content classification con be consistent across the industry. 

QAG<ertified companies define their own content clossificotion toxonomy based on the QAG 
Contextual Content Tier Structure. See section <1.2.2.2 for detoils on defining a custom toxonomy that is 
compliant with the QAG progrom. 

The following table (table 4-1 ) describes the tiered toxonomy for contextual content classification. Toble 
4-2 provides o somple of QAG established cotegories. 


Table 4-2! QAG Conr«xli>al ConhHit Cios&ificalion Tier Slrvtdufe 



Delintlion 

Tier 1 

1 

Primary content definition for the targeting levels of category, site, or section. 

This level defines the general cotegory of the content. 

Categories at this level are formerly established for QAG. 

1 

Tier 2 

Secondary content level categories nested under Tier 1 . 

Categories at this level are formerly established for QAG, 

Tier Z*- 

Sub-categories nested under Tier 2. 

Categories at this level and greater are defined and 
maintained by individual companies. 
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The following (able is a sample of (wo of (he tier 1 categories in the Forma)ly>es(oblished QAG 
Toxonomy along with their tier 2 nested cotegories. Updotes are mointained on lAB's website at 
h((p//ww\V job.net/QAGlnitiQtiv^pverview/tox Qnomv . 


Table 4*3; Somple QAG Contexiud Content Categories 


Tier 1 Category 

Tier 2 Categories 


Books and Literature 


Arts & 

Celebrily Fan/Gossip 


Entertoinment 

Fine Art 



Humor 



Movies 



Auto Parts 

Hybrid 


Auto Repair 

Luxury 


Buying/Selling Cars 

Mini Von 


Cot Culture 

Motorcycles 


Certified Pre-Owned 

Off-Rood Vehicles 

AutomoHve 

Convertible 

Pickup 


Coupe 

Rood-Side Assistance 


Crossover 

Sedan 


Oieiel 

Trucks and Accessories 


Electric Vehicle 

Vintoge Cars 


Hotchbock 

Wogon 


4.2.2.2 Custom Taxonomies for QAG 

QAG-certified companies are not required to use all cotegories developed for the loxonomy and 
should develop (heir own customized taxonomy? however, the custom taxonomy should cleorly mop 
bock to the QAG Contextual Taxonomy. For example, if a compony hos o Recreation category, the 
compony must be oble to show how it maps bock to the tier 1 Sports cotegory in the QAG Toxonomy. 
A buyer should be oble to understand a seller's custom taxonomy in sufficient detail. If o seller does nol 
adhere to the QAG Toxonomy, the compony's Description of Methodology should disclose this ond 
include (he oppropriote mopping. 

4.2.2. 3 Labeling Contextual Content 

Contexiuol content labeling may be done internally or by on independent organization. No 
requirement is made For designating who should lobel contextuol content. 

4.2. 2.4 Adding categories to the QAG Taxonomy 

The QAG Contextuol Toxonomy fs dynamic and developing categories is on ongoing process. This 
toxonomy ts intended to copture the breadth of ovoiloble online content ond present o cleor ond 
consistent framework to buyers. 

The lAB QAG Initiotive Steering Committee oversees a sub-committee on taxonomy for motters 
pertaining to the established taxonomy structure. QAG-certified componies may petition the Committee 
to include new content categories into the existing QAG Taxonomy. The Committee reviews petition 
submissions quarterly, ond publishes results to the lAB website for the QAG Toxonomy ot 

^ (Ip./ /y/ww ' ub. net/Q,AOl^‘t»gltvtj/ov^:fv.ew /lg >.or.oipy. 
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4.2.3 Content Rating 

Content ratings are already standardized across all certified networks & exchanges with the site rating 
determined at the time the site first joins the network or exchange. However, for companies that are not 
a network or exchange, any sites that offers inventory in the QAG Program must be rated in 
compliance with QAG. 

QAG-certified companies should rate site content according to the following rating system*: 

All Audiences 

Appropriate for all segments of the general public. For this rating, all of the following must 
apply: 


• No profanity 

• No sexual content 

• No violence 

• No depictions of alcohol, tobacco, weapons, gambling, or drug use 

Everyone over 12 

May contain material considered inappropriate for young children. Any of the following may 
be present: 

• Implicit references to vulgar language 

• Kissing 

• Violence to animated characters 

• Journalistic references to alcohol, tobacco, weapons, gambling, or drug use 

Mature Audiences 

May contain material suitable only for mature audiences. Any of the following maybe present: 

• Profanity 

• Provocative images 

• Nudity 

• Violence to human beings or animals 

• Depictions of alcohol, tobacco, weapons, gambling or drug use, etc. 

Unknown 

Content cannot be determined or is unknown, 

*Rating site content according ta the above rating system is compliant with QAG; however, a company 
can choose to use a different rating system as long as the rating system used is described in the 
company's DOM and ratings map back to the rating system described above. 
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4.2.4 Non-Standard Classification 

Non-standard classification may be disclosed at o page, section or site level but should be labeled at 
the lowest common denominator For that poge, section or site. The Following chorocieristics must be 
disclosed lor eoch transaction ond must be accurate For the level of torgeting: 


z 

o 

3 

Standard Classification I 

Extreme GrapFtic/ 
Explicit Violence 

The depiction of especially vivid, brutal and realistic acts of 
violence It moy be real, simuloted live oction, oranimoted- 
Graphic and/or Expliat Violence goes beyond lesser Forms 
of violence due to Its cleor and unobashed nature oF the 
violence portrayed. 

Porno9rQphy 

Sexually explicit moteriol whose primory pufpose is 
designed to produce sexual arousal. Types of content can 
include, but is not limited to, representations of sexuoi acts 
ond exposed body ports, sexuoi coercion, and tllegoi 
sexuoi acts. 

Profane Content 

Excessive or inoppropriote use of profane longuoge 

Hate Content 

Speech or hate graphic content 

Under Construction 

Sites thol are under construction 

Incentivized 

Sponsor "incentivized clicks," or ‘'poy-to-surP' progroms 

Unmoderoted U6C 

UGC sites that do not have a clear set of posted guidelines 
on whot type of content is acceploble and do not lake an 
active position in reviewing content for compliance with 
posted guidelines. For the purposes of these guidelines, 

User Generated Content (UGC) is defined os forums os well 
os the uploading by users of video, audio or photographic 
content thot is either user-creoled or created by o Ihlrd-porty. 
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4.2.5 Illegal Content Prohibited from Sale 

QAG prohibits the sole of any inventory within the following cotegories of illegal content. The category 
descriptions below include norvexclusive exomples of the types of sites that fit in those cotegories. 


Illegal Content Prohibited from Sale 

Illegal Content 

Content related to engaging m, promoting or facilitating 
illegal or legally questionable octivilies such os drugs, 
bombs, theft, and online pirating, hacking, spamming, ond 
infecting as governed by United States Tederol law. 

Warez 

P2P, iorrenf sites, illegal music downloods, pirated 
softwore 

spyware/ Malware 

Distribute or promote spyware or malware 

Copyright Infringement 

Infringes on copyrights (for example by hosting ond 
streaming infringing copyrighted content). 


4.2.6 Level of Confidence 

The QAG review involves vetting the site ogoinst the list of non-stondord content and chorocteristic 
descriptions provided in section 4.2.4 To ensure thol site rotings stoy current, o statistically valid 
sample size of publishers is reviewed os port of the quarterly review described in section 3.4 

By taking o stotisiicolly volid sample size, advertisers ore assured with o reosonobly high level of 
confidence that the roting and classification systems ore being upheld. Certified componies may 
employ on independent rating service os long as the service vendor complies with the guidelines 
established in the most recent version of QAG. Ultimately, the QAG<ertified compony is responsible 
for maintaining ond certifying complionce. 
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The table below shows the different somple sizes required at three different confidence levels with a 
margin of error of 5%. 





Somple Sizes @ Confidence Level 


90% 

95% 

99% 


74 

80 

87 


131 

152 

182 


176 

217 

286 


214 

278 

400 


245 

333 

526 


257 

357 

588 


264 

370 

624 


268 

378 

648 


270 

381 

657 


270 

383 

661 


An example of how to interpret the toble is as follows if you conduct o poll to determine the 
percentage of "unsofe sites" with a pool of 250 sites, ond you wont to be 95% confident in the results, 
then you must check 152 sites. If after checking this somple, you didn't find ony unsofe sites, then you 
may claim that you are 95% confident that the octual percentoge of unsofe sites in your network is null 
- with o morgin of error of 5%. 

Note: The above toble was developed using slotislicol probabilities of o normol distribution. For further 
informotion, please see h ltD.// en w<k<Ded>Q.o rq/w>fci/No fmol dfsIgbutiDfr. 

The required confidence level for OAG is ot least 90%. In the cose fhot the 90% confidence level Is not 
achieved, the process below must be followed: 

* Review ond re-categorization of publishers in accordonce with estoblished guidelines 

* Complete revest of inventory ot or above pre-determined confidence level 

* Record eoch test result os proof of the inlernol review 

4.2.7 Targeting Depth 

Five levels of largeling ore defined for disclosure in ihe QAG progrom. Depth of torgeting starts at the 
broodesi tier in which o group of sites moy be included in o buy and funnels down through the site, site 
section, specific page, and individuol unit such os o specific video. 
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In oddilion to content category, the content level being targeted must be defined The following toble 
explains the torgeting hierarchy, ronging from the multi«site level to the individual units on the page. 
These guidelines do not require certified QAGcertihed componies to offer oil targeting levels 


Targeting Depth 

Category/Portal Level 

Target a grouping of sites within o specific buy 

Site Level 

Torgeting to endemic sites where the majonty of the content 
is on 0 specific topic thot con be lorgeled at site level 

Site Section Level 

Subsections of sites ore closslBed info subordinole 
categories 

Page Level 

Poges within o web site (determined using o semontic or 
contextual engine) 

Unit Level (widget, 
video, image, text, 
other) 

Thrs type of targeting classiBes every element on a "page" 
into one of the dehned categories. Text content identified by 
semantic or contextuol search engine; Video and image 
content identified by meiodata lags 

None 

Not targeting content but torgeting users. 


4.2.8 Placement Details 

The seller discloses ptocemeni detoils in the buyer-seller ogreement regording where on the poge or m 
an applicotlon the od will be placed and what medio characteristics are occepted for the inventory 
being sold. Plocement detoils are not to be possed in real-time unless the source level tronsporency is 
"full real-time disclosure." 

Display Ads 

Sellers should indicote whot type of ads they accept for given inventory end the features they 
support for accepted ads; 

• Expendable creotive (yes, known, unknown} 

• Supported rich medio properties (list of RM properties or unknown) 

• Supported creotive behavior (list of behaviors or unknown) 

• In-bonner video* (yes, no, unknown) 

• In-text video (yes. no, unknown) 

• Positioning (obove-the-fold, below-fhe-Fold, or unknown) 

* in-bonner video must include audio controls and default to audio off 

Digital In-Stream Video Ads 

Digitol fn-siream video ads ore ads thot disploy in the context of streoming video content 
ployed in o video ployer ond not to be confused with in-bonner ods that may olso ploy in o 
video player but within the context of o bonner and NOT within the context of streaming video 
content. Sellers should disclose what digital in-stream video od formats they accept. 


® 2013 Interactive Advertising Bureau 


30 


QAO_v20 



151 


lAB Quality Assurance Guidelines 2.0 


Sellers should disclose each of the fallowing parameters (if known) far digital video ads: 

• Ad Type (linear, nonlinear, unknown) 

• Linear ad type position (pre-roll, mid-roll, post-roll, unknown) 

• Ad Duration (in seconds) 

• Default width and height (in pixels) 

• Auto Play (yes, known, unknown) 

• Ad Pod length and position 

• Skippable (yes, no, unknown) 

• Audible (yes, no, unknown) 

• Incentivized: (yes, no, unknown) 


Mobile Ads 

Mobile inventory includes inventory that displays in native mobile applications (App), browser- 
based Web applications (wApp), or mobile-optimized websites. Sellers should disclose the 
following details about mobile inventory: 

• App (yes, no, unknown) 

• Web App (yes, no, unknown) 

• Mobile Web* (yes, no, unknown) 

• Responsive Design** (yes, no, unknown) 

• Positioning (header, footer, side bar, full screen, or unknown) 

• Targeted Platform (iOS, Android, Blackberry, Windows Phone, webOS, Symbian, or 
other) 

*Mobile-optimized websites ore distinguished by some variation in the site URL such as 
mobile.example.com, or example.com/mobile. 

** Responsive design websites are programmed to scale in response to the size of the browser 
so that content can be viewed as intended whether on a large-screen device or a small-screen 
device. 

In general, browser-based display inventory designed for viewing on a desktop-sized computer 
or laptop screen is NOT considered mobile despite visitors' ability to view the content in o 
mobile device. 

4.2.9 Creative Specifications 

Publishers have o fundamental interest in promoting an experience for their visitors that sustains or 
increases their loyalty, session time, and engagement. Ads can enhance thot experience if the ads are 
appropriately matched to the space, content, and audience. 

Publishers have varying degrees of tolerance for the aggressiveness of advertisement implementation, 
content and features. Creative specifications are to be disclosed in the buyer-seller agreement prior to 
running impressions unless the source level transparency is "full real-time disclosure," in which case 
creative specifications can be disclosed in real-time. 
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The seller should disclose any applicable creative specifications for accepting creative using attributes 
from the following list: 


• Creative width and height (in pixels) 

• Creative file weight 

• Auto sound 

• Auto play animation 

• Video 

• Video duration 

• Video controls required 

• Expanding 

• Expansion direction 

• Expanded size 

• Specific lAB formats 


4.3 Transaction Execution 

Once inventory has been identified for acquisition and evaluated for contextual content classification 
and placement, haw data is ta be collected and used should be disclosed in the buyer-seller 
agreement. In addition, programmatic exchange details should be disclosed, but these details 
(described in section 4.3.2) may be disclosed In real-time at the time of transaction. 

4.3*1 Data 

While lAB membership is not required for certification, any company interested in becoming QAG 
certified should also agree to abide by the lAB Member Code of Conduct. Details about the lAB 
Member Code of Conduct can be found on lAB's website at 

h ttp.//wvvw .i ab-net/'publi c poljcv/ code o fcond uct . 

•.A-worVng.;^00p^tn tn more ^ 


Oenerat Nole 


4.3.2 Programmatic Buying/Auction Mechanics 

Disclosures under programmatic buying ore yet to be finalized but may include items such os the 
auction type, inventory type, and whether the CPM floor is soft or dynamic. 

Types of Auction 

First Price Auction: A first-price auction is o form of auction where plotform partners submit 
bids ond the highest bid sets the morket price, winning the auction, Platform portners poy the 
amount of the bid to the ad exchange with no price reduction. 

Second Price Auction: A second-price auction is a form of auction where platform partners 
submit bids and the second highest bid sets the market price, but the highest bid wins the 
ouction. Platform partners pay the amount of the second highest bid to the ad exchange. In 
some cases it is one cent over the second highest bid depending on the morketplace. 

Modified Second Price Auction; A modified second-price ouction is o form of ouction 
where platform partners submit bids and the market price is set between the bid submitted and 
the second highest bid. Platform partner pays the market price to the ad exchange. The ad 
exchange determines the morket price. 
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Optional Disclasures 

Data: How data from a bid request will be used. 

Floor: The presence of either a manual or dynamic mechanism within a platfarm far an 
inventary holder ar marketplace steward to set their own clearance price. The disclosure may 
be one of: dynamic, manual, soft, or hard. 

Inventory Categorization: The characteristics of the inventory being offered. The 
disclosure may be one of: toolbar, desktop, rotating creative, or other categorization that is 
described in the DOM or buyer-seller agreement. 
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5 Glossary of terms 

A list of technical, administrative, and procedurol terms used in this document 

To demystify ond prevent confusion, the following definitions provide o stondard list of commonly used 
terms. Consistent stondards ensure that oil industry players ore on the same poge ond working 
towards the same gools. Universol industry definitions are also o vital ingredient to moving online 
marketing forward and increasing its allocation in the marketing mix. 

The behavioral definitions were developed in conjunction with the Behavioral Targeting Standards 
Consortium Advisory Board (www.BTStandards.org). The data definitions were developed in 
conjunction with the lAB's Data Usage and Control Taskforce. 


Ad Click: The user activity af pressing a navigation button ar hitting the enter key on the keyboard on 
an advertisement unit on a Web site (banner, button or text link). (See Click-through) 

Ad Creative Pixel (See Pixel] 

Ad Duration (Video): the maximum allowable duration of the video ad creative. Ad duration does 
not include user interaction with the ad. Any user interaction with the ad may increase its effective 
duration. Ad duration should be expressed as an integer value in secands ar, if undefined, as 
"undefined." 

Ad Exchange: Ad exchanges provide a sales channel to publishers and ad networks, as well as 
aggregated inventory to advertisers. They bring a technolagy platform that facilitates automated 
auction based pricing and buying in real-time. Ad exchanges' business models and practices may 
include features that are similar to those offered by ad networks. Far the purposes of the lAB Networks 
& Exchanges Quality Assurance Guidelines, the definition of an ad exchange excludes technology 
platforms that only provide tools to enable direct media buying and selling between exchange 
participants. 

Ad Network: Ad networks provide an outsourced sales capability for publishers and a means to 
aggregate inventory and audiences from numerous sources in a single buying opportunity for media 
buyers. Ad networks may provide specific technologies to enhance value to both publishers and 
advertisers, including unique targeting capabilities, creative generation, and optimization. Ad 
networks' business models and practices may include features that are similar to those offered by ad 
exchanges. 

Ad Pod: a sequential grauping of one or mare linear ads in digital in-stream video shown back-to- 
back. 

Ad Pod Length: the number of distinct video ads (of any ad duration) that are shown back-ta-back in 
an ad pod. 

Ad Pod Position: the specific sequential designation of an ad within the pod (i.e. 1 , 2, 3, etc.) 

Ad Server: A computer application that enables the delivery, tracking and management of 
advertising content on publisher inventory. 
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Add to Cart: The user activity of storing merchandise in a virtual shopping cart that the user intends to 
later purchase from an online e-commerce website. This enables users to continue browsing and 
"check-out" later or alternately delete these items from the cart. 

Advertiser Ad Tag: Software code that an advertiser provides ta a publisher or ad network that 
calls the advertisers ad server for the purposes of displaying an advertisement. 

Advertising Banner (also called Ad Banner or Banner): A static graphical image (GIF or JPEG 
files) or interactive content (Flash files) used to display an advertising unit on a web site. Most banners 
enable users to click on ad to be redirected to another website. 

Adware: Computer software provided to the user free of charge or at a discounted price that 
downloads and displays advertising to support its continued development and maintenance. This 
software often tracks what Internet sites the user visits. 

Affiliate Conversion Data: Data that is collected by an affiliate marketing system when a user 
completes a transaction or manifests certain behaviors an a web page. The system typically collects 
this data by means of a conversion pixel that is placed on the merchant's site. 

Affiliate Marketing: Affiliate Marketing is a method of generating leads or sales, whereby an 
online publisher is paid for referring users to an online e-commerce merchant. Referrals are measured 
by clicks, registrations or sales. 

Aggregate Campaign Data: Data combined from several advertising campaigns to create a 
segment where campaign level data is not identifiable. 

Agency: An organization that, on behalf of clients, plans marketing and advertising campaigns, drafts 
and produces advertisements, places advertisements in the media. In interactive advertising, agencies 
often use third party technalogy (ad servers) and may place advertisements with publishers, ad 
networks and other industry participants. 

Attribute: A single piece of information known about a user and stored in a behavioral profile which 
may be used to match ad content to users. Attributes consist of demographic information (e.g., age, 
gender, geographical location), segment or cluster information (e.g., auto enthusiast), and retargeting 
information (e.g., visited Site X two days ago). Segment or cluster information is derived from the user's 
prior online activities (e.g., pages visited, content viewed, searches made and clicking and purchasing 
behaviors). Generally, this is anonymous data (non-PII). 

Auction: An opportunity far an ad exchange to compete for and win an ad impressian, 

Audience Measurement: The counting of unique users {i.e. audience) and their interaction with 
online content. At a campaign level, this service is conducted by a third party ta validate that a 
publisher delivered what an advertiser had requested. At the industry level, this service enables media 
buyers to understand which brokers of online content to negotiate with to reach a specific audience. 

Audible Sound: Describes whether the video ad impression default volume is audible when the ad is 
being played. The minimum volume level far audible saund is 26%. 

Authorized Advertiser Agent (AAA): Party that holds a direct legal relatianship with a 
marketer ar agency with the intent of buying inventory an their behalf or providing them a platform with 
which to do sa. AAAs are considered indirect parties in the context of transaction types. 
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Authorized Publisher Agent (APA); Party that holds a direct legol relotionship with a publisher 
or party who owns inventory with the intent of selling inventory on their behalf or providing them a 
platform with which to do so. 

Auto Play: A video ad or animotion thot initiates “play" without explicit user interaction or without o 
user actively starting the video. If o user hos o reasonable expectation that a video will ploy when 
clicking a link (for example, o smoll video icon appears next to the link), clicking the link is considered 
explicit user interoction ond is not considered outo-play. 

Bid: The maximum value a platform portner wishes to poy for an auction, 

Bid request: A call to o platform portner's bid URL for an opportunity to compete in a ouction. 

Bid URL: The mechanism by which an ad exchange initiates bid requests to platform partners. 

Beacon (See Pixel) 

Behavioral Event: A user-initiated action which may include, but not limited to: seorches, content 
views, clicks, purchoses, form-based information ond other interactions. Behavioral events are 
ononymous and do not include personolly identifiable informotion (PH), 

Business Visitor; A user thot accesses online content In furtherance of their employment. 

Buyer: the party that owns or represents advertisement to be placed on the seller's available media 
inventory 

Click-through: The measurement of a user clicking on a link that re-directs the user's web-enabled 
device to another Web destinotion. 

Clickstream Data: A Clickstream is the recording of what a computer user clicks on while web 
browsing. As the user clicks anywhere in the webpage or opplicotion, the oction is logged on a client 
or inside the web server, os well os possibly the web browser ond od servers. Clickstreom data 
onolysis con be used to creote a user profile that oids In understanding the types of people that visit a 
company's website, or predict whether a customer is likely to purchase from an e-commerce website. 

Client-side call: An HTTP request made directly from a browser. A platform partner can read and set 
cookies for a client side call. 

Content (Site/Page): Site content is the textual, visuol or ourol content is encountered os port of the 
user experience on a website. It may include, omong other things: text, imoges, sounds, animations and 
videos. Web content is dominated by the "page" concept, with multiple pages of related content 
typicolly forming a site. 

Content Delivery Network (alternately Content Distribution Network) (CDN): A service that hosts 
online assets and provides content monogement via servers locoted around the globe to reduce the 
latency of downloads to users. 

Communication: The activity of conveying information by or to people or groups. Examples of 
online communication include emoil, instant messaging, text-messaging, group-messaging. 

Connection Type (Mobile): The type of connection a mobile device is using to access the World 
Wide Web. Mobile connection types may include: 3G, 4G, wi-fi, or unconnected. Connection type 
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distinctions are important becouse some ads may require the highest connectivity rate (wi-fi) for large 
creative files or the ability to downlood files such os gomes or other apps. Knowing the connection type 
enables buyers to restrict ad delivery dependent on the connection type. 

Conversion Pixel (See Pixel] 

Conversion rate; The percentoge of users who complete a desired action (e.g., purchase or 
registration) compored to all users who were exposed to on online od. 

Cookie: A smoll text file sent by o website's server to be stored on the user's web-enobled device thot 
is returned unchanged by the user's device to the server on subsequent interactions. The cookie 
enobles the website domoin to ossociote data with thot device and distinguish requests from different 
devices. Cookies often store behavioral information. 

Cookie Matching: A method of enabling data appending by linking one company's user identifier 
to another company's user identifier. 

Creative Retargeting: A method that enables advertisers to display information (typically on ad) 
specificolly to visitors that previously were exposed to or interocted with the advertisers' creotive. 

Cross-site Publisher Analytics: Services that provide normotive metrics obout and estimates of 
multiple publishers' inventory. 

Cross-site Advertiser Analytics: Software or services that allow an advertiser to optimize and 
oudit the delivery of creotive content on pre-bought publisher inventory. Data can ronge from numbers 
of poges visited, to content visited, to purchases mode by o porticulor user. Such data is used to 
surmise future habits of user or best placement for a particular advertiser based on success. 

Data: Any Information collected, 

Data Aggregator: An organization that collects ond compiles doto from individual sites to sell to 
others. 

Data Append: User data from one source is linked to a user's profile from another source. 

Data Segment: (See Segment) 

Default Width & Height (Videa Ads): The defoult height ond width (expressed in pixels) of the 
video ad impression being rendered. The width and height measurement disclosures are subject to the 
following guidelines: 

Width and height measurements may include persistent player controls (i.e. play/pause, mute 
and full screen buttons as well as countdown timers) and privacy compliance controls (i.e. Ad 
Choices icon). Persistent controls should make up no more than 1 0% of the ad viewing space. 

Default width and height should be reported as the width and height the ad will be rendered 
prior to any user interactions. In general, with the exceptions noted above, the video ad 
viewing space should be free from viewobility obstructions. 

Demand Side Platform (also called DSP, buy side optimizers, and buy side platforms): Demand 
Side Platforms provide centralized (aggregated) media buying from multiple sources including ad 
exchonges, ad networks and sell side platforms, often leveraging real time bidding capabilities of said 
sources. While there is some similarity between o DSP and an ad network, DSP's ore differentiated 
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from ad networks in that they do not provide standard campaign management services, publisher 
services nor direct publisher relationships. 

Desktop Application: Software that is installed on a computer. 

Deep Packet Inspection: A form af computer network packet filtering that examines the data 
and/or heoder part of a packet as it passes an inspection point. In the context of online advertising, it is 
used to collect data, typically through on Internet Service Provider, which can be used to display 
targeted advertising to users based on previous web activity. 

Dynamic bidding: Platform partner assigns a unique bid to each auction opportunity and 
populates that bid in every bid response. 

First price auction: A form of Auction where Platform Partners submit bids and the highest bid sets 
the Market Price, winning the Auction. Platform Partner pays the amount of his bid to the Ad Exchange 
with no price reduction. 

Floors: In programmatic ad buying and selling, either a manuol or dynamic mechanism within a 
bidding platform for an inventory holder or marketplace steward to set their own clearance price. 

Frequency Capping: The limit of how many times a given ad will be shown to a unique cookie 
during a session or within a specified time period. 

HlF: The record of a single online transaction event stored in a log file. One page view may contain 
multiple hits, one for each image on a web page. 

Home Visitor: A user that access online content from their residence. 

Impression (also called a View): A single display of online content to a user's web-enabled device. 
Mony websites sell advertising space by the number of Impressions displayed to users. An online 
advertisement impression is a single oppearance of on advertisement on a web page. Each time an 
advertisement loads onto a users screen, the ad server may count that loading as one impression. 
However, the ad server may be progrommed to exclude from the count certain non-qualifying activity 
such as a reload, internal user actions, and other events that the advertiser and ad serving company 
agreed to not count. 

In-application (in-app) advertising: Advertisement served within a native application 
environment on a mobile device, either Smartphone or tablet. Typically, these apps are downloaded 
from an app store such as iTunes, Google Play, Amazon Market, Windows Apps Store, Blackberry's 
App World, Facebook apps store, and other distribution points. (Examples: Angry Birds iPhone app; 
Pandora Android opp). 

Incentivized View: An ad impression thot offers the user some incentive other than content in 
exchange for watching the ad. Examples of incentives may include, loyalty points, coupons, 
sweepstakes entries, e-currency and gaming status. 

Intended Transaction: a transaction between buyer and seller for an ad placement or impression 
in accordance with agreed upon specifications and representations. Any transaction that happens 
outside of the agreed upon specifications and representations are transactions that are unintended. For 
example, if a Buyer specifies that it only wishes to purchase inventory from a QAG-compliant Seller, 
and the Seller represents that its inventory is QAG-compliant, any transactions between them that 
involve inventory that is noncompliant with QAG is an unintended transaction. 
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Internet Service Provider (ISP) (also colled Online Service Provider): A company that enobles its 
customers to access the Internet. 

Inventory: The aggregote number of opportunities near publisher content to display advertisement to 
visitors. 

Linear In-Stream Video Ads: video ads shown before, during, or after streaming content. Linear 
in-stream ads take over the user experience for a period of time and are played within the context of 
video content. Linear ads can include both VAST and VPAID creative types. The following descriptors 
should be used for linear in-stream ad types; 

• Pre-roll - plays appears before the video content plays. 

• Mid-roll - plays during a break somewhere in the middle of the video content. 

• Post-roll - plays after the video content completes. 

Link (short for Hyperlink): A text of graphical portion of a webpage that, when selected, 
redirects the user's web-enabled device to another webpage. 

Market Price: The value of the placement after the auction. 

Metadata: Data that provides information about other date. This includes descriptions of the 
characteristics of information, such as quality, origin, context, content and structure, 

Mobile web: Advertisement served within a site optimized for the mobile experience, either from an 
internet-enabled smartphone or tablet. Mobile sites are frequently referred to as "m-dot" sites, mobile- 
specific URLs that users typically access from a mobile browser. (Examples: 
http://mobile.example.com, http://m.example.com, http://example.com/mobile.) Mobile web 
advertising also includes advertising on a browser-based site that is adaptive or responsively designed 
when viewed on mobile devices, Mobile web advertising also includes advertising served within a 
desktop web site that Is visited via a mobile browser. This is a use-case that is generally undesirable 
from advertising perspective, detail on this below. 

Modified second price auction: A form of Auction where Platform Partners submit bids and the 
Morket Price is set between the bid submitted and the second highest bid. Platform Portner pays the 
Market Price to the Ad Exchange. The Ad Exchange determines the Market Price. 

Multi-site company: A single entity that owns and operates multiple web sites, each under a 
separate domain. 

Nonlinear In-Stream Ads: an image ad that displays concurrently with video content, most 
commonly as an "overlay," overlaying the video content, but may also play within the video player but 
in a manner that does not obstruct the video content (non-overlay). Sellers should disclose, if known, 
whether accepted nonlinear ads allow for rich media expanding and interaction, 

Non-Session data (also called out-of-session data): informotion that cannot be gleoned from 
the current, single event of o visitor. 

Online Publisher: A creator and/or aggregator of online content, which often monetizes user visits 
by displaying advertisements. 

Out-of-session data: (See Non-Session data) 
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Pass Back: an impressian offered to a media buyer with the right of first refusal, such that when this 
right is exercised the impression is offered to another media buyer. 

PersonalixaHon: Aggregating previous online activity ta match non-od related information ta users. 

PersonalizaHon Service: Software or service that enables websites to match non-ad related 
information to user. 

Personally Identifiable Information (Pll): User data that could be used to uniquely identify the 
consumer. Examples include name, social security number, postal address, and email address. 

Piggyback Pixel (See Pixel) 

Pixel (also called Beacon or Web Beacon): An HTML object or code that transmits information 
to a third-party server, where the user is the first party and the site they are interacting with is the second 
party. Pixels are used ta track online user activity, such as viewing a particular web page or 
completing a conversion process. See Ad Creative Pixel, Conversion Pixel, Publisher Pixel. 

Ad Creative Pixel: A pixel request embedded in an ad tag which calls a web server for the 
purpose af tracking that a user has viewed a particular ad. 

Conversion Pixel: An image tag or code that transmits to a third-party server that a user 
has successfully completed a process (such as purchase or registration), 

Piggyback Pixel: An image tag or cade that redirects a user browser to another pixel not 
directly placed on the publisher page. 

Platform Partner: A technology stack capable of integrating with an ad exchange using an API 
real-time bidder (RTB). 

Profile: Profile is the collection af attributes describing segments, clusters or aggregated data, 
including prior online activity of a user. 

Profile Aggregator: A profile aggregator collects data from various third-party sources ta generate 
behavioral profiles. 

Profile Database: Profile Database a server-side store of behavioral profiles. 

Publisher Pixel: An object embedded in a web page (typically a 1 xl image pixel) that calls a web 
server for purposes of tracking some kind of user activity. 

Publisher Ad Tag: Code that is placed on a publisher's web page that calls an ad server for the 
purposes of displaying an advertisement. 

Purchase: The user activity of completing an e-commerce transaction. 

QPS: Queries per second. Number of times ad exchange or platform partner will be initiating 
requests to the other. Knowing the QPS is importont for infrostructure planning. 

Query String: Meta data appended to an HTTP "GET" request uri. 

Referring URL: The address of the webpage that a user previously visited prior to following a link, 
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Registration: The user activity af subscribing to a website or requesting odditional information by 
filling in personally-identifying contact details. 

Retargeting (or re-targeting): The use of a pixel tog or other code to enable a third-party ta 
recognize particular users outside af the domain from which the activity was collected. See Creative 
Retargeting, Site Retargeting. 

Really Simple Syndication (RSS): Metadata about content that enables a website to distribute 
new content with identical metadata to a subscriber of this feed. 

RSS Reader: Software or website that aggregates syndicated content (e.g., news headlines, blogs, 
and podcasts) into a single location for easy viewing. 

Run of Exchange (ROE): No targeting overlays. All traffic on the exchange is exposed. 

Screen Scraping: A way of collecting information from a web page, whereby a remote computer 
program copies information from a website that is designed to display informotion to a user. 

Search: The act of entering a query at a search engine by entering in a series of keywords describing 
their desired content. 

Search Click: A click originating from a list of links returned by a query to a search engine. 

Search Engine; A website that provides a searchable index of online content, whereby users enter 
keywords describing what they are seeking and the website returns links reloted to this seorch query. 

Second price auction: A form of Auction where Platform Partners submit bids and the second 
highest bid sets the Market Price, but the highest Bid wins the Auction. Platform Partner pays the amount 
of the second highest bid to the Ad Exchange. In some cases it Is one cent over the second bid 
depending on the marketplace. 

Segment: Also called "data segment" or "audience," a segment is a set of users who share one or 
more similar attributes. 

Seller: the party that makes media available to another party for purchase. 

Sell Side Platform (also called sell side optimizers, inventory aggregators, and yield optimizers) - 
Sell Side Platforms provide outsourced medio selling and ad network management services for 
publishers. Sell-side platform and ad networks business models and practices are similar. Sell-side 
platforms are typically differentiated from ad networks in not providing services for advertisers. Demand 
Side Platforms and Ad Networks often buy from Sell Side Platforms. 

Server Side Call: An HTTP request made from a server. A platform partner cannot read or set 
cookies in a server-side call. 

Single-site Publisher Ad Server: Single-site Publisher Ad Servers focus on moximizing the yield to 
the publisher. 

Single-site Publisher Analytics: Software or services that analyze information about users, 
including metrics such as unique visitors and site usage. The collected data is used only on behalf of the 
site from which the data is collected. 
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Site/Page/Position Transparency: Ability for the buyer of media (typicolly an advertisement) to 
understand the location and context within which the media will be displayed. Transparency can be at 
the level of web property (site), page content (page) or position (specific location within page). Site 
transparency, in the context of a network or an exchange, refers to the ability of a buyer of inventory to 
know the exact identity of the website domain or page on which they have shown advertisements. 

Skippable: Skippable creatives are linear in-stream creatives that users can choose to skip, typically 
after a prescribed number of seconds have passed. 

Spyware: Computer software that is installed surreptitiously to intercept or take partial control over 
the user's interaction with a computer, without the user's informed consent. Spyware programs can 
collect various types of information, such as Internet surfing habits, but can also interfere with user 
control of the computer in other ways, such as installing additional software, and redirecting web 
browser activity. The software usually does not contain generally accepted standards of notice 
describing what the purpose and/or behavior of the software is nor does is usually contain visible or 
functioning choice mechanisms for complete uninstall. The programs are typically characterized by 
behaviors thot can be considered deceptive if not harmful to the user and/or his computer. 

Static bidding (Flat CPM): Platform partner pre-negotiates bids via offline process for segments of 
inventory. Buyer bids for inventory at a flat CPM rate. 

Targeted Advertisement: an advertisement that is shown only to users exhibiting specific attributes 
or in a specific context or at a particular time of day. 

Transaction: Transaction is defined as the execution of any form of trade (cash, barter, etc.) between 
a buyer and seller that results in the exposure of advertising on media 

User Syncing: The process of exchanging cookie data between an ad exchange and platform 
partner so that platform partner’ s cookie data is available for decision-making during the RTB 
process. 

Video context: Context of video content with which the video ad will be shown or "unknown" if not 
known. The contextual taxonomy defined by the network and exchanges quality assurance guidelines 
shall be used for this parameter. 

Viewobility Obstructions: Any item within the video ad viewing space other than persistent player 
controls (e.g. play/ pause, mute, skip ad) or privacy compliance notifications (e.g. AdChoices icon) 
which masks or obstructs the video viewing experience. For example, a 30x50 pixel publisher logo 
box overlay that obstructs the content viewing space of an ad during playback is a Viewability 
Obstruction. 

Web App Advertising: Advertising served into an application that is browser-based but may be 
wrapped within native mobile device code. Web apps are typically accessed using an online or mobile 
site and then reside as a 'widget' on phone or tablet-top. 

Mobile Video Advertising: Video advertising in which ads are served within an application, or mobile 
web environment. Despite the platform, mobile video has unique characteristics including 
"skippabitility," overlays that are clickable or not, force view (). 
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6 Appendix 

The following exhibits offer sample letters of attestation to be delivered to the lAB for QAG 2.0 
certification and renewal. 

Exhibit A; Compliance Officer Attestation 

Exhibit B: Executive Attestotion 

Exhibit Ct Independent Validation Attestation 
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Exhibit A: Compliance Officer Attestation 
lAB Quality Assurance Guideline 2.0 


(name of Compliance Officer), attest that: 

1 . I have conducted quarterly internal audits for (name of Company) for 

quarter(s) and year ; 

2. The executive named in the Executive Attestation and I are responsible for 
following the procedures outlined in the lAB Quality Assurance Guidelines 2.0: 

a. Acquiring Inventory: accurately label inventory in accordance with 
established content framework along 3 criteria: 

I. Transaction Party Source Identification and Relationships (section 
4.1.1) 

II Source Level Transparency (section 4.1.2) 
ill. Technical Context (section 4.1 .3) 

b. Contextual Taxonomy (section 4.2.2) & Targeting (section 4.2.7): 
accurately categorize content in accordance with Tiers 1 & 2 of lAB 
Contextual Taxonomy, and specify the depth (e.g. site level vs. page 
level) of categorization 

i. If we have chosen to use a different taxonomy, we can clearly 
map our taxonomy back to the lAB taxonomy and explain to a 
buyer with sufficient detail 

c. Inventory Vetting: accurately label content in accordance with established 
guidelines in accordance with sections 4,2.3, 4.2.4, 4.2.5, and 4.2.6; and 

d. Data Disclosure: accurately disclosed to publisher partners who are 
contributing data and to advertisers when using third party data (section 
4.31) 

3. Based on my knowledge and best efforts, (name of 

Company) is in compliance with the lAB Quality Assurance Guidelines 2.0; and 

1 . I agree to allow the lAB to publically disclose (name of Company) 

compliance with the lAB Quality Assurance Guidelines 2.0 at the following 
certification status, providing all required materials are submitted in accordance 
with section 2.3 (or 2,4 for renewal): 

n QAG 2.0 Self-Certification 

□ QAG 2 0 Independent Validation 

And in the case of loss of certification, I agree to allow the lAB to remove 

(name of Company) certification status from published list 

of certified companies. 


Signature: Date: 

Name: 

Title: 
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Exhibit B: Executive Attestation 
lAB Quality Assurance Guideline 2.0 

(name of CEO, CFO, or business unit head), attest that: 


2. I have reviewed quarterly internal audits (name of Company) for 

quarter(s) and year ; 

3. The Compliance Officer and I are responsible for following the procedures 
outlined in the lAB Quality Assurance Guidelines 2.0: 

a. Acquiring Inventory: accurately label inventory in accordance with 
established content framework along 3 criteria: 

I. Transaction Party Source Identification and Relationships (section 
4.1.1) 

ii. Source Level Transparency (section 4.1.2) 

ill. Technical Context (section 4.1.3) 

b. Contextual Taxonomy (section 4.2.2) & Targeting (section 4.2.7): 
accurately categorize content in accordance with Tiers 1 & 2 of lAB 
Contextual Taxonomy, and specify the depth (e.g. site level vs. page 
level) of categorization 

I. If we have chosen to use a different taxonomy, we can clearly 
map our taxonomy back to the lAB taxonomy and explain to a 
buyer with sufficient detail 

c. Inventory Vetting: accurately label content in accordance with established 
guidelines in accordance with sections 4.2.3, 4.2.4, 4.2.5, and 4.2.6; and 

d. Data Disclosure: accurately disclosed to publisher partners who are 
contributing data and to advertisers when using third party data (section 
4.31) 

4. Based on my knowledge and best efforts, (name of 

Company) is in compliance with the lAB Quality Assurance Guidelines 2.0; and 

5. I agree to allow the lAB to publically disclose (name of Company) 

compliance with the lAB Quality Assurance Guidelines 2.0 at the following 
certification status, providing all required materials are submitted in accordance 
with section 2.3 (or 2.4 for renewal): 

□ QAG 2.0 Self-Certification 

O QAG 2.0 Independent Validation 

And in the case of loss of certification, I agree to allow the lAB to remove 

(name of Company) certification status from published list 

of certified companies. 

Signature: Date: 

Name: 

Title: 
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Exhibit C: Sample Independent Validation Attestation 
lAB Quality Assurance Guideline 2.0 

I, (name of representative from independent validation company), 

(representative title) at (name of independent 

validation company) attest that: 


1 . I have reviewed quarterly Internal audits (name of Company) for 

quarter(s) and year ; 

2. The named Compliance Officer and Executive named in the Compliance Officer 
Attestation and Executive attestation, respectively, have facilitated my efforts to 
validate that the following the procedures outlined in the lAB Quality Assurance 
Guidelines 2.0: 

a. Acquiring Inventory: accurately label inventory in accordance with 
established content framework along 3 criteria: 

I, Transaction Party Source Identification and Relationships (section 
4.1.1) 

ii. Source Level Transparency (section 4.1.2) 
ill. Technical Context (section 4.1 .3) 

b. Contextual Taxonomy (section 4.2.2) & Targeting (section 4.2.7): 
accurately categorize content in accordance with Tiers 1 & 2 of lAB 
Contextual Taxonomy, and specify the depth (e g. site level vs. page 
level) of categorization 

I. If we have chosen to use a different taxonomy, we can clearly 
map our taxonomy back to the lAB taxonomy and explain to a 
buyer with sufficient detail 

c. Inventory Vetting: accurately label content in accordance with established 
guidelines in accordance with sections 4,2.3, 4.2.4, 4.2.5, and 4.2.6; and 

d. Data Disclosure: accurately disclosed to publisher partners who are 
contributing data and to advertisers when using third party data (section 
4.31) 

3. Based on my knowledge and best efforts, (name of 

Company) is in compliance with the lAB Quality Assurance Guidelines 2.0 and 
qualifies for QAG 2.0 Independent Validation, providing all required materials are 
submitted in accordance with section 2.3 (or 2.4 for renewal). 

Date: 

Signature: 

Name: 

Company: 

Title: 
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STATEMENT OF BEST PRACTICES 
TO ADDRESS ONLINE PIRACY AND COUNTERFEITING 

The Association of National Advertisers (ANA) and the American Association of Advertising 
Agencies (4 A's) strongly believe that U S advertisers must have confidence that their ads are not 
unintentionally providing financial support to. or otheraise legitimizing, "rogue" Internet sites 
whose primary and apparent purpose is to steal or facilitate theft of the intellectual property of 
America's innovators and creators U S advertisers must also have confidence that their 
corporate brands and images are not being harmed by association with such unlawftil activity In 
order to help address this complex problem, our Associations believe that our members should 
each commit to take alTirmativc steps to avoid placement of their ads on such sites 

At the outset, we emphasize that this commitment is not intended to foreclo.se advertising on 
legitimate social media or user-generated content sites, even if infringing content occasionally 
appears on such sites. Rather, this commitment addresses “rogue" sites that are dedicated to 
infringement of the intellectual property rights of others, in that they have no significant, or only 
limited, use or purpose other than engaging in. enabling or facilitating such infringement It is 
understood that in most instances such sites will initially - but not conclusively - be identified 
by intellectual property owners With respect to such sites, marketers and their agencies should 
seek to include conditions along the following lines in media placement contracts and insertion 
orders with ad networks and other intermediaries involved in their U S -originated digital 
advenising campaigns on both domestic and foreign Internet sites 

(i) All such intermediaries shall use commercially reasonable measures to prevent ads from 
being placed on such sites; 

(ii) All such intermediaries shall have and implement commercially reasonable processes for 
removing or excluding such sites from their services, and for expeditiously terminating 
non-compllant ad placements, in response to reasonable and sufficiently detailed 
complaints or notices from rights holders and advertisers, 

(iii) All such intermediaries shall refund or credit the advertiser for the fees, costs and/or value 
associated with non-compliant ad placements, or provide alternative remediation 

The above language is provided for illustrative purposes, and individual members may adopt 
policies, guidelines and provisions that result in similar obligations, including the relevant 
provisions of the lAB Standard Terms and Conditions for Internet Advertising. 

We acknowledge that our members are asked to make this commitment in the context of a highly 
dynamic and complex digital advertising ecosystem, and that inadvertent non-compliant ad 
placements will occasionally occur While we encourage our members to take appropriate steps 
to safeguard their brands, this commitment is not intended to impose a duty on marketers or the 
advertising intermediaries with which they transact to monitor their advertising to identify 
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"rogue" sites. Similarly, it is understood that knowledge gained in the course of implementing 
this voluntary commitment should not be used as the basis for any legal liability or loss of any 
applicable “safe harbor” from such liability. 

At bottom, the critical point for ANA, the 4A’s and our members is this: we should not 
Itnowingly allow our businesses and brands to supply financial life-blood or lend a veneer of 
legitimacy to fundamentally illicit business models that threaten the jobs of millions of 
Americans in the creative industries and, ultimately, our national economic welfare. 



Internet Business Voluntary Best Practices and Agfe€ments 2013 

Marketplace solutions are an important aspect in protecting the countiVs vital IP industries^ that drive 
innovation. The development and adoption of voluntary best practices and agreements by legitimate 
Internet businesses to assure they are not benefiting from or facilitating illegal conduct by others 
online is a critical component of developing a robust and flexible response to the problem of content 
theft The past few years have witnessed the development of a number of cooperative initiatives, 
including with the following intermediaries; Internet ad networks, advertisers and ad agencies; ISPs; 
payment processors; User Generated Content (UGC) services; and domain name registrars. Each of 
these groups has participated in a process to avoid profiting from illegal conduct. Similar best practices 
negotiated by search engines storage services, and those in the mobile space, with the IP community, 
are necessary. Below is a summary of the best practices developed so far. 

UGC Principles 120071 

• These practices were established among multiple stakeholders to make the DMCA more 
effective for UGC sites in practice, to promote the promises and benefits of UGC services, and 
to protect the rights of copyright owners. 

lAB Network and Exchanges (hiaHtv Assurance Guideline 12010. 20131 

• The Interactive Advertising Bureau (lAfi) released recommended ad network and exchange 
guidelines (Quality Assurance Guidelines ^ QAG) In 2010 that provide policies to address the 
funding of theft on the Internet. These were updated In July. 2013. Among other things, the 
guidelines prohibit the sale of ad inventory on sites that engage in copyright infringement. 

ISP Copyright Alert Program (201 li 

• The five major ISPs (AT&T, Comcast. TimeWamer Cable. Verizon, and Cabtevision,) the major 
movie studios and record labels, and their trade associations, reached agreement on a system 
for multi-step copyright alerts to be sent to ISP users in response to notices of p2p infringement 
by rights holders The practices include 

* Copyright education to consumers through a new consumer information center; 

* Technical validation; and 

* An independent review process for users to challenge alerts administered by the 
American Arbitration Association (AAA) utilizing a leading copyright lawyer as a technical 
expert. 

• Does not require termination of Internet access, nor that an ISP impose a mitigation measure 
that would impair a usef s essential services (VOIP, etc.) 

• Provides for multiple notices and grace periods to give the user information and time to change 
behavior. 

• Protects users' privacy. 

• Administered by the Center for Copyright information (CO). 

• Went live in Ql-2013. 


’ According to • 20IZ Adminittntion tepon. 'le intensive* roduMnn directly account lot Z 7 milhon Am«rK«n (obt. or 1 $)% ol total US 
emolovee^^ todusiriei account for SS trIHIon m value aodeo 10 the US economy, wb»cb a SSSv of total GD^ 
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Payment Processors (201H 

• Visa. MasterCard, Amex, Discover and PayPal announced a series oF best practices negotiated 
under the auspices of the Intellectual Property Enforcement Coordinator (IPEC). 

• Participants agree to terminate their relationship with a website if the site persists In 
intentionally selling infringing/counterfeit products. 

• Payment Processors have worked with lACC to develop mechanized secure and valid requests 
for ending affiliation with rogue sites. 

Center for Copyright Information (20121 

• Pan of the ISP Copyright Alert Program, above 

• Established to educate the public, advise on implementation, and analyze the impact of the 
program. 

• Advisory board members include experts from the consumer advocate, copyright, ISP. ar>d 
Internet education communities. 

Online Advertisers (May 2012} 

• The Association of National Advertisers (ANA) and the Associations of Advertising Agencies of 
America (4As) released best practices supported by the Interactive Advertising Bureau (lAB). 

• Advises marketers to include language in their media placement contracts and insertion orders 
with ad netvrorks to prevent their ads from appearing on 'rogue sites' dedicated to 
infringement of intellectual property rights of others, in that they have no significant, or only 
limited, use or purpose other than engaging in, enabling or facilitating such infringement 

Ad Network Best Practices f2013l 

• The Oftice of the Intellectual Property Enforcement Coordinator (IPEC) facilitated recently 
announced Ad Network best practices to address sites that are principally dedicated to selling 
counterfeit goods or engaging in copyright piracy and have no substantial non-lnfrlnging uses 

Registrars/Rcgistries/tCANN (20131 

• After input from stakeholders. ICANN passed a resolution that makes clear that registries and 
registrars should take action to prohibit new gTLD website operators from engaging in piracy, 
trademark or copyright infringement, or other fraudulent or deceptive practices, and to provide 
for consequences for such activity, including suspension of the domain name . 

• Need to see what best practices may develop from this obligation. 

What's Missing? 

• Search Engines 

• Storage Services 

• Mobile Services 


let's get to work. 
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UscrCcnualcd Conicni Pnnciptcs 
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Principles for User Generated Content Services 

Foster Innovation. Encourage Creativity. Thvrart Infringement. 
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LMding commercial oopyngrit owoers ('Copyngnt CMmerR*) and aervicas 
pnMtding user -uploaded and user-generated audio and vtdw content ('UGC 
Services^ have a><lat>oraced to estaiXiah tnese nw>Qpies to foster an online 
errmronnient tnat proinxes trw promises and benefits of UGC Services ar\d 
prtxeas tne rights of copyrtgnt Owners. In civs context, u6C Services are 
s«rv>cea suon as Soapbox on MSN Video, MySpact, DailymotHMi and Veoh.com, 
and not other lecMioiogiea sucn as browsers, appiaci, emee, or search services 
While we may differ in our interpretation tt rcievarit taws, we do net mMn to 
resolve those mryercnccs m these Pnndotes, whiot are not ireended to be and 
tfKxid not be construed as a ooncesgort or waiver wKh respect to any legal or 
pfliicv position or as creating any legally bmdmg nghts or obiigat»or«. W« 
recngmze tnat no system for deterring infringement is or wNl be peffect. But, 
given the development of new concent iderairiation and hNenng technologies, 
we are un<ea m the b^ef ttM the Pnncipics set out below, taken as a whole, 
strike a balance that, on a gorng-forward basis. w*M result in a more robust, 
oontent-hch online expentnee for all. 

In coming together around these Pnnopies, Copyright Owners and UGC Services 
recognite that they share several important obj^ves: (1) the etiminaiKin of 
infringing coreere on UGC Sf r^ricea, (2) che encouragement of uploade of whoiiv 
originaJ aru) authortied user -generated audio and video content. (3) the 
accammodabon of fair use of copyrighted content on uGC Serweea, and (4) the 
protection of legitimate interests of uacr pnvacy. We believe tfwt adhering to 
these Pnnciplee wm help IXiC Services and Copyright Owners aefutve those 
Objectives. 

1. UGC Services should induce in relevant and conspicuoiiE places on their 
swices information that pnimotes respect for inteticauai property rights 
and discourages users fimm uolodding infrtnging content. 

2. During the upload process. UGC Sarvices Pwuid prommentiy inform 
ueert that (hey may not upload infringing content and that, by uploading 
concenc, they affirm that sum uploading complies with the tXiC Service's 
terms of uM. The terms of use for UGC Services should pronon 
inffmgirig uploads. 

3. UGC Services should UM effective content identiricabon technology 
ndantiAcMicn Tcchnotogy'^ with the goal of samnating from their 
services all infnnging uwr-uploeded audio and video content for which 
Copyright Owners have provided Reference Matcnai (as desenbeo 
below). To that end snd to the extent they have not already done so, by 
the end of 2007, UGC Services should fuKy implement commeroaHy 
reasonable (dermhcaaon Techmiogv mat « highly effaaive. in relation to 
other technologies commeroaUy available at the Ome of impieniirwacion, 
m icmewng me goal of eiimmating infinngMig content. uGC Services 
should enharKe or update the Identification Technoiogv as oommeroally 
reasonable technology that makes a meaningful difference in achieving 
the goal becomes available. 

a. IfaCopvnghtOwherhasprovided; (l) the reference data for 
content requred (s establtsh a match with user-uploaded content. 

(2) instruoieris regarding how matches tfiould be treated, and f3) 
representabons made in good lanh that it possesses the appropriate 
nghts regarding the content (coHeoivsIy, ‘Reference Matenal*). 
then the UGC Service should apply the IdenUficabon Technology to 


ior4 
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User Gciicralcd Coiilciil Principles 


lillp://\v\\w.iigcprinciplcs.coiiV 


cooperate with Copyright Owners to ensure that such Reference 
Material is utilized by the Identification Technology as soon as 
possible during such overload periods. 

h. Promptly after implementation of Identification Technology, and at 
intervals that are reasonably timed throughout each year to achieve 
the goal of eliminating infringing content, UGC Services should use 
Identification Technology throughout their services to remove 
infnnging content that was uploaded before Reference Material 
pertaining to such content was provided. 

I. Copyright Owners and UGC Services should cooperate in developing 
reasonable procedures for promptly addr^sang conflicting claims 
with respect to Reference Material and user claims that content that 
was blodted by the Filtering Process was not infringing or was 
blocked in error. 


4. UGC Services and Copyright Owners should work together to identify 
sites that are dearly dedicated to, and predominantly used for, the 
dissemination of infringing content or the fadlitation of such 
dissemination. Upon determination by a UGC Service that a site is so 
dedicated and used, the UGC Service should remove or block the links to 
such sites. If the UGC Service is able to identify ^ecific links that solely 
direct users to particular non-infringing content on such sites, the UGC 
Service may allow those links while blocking all other links. 

5. UGC Services should provide commercially reasonable enhanced 
searching and identification means to Copynght Owners registered with a 
service in order: (a) to facilitate the ability of such Copyright Owners to 
locate infringing content in all areas of the UGC Service where 
user-uploaded audio or video content Is accessible, except those areas 
where content is made accessible to only a small number of users (not 
relative to the total number of users of the UGC Service), and (b) to 
send notices of infringement regarding such content. 

6. When sending notices and making daims of Inft-ingement, Copyright 
Owners should accommodate fair use. 

7. Copyright Owners should provide to UGC Services URLs identifying online 
locations where content that is the subject of notices of infringement Is 
found - but only to the extent the UGC Service exposes such URLs. 


8. When UGC Services remove content pursuant to a notice of 
infringement, the UGC Service should (a) do so expeditiously, (b) take 
reasonable steps to notify the person who uploaded the content, and (c) 
promptly after receipt of an effective counter-notification provide a copy 
of the counter-notification to the person who provided the original notice, 
and, at its option, replace the content if authorized by applicable law or 
agreement with the Copyright Owner. 

9. When Infringing content is removed by UGC Services in response to a 
notice from a Copyright Owner, the UGC Service should use reasonable 
efforts to notify the Copyright Owner of the removal, and should permit 
the Copyright Owner to provide, or request the UGC Service to provide 
on its behalf, reference data for such content to be used by the 
Identification Technology. 

10. Consistent with applicable laws, including those directed to user privacy, 
UGC Services should retain for at least 60 days: (a) information related 
to user uploads of audio and video content to their services, including 
Internet Protocol addresses and time and date information for uploaded 
content; and (b) user-uploaded content that has been on their services 
but has been subsequently removed following a notice of infringement. 
UGC Services should pimvide that information and content to Copyright 
Owners as required by any valid process and consistent with applicable 
law. 


3 of 4 
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User Gciicralcd Coiilciil Principles 


lillp://\v\\w.iigcprinciplcs.coiiV 


11. UGC Services should use reasonable efforts to track infringing uploads of 
copyrighted content by the same user and should use such information in 
the reasonable implementation of a repeat infringer termination policy. 
UGC Services should use reasonable efforts to prevent a terminated user 
from uploading audio and/or video content following termination, such as 
blocking re-use of verified email addresses. 

12. In engaging in the activities set forth in these Principles outside the 
United States, UGC Services and Copyright Owners should follow these 
Principles to the extent that doing so would not contravene the law of the 
applicable foreign jurisdiction. 

13. Copyright Owners should not assert that adherence to these Principles, 
including efforts by UGC Services to locate or remove infringing content 
as provided by these Principles, or to replace content following receipt of 
an effective counter notification as provided in the Copyright Act, support 
disqualification from any limitation on direct or indirect liability relating to 
material online under the Copyright Act or substantively similar statutes 
of any applicable jurisdiction outside the United States. 

14. If a UGC Service adheres to all of these Pnnoples m good faith, the 
Copyright Owner should not assert a claim of copyright infringement 
against such uGC Service with respect to infringing user-uploaded 
content that might remain on the UGC Service despite such adherence to 
these Principles. 

15. Copyright Owners and UGC Services should continue to cooperate with 
each other’s reasonable efforts to create content-rich, infringement-free 
services. To that end, Copyright Owners and UGC Services should 
cooperate In the testing of new content identification technologies and 
should update these Principles as commercially reasonable, Informed by 
advances in technology, the incorporation of new features, variations in 
patterns of infringing conduct, changes in users' online activities and 
ether appropriate circumstances. 


T Top 
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9/16/13 


BEST PRACTICES GUIDELINES FOR AD NETWORKS TO ADDRESS PIRACY AND COUNTERFEITING 


U.S. companies that offer "Ad Networks" in the U.S., as further defined beiow, are 
committed to maintaining high quality standards for advertisers and pubiishers 
and at the same time respecting inteilectual property rights. 


Ad Networks do not control the content on third-party websites and are not able 
to remove websites from the Internet. Nor can Ad Networks engage in extensive 
or definitive fact finding to determine a particular party's intellectual property 
rights. Nevertheless, we believe it is useful for Ad Networks to maintain policies 
intended to discourage or prevent, to the extent possible, websites that are 
principally dedicated to selling counterfeit goods or engaging in copyright piracy 
and have no substantial non-infringing uses from participating in the Ad Network. 
The signatories to this Statement have individually decided to adopt these 
voluntary best practices in furtherance of that goal. 


Each signatory will independently maintain internal procedures designed to 
implement these practices. This is an important step toward maintaining a 
healthy Internet and promoting innovation and protecting intellectual property. 
These efforts should be undertaken in a manner that is consistent with all 
applicable laws and the balance of copyright interests, including fair use, and that 
respects privacy, free speech, and fair process. 


The sale of counterfeit goods and copyright piracy are issues Ad Networks take 
seriously, and Ad Networks have policies and practices in place to address this 
problem. Rights holders are in the best position to identify and evaluate 
infringement of their intellectual property. Therefore, the Ad Networks agree that 
without specific, reliable notices from rights holders. Ad Networks lack the 
knowledge and capability to identify and address infringement. Accordingly, 
intellectual property holders are expected to be accurate in demonstrating 
infringement of their copyrights and trademark rights and to target only infringing 
conduct. We believe that policies for Ad Networks should reflect best practices 
that encourage and supplement, not replace, responsible and direct independent 
actions taken by intellectual property owners to enforce their intellectual property 
rights. 


To reflect these important principles. Ad Networks will voluntarily seek to observe 
the following best practices: 


General Commitment: 

(a) Maintain policies prohibiting websites that are principally dedicated to selling 
counterfeit goods or engaging in copyright piracy and have no substantial non- 
infringing uses from participating in the Ad Network's advertising programs and 
post such policies on the Ad Network's website; 

wvyw.201 3ippractices.com/bestpracticesg uidelinesforadnetviTOrtetoacU’esspjracyandcounterfejting.htiri 1/4 
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9/16/13 BEST PRACTICES GUIDELINES FOR AD NETWORKS TO ADDRESS PIRACY AND COUNTERFEITING 

(b) Maintain and post these best practices guideiines on the Ad Network's 
website; 

(c) Ad Network poiicies wiii inciude ianguage indicating that websites should not 
engage in vioiations of iaw; 

(d) Participate in an ongoing diaiogue with content creators, rights hoiders, 
consumer organizations, and free speech advocates. 


Identification and Verification Process: 

(e) Agree to (i) be certified against the Interactive Advertising Bureau (lAB) 
Networks and Exchanges Quality Assurance Guidelines, or (ii) maintain an 
independent quality assurance vetting and auditing process; and work to support 
such measures across industry; 


Complaint Process: 

(f) Accept and process valid, reasonable, and sufficiently detailed notices from 
rights holders or their designated agents regarding websites participating in the 
Ad Network alleged to be principally dedicated to selling counterfeit goods or 
engaging in copyright piracy and to have no substantial non-infringing uses. To 
enable Ad Networks to respond most effectively, such notices should provide 
information outlined in Exhibit A attached; 

(g) Publicly post on the Ad Network's website the contact information for its 
designated agent for receiving such notices from rights holders or their designated 
agents; 

(h) Upon receipt of a valid notice, perform an appropriate investigation into the 
complaint, including a determination of whether the website has a direct 
contractual relationship with the Ad Network. An Ad Network may take steps 
including but not limited to requesting that the website no longer sell counterfeit 
goods or engage in copyright piracy, ceasing to place advertisements on that 
website (or pages within that website) until it is verified that the website (or 
pages within the website) is no longer selling counterfeit goods or engaging in 
copyright piracy, or removing the website from the Ad Network; and 

(i) Upon receipt of a valid notice. Ad Networks may consider any credible 
evidence provided by the accused website that it is not principally dedicated to 
selling counterfeit goods or engaging in copyright piracy or has substantial non- 
infringing uses. Such credible evidence may take the form of a counter-notice 
containing the elements set forth in 17 U.S.C. § 512(g)(3). In addition. Ad 
Networks may also consider any response by the rights holder to credible evidence 
provided by the accused website in defense of its conduct. 


vww^.201 3ippractices.com/bestpracticesg uidelinesforadnetviTOrtetoacU’esspjracyandcourterfejting.htiri 
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9/16/13 BEST PRACTICES GUIDELINES FOR AD NETWORKS TO ADDRESS PIRACY AND COUNTERFEITING 

The policies and procedures of any individual Ad Network wiii be independentiy 
designed to achieve reasonabie mechanisms to help prevent the participation of 
websites that are principally dedicated to selling counterfeit goods or engaging in 
copyright piracy and have no substantial non-infringing uses in each Ad Network's 
advertising programs based on the unique aspects and experience of each Ad 
Network. This Statement is not intended to impose a duty on any Ad Network to 
monitor its network to identify such websites. Similarly, it is understood that the 
voluntary best practices reflected in this Statement should not, and cannot, be 
used in any way as the basis for any legal liability or the loss of any applicable 
immunity or "safe harbor" from such liability. 


The term "Ad Networks" encompasses only services whose primary business is to 
broker for compensation the placement of website display advertisements and 
does not include services which are ad-serving platforms or ad exchanges. 


Exhibit A - Notice 


The exact form and structure of Notice may vary somewhat by Ad Network; 
however, generally, a notice must include, at minimum, the information listed 
below, and should be sent to the Ad Network's Designated Agent for such notices. 


(a) A description of the alleged sale of counterfeit goods and/or copyright piracy 
(the "Illegitimate Activity") that includes (i) the specific URLs where the alleged 
Illegitimate Activity occurs; (ii) the identity, location and contact information for 
the participating website allegedly engaged in Illegitimate Activity. If only certain 
items or materials on a website are alleged to be illegitimate, the Notice must 
clearly identify those specific products or materials and their location on the 
website. 


(b) Evidence (i) of the Illegitimate Activity, by providing, for example, a recent 
time-and-date-stamped screenshot of the page containing both the Illegitimate 
Activity and advertising from the Ad Network and (ii) that the advertising 
appearing on the participating website containing the Illegitimate Activity is 
provided by the Ad Network. This can be done by providing, for example, a Tamper 
Data trace and relevant screenshots showing that the participating website is 
making ad calls to the Ad Network for the advertising reflected in the screenshots. 


(c) A copy of the rights holder's notice provided to the website under 17 U.S.C. § 
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512 or the cease & desist letter related to the Illegitimate Activity provided to the 
website, along with responsive communications ora description of action 
undertaken by the website; 


(d) A statement under penalty of perjury that the person submitting the notice 
has a good faith belief that the Illegitimate Activity is not authorized by the 
rights holder, its agent, or the law; that the information and materials provided to 
the Ad Network are accurate; that the person submitting the notice owns the 
copyright or trademark for the products or materials that are the subject of the 
notice (in the case of trademark, including evidence of a federal trademark 
registration from the United States Patent and Trademark Office for the product or 
materials that are the subject of the notice) and, if not the owner, that the 
person is authorized to act on behalf of the owner of an exclusive right that is 
allegedly infringed; 


(e) Information reasonably sufficient to permit the Ad Network to contact the 
rights holder, such as an address, telephone number, and an e-mail address. 


(f) Physical or electronic signature of a person authorized to act on behalf of the 
rights holder. 


powered by Network Solutions^ 


www.2013ippractices.com/bestpracticesg uidelinesforadnetworletoadct’esspjracyandcourterfejting.htiri 


4/4 



179 


FIRST AMENDMENT TO MEMORANDUM OF UNDERSTANDING 

THIS FIRST AMENDMENT TO MEMORANDUM OF UNDERSTANDING (this 
^Amendment”), dated as of August 25, 2011, is entered into by and among the parties listed as 
signatories hereto (the “Parties”) 

WHEREAS, the Parties wish to amend that certain Memorandum of Understanding dated 
July 6, 20 1 1, by and among the Parties hereto (the “MOLT”), to (i) extend the deadline for 
establishing the Center for Copyright Information (“CCF) from sixty (60) days after the 
effective date of the MOU to September 23, 201 1 and (ii) delete the first sentence of Attachment 
DtotheMOU; 

WHEREAS, Section 10(C) of the MOU provides that the Parties may amend the MOU 
by a written agreement signed by all parties thereto; and 

WHEREAS, in accordance with such Section 10(C) of the MOU, the Parties have 
executed and delivered this Amendment; 

NOW, THEREFORE, in consideration of the premises and the mutual promises 
hereinafter set forth, the Parties agree as follows; 

1 . The beginning of the first sentence of Section 2(A) of the MOU is hereby 

amended to delete the phrase, “Not later than sixty (60) days after the Effective Date (as defined 
in Section 8(A) below),” and insert the phrase, “Not later than September 23, 2011,” in place 
thereof 


2. The first sentence of Attachment D to the MOU (i.c., “The MPAA member 
companies’ affiliates are entities under the control of an MPAA member company.”) is hereby 
deleted in its entirety. 

3. This Amendment, when signed and delivered by each of the Parties, shall be 
effective as to all of the Parties as of the date first above written. This Amendment may be 
amended only in accordance with the provisions of the MOU, as amended by this Amendment 
and as further amended from time to time. 

4. As amended by this Amendment, the MOU shall continue in full force and effect 
in accordance with its terms. 

5. This Amendment may be executed in any number of counterparts, each of which 
shall be deemed an original, but all of which taken together shall constitute one and the same 
instrument. Any of the Parties hereto may execute this Amendment by signing any such 
counterpart. 

6. This Amendment shall be governed by, and construed and enforced in accordance 
with, the substantive laws of the State of New York, without regard to its principles of conflicts 
of laws. 


[THE REMAINDER OF THIS PAGE IS INTENTIONALLY LEFT BLANK.] 
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IN WITNESS WHEREOF, this First Amendment to Memorandum of Understanding has 
been executed and delivered as of the date first above written. 

SIGNATORIES: 


The Motion Picture Association of America, Inc. 


Bv: ^ 

Name : 

Title: Sv P J. 


The Recording Industry Association of America, Inc. 

By: 

Name : 

Title : 


Walt Disney Studios Motion Pictures 

By; 

Name: 

Title : 

Paramount Pictures Corporation 

By: 

Name: 

Title: 


Sony Pictures Entertainment Inc. 

By: 

Name : 

Title : 

Twentieth Century Fox Film Corporation 


Name : 

Title : 

Universal City Studios EEC 

By: 

Name: 

Title: 
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IN WITNESS W'HEREOF, this First Amendment to Memorandum of Understanding has 
been executed and delivered as of the date first above written. 

SIGNATORIES: 

The Motion Picture Association of America, Tnc. 

By: 

Name : 

Title : 


The Recording Industry Associcrtion of America, Tnc. 

Bv: 

Name : 

Title : 


Walt Disney Studios Motion Pictures 

By: 

Narne: 

Titler I" 


Paramount Pictures Corporation 

By: 

Name : 

Title: 


Sony Pictures Entertainment Inc, 

By:„ 

Name : 

Title: 


Twentieth Century Fox Film Corporation 

By: 

Name : 

Title : 


Universal City Studios LLC 

By: 

Name : 

Title : ^ 
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rN WITNESS WHEREOF, this First Amendment to Memorandum of Understanding has 
been executed and delivered as of the date first above written. 

SIGNATORIES; 

The Motion Picture Association of America, Inc. 

.Bi: 

Name : 

Title: 


The Recording Industry Association of America, Inc, 

By: 

Marne : 

Title : 


Walt Dii^ey Studios Motion PieLures 

Rv ■■ li A -.V - • 

Nome R'..-ft~i 

Title : V't> f. 

Paramount Pictures Corporation 


By: 

Name : 

Title : 

Sony Pictures Entertainment Inc, 


Ux. 


Name: 


Title: 



Twentieth Century Fox Film Coiporation 

m 

Name : 

Title : 

Univenial City Studios LLC 


Name : 

Title: 
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IN WITNESS WHEREOF, this First Amendment to Memorandum of Understanding has 
been executed and delivered as of the date first above written. 

SIGNATORIES: 

The Motion Picture Association of America, Inc. 

Bx: 

Name : 

Title: 


The Recording Industry Association of America, Inc. 

By: 

Name : 

Title: 


Walt Disney Studios Motion Pictures 

By: 

Name : 

Title : 


Paramount Pictures Corporation 
By: 

Name : . 

Title: 


Sony Pictures Entertainment Inc. 

By: 

Name : 

Title: 


Twentieth Century Fox Film Corporation 

By: 

Name : 

Title : 


Universal City Studios LLC 

By: 

Name : 

Title: 
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IN WITNESS WT-IEREOF, this First Amendment to Memorandum of Understanding has 
been executed and delivered as of the date first above written. 

SIGNATORIES: 

The Motion Picture Association of America, Inc. 

By: 

Name : 

Title: 


The Recording Industry Association of America, Inc. 

m.. 

Name : 

Title : 


Walt Disney Studios Motion Pictures 

By; 

Name : 

Title : 

Paramonnt Pictures Corporation 

By: 

Name : 

Title: 



Twentieth Century' Fox Film Corporation 


By: 

Name : 

Title : 


Universal City Studios LLC 

By: 

Name : 


Title: 
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IN WITNESS WH ER.EOF, this First Amendment to Memorandum of Understanding has 
been executed and delivered as of the date first above written. 

SIGNATORIES: 

The Motion Picture Association of America, Inc. 



Name : 

Title : 


The Recording Industry Association of America, Inc. 

By; 

Name : 

Title : 


Walt Disney Studios Motion Pictures 

By: 

Name : 

Title : 


Paramount Pictures Corporation 



Name : 

Title : 


Sony Pictures Entertainment Inc. 

By: 

Name : 

Title : 


Twentieth Century Fox Film Corporation 

By : ^ 

Name ' 

Title : . ft;-:’ 

Universal City Studios LLC 

By: 

Name : 

Title: 
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IN WITNESS WTIEREOf , this First Amendment to Memorandum of Understanding has 
been executed and delivered as of the date first aliove written. 

SIGNATORIES: 

The Motion Picture Association of America, Inc. 

Ri: 

Name ; 

Title: 


The Recording Tndiistr>' Association of America, Inc. 

Hi: 

Name : 

Ti lie : 


Walt Disney Studios Motion Pictures 

By; 

Name : 

Title : ^ 


Panmiount Pictures Corporation 

By: 

Name : 

Title : ^ 


Sony Pictures Entertaiiuneut hie, 



Name: 

Title : 


Twentieth Century Fox Film Corporation 

By: 

Name : 

Title : 
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Warner Bros. Entertainment Inc. 



UMG Recordings, Inc. 


Sx: 

Nane: 

Title : 

Warner Music Group 

By: 

Name : 

Title : 

Sony Music Entertainment 

By; 

Name : 

Title : 

EMI Music North America 

By: 

Name : 

Title : 

SBC Internet Services, Inc., BellSouth Telecommunications, Inc., Southwestern Bell Telephone 
Company, Pacific Bell Telephone Company, Illinois Bell Telephone Company, Indiana Bell 
Telephone Company, Incorporated, Michigan Bell Telephone Company, Nevada Bell Telephone 
Company, The Ohio Bell Telephone Company, Wisconsin Bell, Inc., The Southern New 
England Telephone Company, and BellSouth Telecommunications, Inc. (the AT&T Inc. 
companies) 

By; 

Name : 

Title: 
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Warner Bros. Entertainment Inc. 

By: 

Name : 


Title: 



Warner Music Group 


By:_ 

Name : 

Title: 


Sony Music Entertainment 

By: 

Name : 

Title: 


EMI Music North America 

By: 

Name : 

Title: 


SBC Internet Services, Inc., BellSouth Telecommunications, Inc., Southwestern Bell Telephone 
Company, Pacific Bell Telephone Company, Illinois Bell Telephone Company, Indiana Bell 
Telephone Company, Incorporated, Michigan Bell Telephone Company, Nevada Bell Telephone 
Company, The Ohio Bell Telephone Company, Wisconsin Bell, Inc., The Southern New 
England Telephone Company, and BellSouth Telecommunications, Inc. (the AT&T Inc. 
companies) 

By: 

Name : 

Title: 
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Wamca- Bros, Entertainment Inc. 

By: 

Name : 

Tille:_ 


UMG Recordings, Inc, 

By: 

Name ; 

Title : 



EMI Music North America 

By: 

Name : 

liilfi: ™ „ 

SBC Internet Services, Inc., BellSouth Telecommunications, Inc,, Southwestern Bell Telephone 
Company, Pacific Bell Telephone Company, Illinois Bell Telephone Company, Indiana Bell 
Telephone Company, Incorporated, Michigan Bell Telephone Company, Nevada Bell Telephone 
Company, The Ohio Bell Telephone Company, Wisconsin Bell, Inc., The Southern New 
England Telephone Company, and BellSouth Telecommunications. Inc. (the AT&T Inc. 
companies) 

By: 

Name : 

Title : 
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Warner Bros, Entertainment Inc. 
By : 

Name : 

Titl e : 

UMG Recordings, Inc. 

Name : 

Title : 

Warner Music Group 

By:: 

Name : 

Title : 



EMI Music North Amenca 


Bv: 

Name : 

Title : 

SBC Internet Services, Inc., BellSouth Telecommunications, Inc., Southwestern Bell Telephone 
Company, Pacific Bell Telephone Company, Illinois Bell Telephone Company, Indiana Bell 


Company, The Ohio Bell Telephone Company, Wisconsin Bell, Inc., The Southern New 
England Telephone Company, and BellSouth Telecommunications, Inc. (the AT&T Inc, 
companies) 

By: 

Name: 

Title: 
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Warner Bros. Entertainment Inc. 

m 

Name : 

Title : 


UMG Recordings, Inc. 

m 

Name : 

Title : 


Warner Music Group 


m— 

Name : 

Title : 


Sony Music Entertainment 

m 

Name : 


Title: 



Title : C oO 


SBC Internet Services, Inc., BellSouth Telecommunications, Inc., Southwestern Bell Telephone 
Company, Pacific Bell Telephone Company, Illinois Bell Telephone Company, Indiana Bell 
Telephone Company, Incorporated, Michigan Bell Telephone Company, Nevada Bell Telephone 
Company, The Ohio Bell Telephone Company, Wisconsin Bell, Inc., The Southern New 
England Telephone Company, and BellSouth Telecommunications, Inc. (the AT&T Inc. 
companies) 

By: 

Name : 

Title : 
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Warner Bros. Entertainment Inc. 

By: 

Name : 

Title : 

UMG Recordings, Inc., 

Bl: 

Name : 

Title : ^ 

Warner Music Group 

te 

Name : 

Title : 

Sony Music Entertainment 

By: 

Name : 

Title : 

EMI Music North America 

By: : 

Name : 

Title : 

SBC Internet Services, Inc., BeliSoulh Telecommunications, Inc., Southwestern Dell Telephone 
Company, Pacific Bell Telephone Company, Illinois Bell Telephone Company, Indiana Bell 
Telephone Company, Inconxirated, Michigan Bell Telephone Cornpany, Nevada Bell Telephone 
Company, The Ohio Bell Telephone Company, Wisconsin Bell, Inc,, The Southern New 
England Telephone Company, and BellSouth Telecommunications, Inc. (the AT&T Inc. 
companies) 
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Verizon Online LLC, Verizon Online LLC -- Maryland, and Verizon Online Pennsylvania 
Partnership (the Verizon^^^jmpanies) 

By : 

he if 


Comcast Cable Communications Management, LLC 


By:_ 

Name : 

Title: 


CSC Holdings, LLC 

By: 

Name : 

Title : 


Time Warner Cable Inc. 

By: 

Name : 

Title : 
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Verizon Online LLC, Verizon Online LLC - Maryland, and Verizon Online Pennsylvania 
Partnership (the Verizon companies) 

m 

Name : 

Title : 


Comcast Cable Communications Management, LLC 



Title : 

CSC Holdings, LLC 




Bi:_ 
Name : 
Title : ' 


Time Warner Cable Inc. 

By; 

Name : 

Title: 
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Verizon Online LLC, Verizon Online LLC - Maryland, and Verizon Online Pennsylvania 
Partnership (the Verizon companies) 

By: 

Name : 

Title : 

Comcast Cable Communications Management, LLC 

By: 

Name : 

Title : 

CSC Holdings, LLC 

By: 

Name: 

Title: 


Time Warner Cable Inc. 
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SECOND AMENDMENT TO MEMORANDUM OF UNDERSTANDING 

TfflS SECOND AMENDMENT TO MEMORANDUM OF UNDERSTANDING (this 
"^Amendment”), dated as of October 29, 201 2, is entered into by and among tbe parties listed 
as signatories hereto (the “Parties”). 

WHEREAS, the Parties wish to amend that certain Memorandum of Understanding dated 
July 6, 201 1 , as amended, by and among tbe Parties hereto (tbe “MOU"), to (i) extend the 
deadline for establishing the Center for Copyright Information (“C’CT’) from sixty (60) days 
after the effective date of the MOU to September 16, 201 1 and (ii) delete the first sentence of 
Attachment D to the MOU; 

WHEREAS, Section 1 0(C) of the MOU provides that the Parties may amend the MOU by a 
written agreement signed by all parties thereto; and 

WHEREAS, in accordance with such Section 10(C) of the MOU, the Parties have executed 
and delivered this Amendment; 

NOW, THEREFORE, in consideration of the premises and the mutual promises 
hereinafter set forth, the Parties agree as follows: 

1 . Attachment C is hereby deleted in its entrety and replaced with the Attachment C set forth 
as Exhibit A to this Amendment. 

2. This Amendment, when signed and delivered by each of the Parties, shall be effective as to 
all of the Parties as of the date first above written. This Amendment may be amended only in 
accordance with the provisions of the MOU, as amended by this Amendment and as further 
amended from time to time. As amended by this Amendment, the MOU shall continue in full 
force and effect in accordance with its terms. This Amendment may be executed in any 
number of counterparts, each of which shall be deemed an original, but all of which taken 
together shall constitute one and the same instrument. Any of the Parties hereto may execute 
this Amendment by signing any such counterpart. This Amendment shall be governed by, 
and construed and enforced in accordance with, the substantive laws of the State of New 
York, without regard to its principles of conflicts of laws. 


[THE REMAINDER OF THIS PAGE IS INTENTIONALLY LEFT BLANK.] 



197 


IN WITNESS WHEREOF, this Second Amendment to Memorandum of Understanding has 
been executed and delivered as of the date first above written. 

SIGNATORIES: 

The Motion Picture Association of America, Inc. 

By: 

Name: 

Title: 

The Recording Industry Association of America, Inc. 

By: 

Name: 

Title: 

Walt Disney Studios Motion Pictures 

By: 

Name: 

Title: 

Paramount Pictures Corporation 

By: 

Name: 

Title: 

Sony Pictures Entertainment Inc. 

By: 

Name: 

Title: 

Twentieth Century Fox Film Corporation 

By: 

Name: 

Title: 

Universal City Studios EEC 

By: 

Name: 

Title: 

Warner Bros. Entertainment Inc. 

By: 

Name: 

Title: 

UMG Recordings, Inc. 

By: 

Name: 

Title: 
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Warner Music Group 

By: 

Name: 

Title: 

Sony Music Entertainment 

By: 

Name: 

Title: 

EMI Music North America 

By: 

Name: 

Title: 

SBC Internet Services, Inc., BellSouth Telecommunications, Inc., Southwestern Bell 
Telephone Company, Pacific Bell Telephone Company, Illinois Bell Telephone Company, 
Indiana Bell Telephone Company, Incorporated, Michigan Bell Telephone Company, Nevada 
Bell Telephone Company, The Ohio Bell Telephone Company, Wisconsin Bell, Inc., The 
Southern New England Telephone Company, and BellSouth Telecommunications, Inc. (the 
AT&T Inc. companies) 

By: 

Name: 

Title: 

Verizon Online EEC, Verizon Online EEC - Maryland, and Verizon Online Pennsylvania 
Partnership (the Verizon companies) 

By: 

Name: 

Title: 

Comcast Cable Communications Management, EEC 

By: 

Name: 

Title: 

CSC Holdings, EEC 

By: 

Name: 

Title: 

Time Warner 

By: 

Name: 

Title: 


3 



199 


Exhibit A 


Attachment C - Independent Review Program 

The Independent Review Program described below is intended to provide an alternative, 
fast, efficient and low-cost means for Subscribers and Copyright Owners to obtain 
independent resolution of genuine disputes that may occur in connection with the 
Copyright Alert program outlined in the Agreement. Its purpose is to provide a 
Subscriber with a non-exclusive procedure to seek review of Copyright Alerts associated 
with the Subscriber’s account in the event a Mitigation Measure is about to be applied on 
the Subscriber’s account. All days referred to herein are calendar days. 

The Independent Review process shall be just one avenue of appeal for Subscribers 
challenging such measure. This Independent Review process does not prevent 
Subscribers or Copyright Owners from addressing disputes through the courts, and that is 
the proper forum for addressing issues that are beyond the scope of this Independent 
Review process. 

1 . Overview 

1.1 Grounds for Independent Review . Once a Subscriber has received a Copyright 
Alert stating that a Mitigation Measure is about to be applied, the Subscriber may request 
an Independent Review of the Copyright Alerts associated with the Subscriber’s account 
(as described in paragraph 4.1.4) on the following grounds: 

(i) Misidentifi cation of Account - that the ISP account has been incorrectly 
identified as one through which acts of alleged copyright infringement 
have occurred. 

(ii) Unauthorized Use of Account - that the alleged activity was the result of 
the unauthorized use of the Subscriber’s account of which the Subscriber 
was unaware and that the Subscriber could not reasonably have prevented. 

(iii) Authorization - that the use of the work made by the Subscriber was 
authorized by its Copyright Owner. 

(iv) Fair Use - that the Subscriber’s reproducing the copyrighted work(s) and 
distributing it/them over a P2P network is defensible as a fair use. 

(vi) Misidentifi cation of File - that the file in question does not consist 
primarily of the alleged copyrighted work at issue. 

(vii) Work Published Before 1923 - that the alleged copyrighted work was 
published prior to 1923. 


4 
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1.2 Process and Determination . As further described below, if the Subscriber invokes 
Independent Review of the First Mitigation Measure Copyright Alert, the Subscriber 
shall have the opportunity to challenge some or all of the previously issued Copyright 
Alerts. In order to have the First Mitigation Measure avoided, the Reviewer must find in 
favor of the Subscriber for at least half of the previously issued Copyright Alerts (i.e. 2 of 
4 or 3 of 5). If the Subscriber invokes Independent Review of the Second Mitigation 
Measure Copyright Alert, the Subscriber shall have the opportunity to challenge only the 
Second Mitigation Measure Copyright Alert. In order to have the Second Mitigation 
Measure avoided, the Reviewer must find in favor of the Subscriber for the Second 
Mitigation Measure Copyright Alert. All determinations shall be made by an 
independent “Reviewer” as described below, and the determinations shall have the effect 
set forth herein. 

2. Standard of Review. 


2.1. Misidentification of Account . A Subscriber shall prevail on this defense if 
the Participating ISP’s and/or Copyright Owner’s records indicate, upon Independent 
Review, that a factual error was made in (1) identifying the IP address at which the 
alleged copyright infringement occurred and/or (2) correlating the identified IP address to 
the Subscriber’s account. In reviewing the Participating ISP’s or Copyright Owner’s 
records, automated systems for capturing IP addresses or other information in accordance 
with Methodologies have a rebuttable presumption that they work in accordance with 
their specifications, unless the Independent Expert’s review of any such Content Owner 
Representative Methodology resulted in a Finding of Inadequacy in which event such 
rebuttable presumption shall not apply to such Content Owner Representative 
Methodology. 

2.2. Unauthorized Use of Account . A Subscriber shall prevail on this defense if 
the Subscriber adequately and credibly demonstrates that the alleged activity was the 
result of unauthorized use of the Subscriber’s account by someone who is not a member 
or invitee of the household (e.g., via an unsecured wireless router or a hacked Internet 
connection) of which the Subscriber was unaware and that the Subscriber could not 
reasonably have prevented. The foregoing sentence notwithstanding, the Reviewer may 
in his or her discretion conclude that a Subscriber is entitled to prevail under this defense 
despite the Subscriber’s failure to secure a wireless router if the Reviewer otherwise 
concludes that the Subscriber adequately and credibly demonstrates that the alleged 
activity was the result of unauthorized use of the Subscriber’s account by someone who is 
not a member or invitee of the household of which the Subscriber was unaware. In 
determining whether this standard has been satisfied, the Reviewer shall consider the 
evidence in light of the educational messages previously provided by the Participating 
ISP. Except as set forth herein, this defense may be asserted by a Subscriber only one (1) 
time to give the Subscriber the opportunity to take steps to prevent future unauthorized 
use of the Subscriber’s account. Any subsequent assertion of this defense by a 
Subscriber shall be denied as barred, unless the Subscriber can show by clear and 
convincing evidence that the unauthorized use occurred despite reasonable steps to secure 
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the Internet account and that the breach of such security could not reasonably have been 
avoided. 

2.3. Authorization . A Subscriber shall prevail on this defense if the Subscriber 
adequately and credibly demonstrates with written or other documented evidence that the 
Subscriber’s alleged activity was actually specifically authorized by the Copyright Owner 
or its authorized representative. Such written or other documented evidence typically 
must include a true and unaltered copy of the agreement or communication asserted to 
grant the claimed authorization. Such evidence shall not be deemed adequate and 
credible if, among other things, (i) the evidence on its face does not support a claim of 
authorization, (ii) the evidence does not appear authentic, or (iii) a reasonable person in 
the Subscriber’s position would not have concluded that the communication was in fact 
authorizing the specific use made of the work and that such authorization came from the 
actual Copyright Owner or by someone authorized to act on his/her behalf The defense 
shall fail if the Copyright Owner has demonstrated: (x) that the specific use of the work 
made by the Subscriber was not in fact authorized by the Copyright Owner; (y) if the 
alleged authorization did not come directly from the Copyright Owner, that the person 
purporting to grant authorization was not authorized to act on behalf of the Copyright 
Owner for purposes of authorizing the specific use made of the work by the Subscriber; 
or (z) that the documentary evidence submitted by the Subscriber likely is not authentic 
or has been altered in a material manner. 

2.4. Fair Use . A Subscriber shall prevail on this defense if the Subscriber 
adequately and credibly demonstrates fair use of the copyrighted work under prevailing 
principles of copyright law (which shall be identified as described in section 6). 

2.5. Misidentification of File . A Subscriber shall prevail on this defense if the 
Subscriber adequately and credibly demonstrates that a factual error was made in 
identifying the file at issue as consisting primarily of the alleged copyrighted work. In 
making this determination, the Content Owner Representative Methodology used to 
identify the file shall have a rebuttable presumption that it works in accordance with its 
specifications, unless the Independent Expert’s review of any such Content Owner 
Representative Methodology resulted in a Finding of Inadequacy in which event such 
rebuttable presumption shall not apply to such Content Owner Representative 
Methodology. 

2.6. Work Published Before 1923 . A Subscriber shall prevail on this defense if 
the Subscriber adequately and credibly demonstrates that the alleged copyrighted work in 
question was actually published prior to 1923. 

3. Effect of Decision . If the Reviewer’s decision is in favor of the Subscriber for at least 
half of the Copyright Alerts associated with the Subscriber’s account, the filing fee 
described in paragraph 4.1.6 shall be promptly refunded to the Subscriber, the 
Participating ISP shall remove all of the previously issued Copyright Alerts from the 
Subscriber’s account records and, except as set forth in paragraph 4.1.7 below, the 
Participating ISP shall refrain from applying any Mitigation Measure based on the 
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previously issued Copyright Alert(s). If the Reviewer’s decision is not in favor of the 
Subscriber for a at least half of the Copyright Alerts associated with the Subscriber’s 
account, the Mitigation Measure shall be applied promptly. The Reviewer’s decision will 
be binding solely for the purposes of the Copyright Alert program. By participating in 
the Independent Review, the Subscriber, the Participating ISP, and the Copyright Owner 
agree to waive all rights to challenge the Reviewer’s decision for purposes of the 
Copyright Alert program. The Reviewer’s decision shall have no effect outside of the 
Copyright Alert program, shall not act as res judicata or collateral estoppel or any similar 
bar, and shall not have any precedential impact for other Independent Reviews with 
respect to other Subscribers within the Copyright Alert program. In any judicial 
proceeding between a Subscriber and a Copyright Owner concerning subject matter that 
is or has been the subject of Independent Review, neither the Subscriber nor the 
Copyright Owner shall seek to enter into evidence, or otherwise refer to or cite, either the 
fact of the Independent Review or any outcome of the Independent Review. 

4. Independent Review Procedure . 

4.1. How to Initiate an Independent Review . 

4.1.1. ACJRForm. When the Participating ISP sends a Copyright Alert 
stating that the Subscriber’s account is subject to a Mitigation Measure, the 
Participating ISP will also make available to the Subscriber access to an online 
Application to Commence Independent Review fonn/s (“AClRfonn”) and related 
materials. The ACTR form and related materials will permit the Subscriber to 
review all of the Copyright Alerts applicable to the Subscriber’s account that have 
not previously been subject to review, as further described in paragraph 4.1.4. 

The ACIR form will identify all of the information necessary for the Subscriber to 
invoke an Independent Review, including each defense asserted as to the work 
identified in a Copyright Alert under review, and also include space for provision 
of the Subscriber’s contact information. 

4.1.2. A uthorization. The ACIR form will contain an authorization by the 
Subscriber to disclose relevant personal information to the Administering 
Organization and the Reviewer only to the extent necessary. Except as explained 
in the next sentence or as required by judicial order or other legal process, all 
Subscriber personal information will be held in confidence and not disclosed to 
the Copyright Owner. If the Subscriber’s defense is based on authorization, then 
the Reviewer may, in his or her discretion, disclose to the Copyright Owner only 
such personal information concerning the Subscriber as is reasonably necessary to 
permit the Copyright Owner to rebut a claim of authorization if that information is 
required for such purposes. The ACIR form will contain an authorization by the 
Subscriber to disclose relevant personal information to the Copyright Owner in 
the circumstances described in the immediately preceding sentence. 

4.1.3. Information Required. The Subscriber must (1) identify the 
defense(s) asserted as to the work identified in each Copyright Alert at issue by 
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checking the proper boxes on the ACIR fonn, (2) explain the specific basis for 
each defense, and (3) provide the corresponding back-up material to support such 
grounds. In the case of a defense of authorization, the ACIR form must be 
accompanied by the applicable written or other documented evidence that the 
Subscriber’s alleged activity was specifically authorized by the Copyright Owner 
or its authorized representative, as described in paragraph 2.3. In the case of a 
defense of fair use, the ACIR form must (1) be accompanied by a true and 
unaltered copy of each content file that the Subscriber asserts to be a fair use 
under prevailing principles of copyright law; and (2) an explanation of each use 
the Subscriber made of the file, including any distribution or downloading 
identified in the Copyright Alert(s), and the basis for claiming each such use as a 
fair use. 

4.1.4. Copyright Alerts Subject to Review . The Subscriber shall have the 
right to invoke Independent Review for the last Copyright Alert sent as well as 
prior Copyright Alerts, provided that the right to have a particular Copyright Alert 
reviewed shall be waived if that right is not invoked the first time the Copyright 
Alert becomes eligible to be reviewed. Accordingly, when a Subscriber first 
receives a Mitigation Measure Copyright Alert, the Subscriber may invoke the 
Independent Review process as to any prior Copyright Alert and must, as noted 
above in section 1.2, prevail on at least half of the alerts previously received, but 
if any of those Copyright Alerts is not reviewed at that time it will thereafter be 
unreviewable. 

4.1.5. Multiple Works Identified in a Copyright Alert. In cases in which a 
single Copyright Alert alleges or refers to allegations of infringing activity with 
respect to multiple works, the Subscriber need only offer a defense to the work 
that triggered the Copyright Alert, and the Independent Review process shall only 
apply with respect to that work for that particular Copyright Alert. For clarity, 
works in ISP Notices sent during the Grace Period would not trigger the 
Copyright Alert and thus not require a defense. 

4. 1 . 6 . Filing Fee. The Subscriber shall be required to pay a filing fee of 
thirty-five dollars ($35) in order to invoke the Independent Review, unless the 
Subscriber qualifies for a waiver or reduction in the filing fee in accordance with 
the procedures of the Administering Organization (as defined in paragraph 5.1 
below). This fee will be refunded to the Subscriber in the event that the Reviewer 
decides in favor of the Subscriber as to any Copyright Alert eligible for review. 

4.1.7. Deadline. The ACIR fonn, related materials and filing fee (“ ACIR 
Package ”) must be submitted by the Subscriber electronically within fourteen (14) 
days after issuance (i.e., the date the alert is sent to the Subscriber) of the relevant 
Mitigation Measure Copyright Alert. Except as contemplated in paragraph 5.6 
below, failure to properly submit an ACIR form by the due date shall be deemed a 
waiver of the right to seek Independent Review regarding the applicable 
Mitigation Measure. 
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4.1.8. Submission of ACIR Package. The Subscriber must submit the 
ACIR Package to the Administering Organization. The Administering 
Organization shall immediately send to the applicable Participating ISP notice 
that the ACIR Package has been filed, along with the anonymous account 
identifier associated with that ACIR. 

4.1.9. Effect of Filing for Independent Review . A Subscriber’s filing of 
the ACIR form with the Independent Reviewer will serve as a stay of the 
implementation of any Mitigation Measure if the ACIR form is submitted within 
fourteen (14) days of issuance of the relevant Mitigation Measure Copyright 
Alert. A Subscriber’s failure to file an ACIR or otherwise challenge an allegation 
of copyright infringement shall not be construed as an admission or waiver in any 
other forum or context. 

4.2 Process for Independent Review . 

4.2.1. Selection of Reviewer. All Independent Reviews shall be resolved 
by one (1) individual serving as an independent Reviewer. The Reviewer will be 
selected by the Administering Organization from a panel of neutrals, as further 
described in paragraph 5.2. 

4.2.2. Initial Review of ACIR Package. A Reviewer will review the ACIR 
package within seven (7) days of receipt to determine whether it is substantially 
complete. To be considered substantially complete, (1) the ACIR Package must 
include a substantially completed ACIR form; (2) the ACIR form must assert a 
defense as the work identified in the relevant Copyright Alert subject to 
Independent Review; (3) for each defense asserted as to each work, the ACIR 
Package must include sufficient information as described in paragraph 4.1.3 to 
permit the Independent Review to proceed meaningfully and to potentially result 
in a decision in favor of the Subscriber; and (4) the ACIR Package must include 
the required payment as provided in paragraph 4.1.6. If the ACIR Package is not 
substantially complete, the case will be denied. The first time an ACIR Package 
is denied, such a denial shall be without prejudice to afford the Subscriber one 
additional opportunity to correct any mistakes or omissions in the ACIR Package. 
In such a case, the Reviewer shall notify the Subscriber of the relevant defects and 
afford the Subscriber seven (7) days to remedy the defects by submitting a 
substantially complete ACIR Package. Otherwise (except as provided in 
paragraph 5.6 below), such a denial shall be with prejudice. Either a denial 
without prejudice that is not remedied within seven (7) days or a denial with 
prejudice shall have the same effects as a denial on the merits (see section 3). 

4.2.3 . Verification that Defense of Unauthorized Use of Account is not 
Barred. In the case of any defense of unauthorized use of account, the 
Reviewer’s initial review will also consider whether that defense is barred 
because the Administering Organization’s records indicate that the Subscriber 
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previously asserted that defense in another Independent Review. If so, the 
defense shall be denied, unless the Subscriber can show by clear and convincing 
evidence that the unauthorized use occurred despite reasonable steps to secure the 
Internet account and that the breach of such security could not reasonably have 
been avoided. If for any reason the Administering Organization’s records are 
inconclusive as to this question, the Reviewer will request clarification from the 
Participating ISP pursuant to paragraph 4.2.4. 

4.2.4. Collection of Standard Information fi'om Participating ISP and 
Copyright Owner. If the ACIR Package is substantially complete, the Reviewer 
will, if needed, request standard relevant information from the Participating ISP 
and/or Copyright Owner to assess the grounds for review. Details of the standard 
information to be provided by the Participating ISP and/or Copyright Owner for 
different types of defenses shall be determined by mutual agreement of 
representatives of the Administering Organization, Participating ISPs and 
Copyright Owners as implementation proceeds, with the goal of having provision 
of this standard information be a straightforward and largely automated process. 

In the case of a defense of misidentification of account, information to be 
provided by the Participating ISP is anticipated to consist of information in the 
Participating ISP’s possession, custody, or control relating to (1) those ISP 
Notices received by the Participating ISP that triggered Copyright Alerts and 
matched to the Subscriber’s account, (2) Copyright Alerts sent to the Subscriber 
by the Participating ISP, and (3) the Participating ISP’s matching of IP addresses 
on ISP Notices received by the Participating ISP to the Subscriber’s account, 
hifomiation to be provided by the Copyright Owner is anticipated to consist of all 
or part of the evidence package(s) (/.e., information relating to the alleged access 
to copyrighted material) for one (1) or more Copyright Alerts that are the subject 
of the Independent Review. The Participating ISP and Copyright Owner, as 
applicable, will provide the relevant infonnation to the Reviewer within fourteen 
(14) days after receipt of the request. 

4.2.5. First Substantive Review’. Within seven (7) days from receipt of the 
relevant standard information from the Participating ISP and/or the Copyright 
Owner, the Reviewer will review the case record substantively to determine if 
additional information from the Participating ISP and/or Copyright Owner is 
required, or whether it is apparent without soliciting further information that the 
Subscriber will not prevail as to at least half of the Copyright Alerts received by 
the Subscriber. 

4.2.6. Supplemental Information. The Reviewer shall have the discretion 
to request supplemental information from the Participating ISP, Copyright Owner 
or Subscriber within the seven (7) day period referred to in paragraph 4.2.5, if 
such information would likely be material to a just resolution of the Independent 
Review and is consistent with the standards established in section 4.2.4. If the 
Reviewer makes such a request, the applicable party(ies) shall have fourteen (14) 
days to respond. If the Subscriber asserts a defense of authorization or fair use 
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and the Reviewer determines that the defense may have merit, then the Copyright 
Owner shall receive all relevant information about the defense from the Reviewer 
and be afforded an opportunity to provide evidence to rebut the defense within 
fourteen (14) days from receipt of such information. Such information shall 
include (1) in the case of a defense of authorization, all substantiating evidence 
and explanation submitted by the Subscriber as to each relevant work and the 
Subscriber’s identifying information, unless the Reviewer concludes that the 
Copyright Owner does not need to know the identity of the Subscriber to evaluate 
the Subscriber’s claim that his or her activity was authorized; and (2) in the case 
of a defense of fair use, the content file submitted by the Subscriber as to each 
relevant work and an explanation of why the Subscriber believes each use of that 
content file to be a fair use. 

4.2.7. Final Assessment and Issuance of Decision. Within fourteen (14) 
days of receipt of all requested information, including any supplemental 
infonnation provided pursuant to paragraph 4.2.6, or passage of the relevant time 
to provide supplemental information in the event no supplemental information is 
received, the Reviewer shall assess the complete case record and enter a final 
decision. In doing so, the Reviewer shall determine the relevance, materiality and 
weight of all evidence based on the available record. The proceedings will take 
place exclusively on the written record, and there shall be no live hearings. Upon 
reaching a final decision, the Reviewer will notify the Subscriber, Participating 
ISP and Copyright Owner of the outcome, and if the decision is a denial of the 
Subscriber’s defense, the Reviewer will also include a short description of the 
rationale for the decision. 

4.2.8. Kleciion not lo Defend a Notice by Copyright Owner. A Copyright 
Owner may elect not to defend a Copyright Alert at any time during the 7 day 
period following its receipt of notice that a case has been filed concerning that 
Copyright Alert, which shall have the same effect as a finding for the Subscriber 
with respect to such work (see section 3). 

4.2.9. Communications Among Parties. Except as specifically described 
in these rules {e.g., in the case of requests for information as described in 
paragraphs 4.2.4 and 4.2.6), there will be no communication between the 
Reviewer and the Participating ISP, Copyright Owner or Subscriber concerning 
the Independent Review. There is to be absolutely no discovery between the 
parties to the dispute, and no party shall have any obligation to respond to any 
request for information or to provide any particular information, except as 
described herein. 

5. Administration of Independent Review Process . 

5.1. in General . The Independent Review process shall be coordinated by the 

administering organization selected by the CCI Executive Committee (“ Administering 
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Organization ”). The Independent Review process shall be governed exclusively by these 
rules. 


5.2. Selection of Reviewers . The Administering Organization shall have 
mechanisms for establishing a panel of neutrals and for ensuring their continuing 
neutrality, their compliance with these rules, and their adherence to the governing 
principles of copyright law as provided in section 6. Reviewers must be lawyers, but 
need not necessarily have the legal or case management expertise that would qualify 
them to act as arbitrators of more complex disputes in a broader-rangjng alternative 
dispute resolution process. The Administering Organization shall provide Reviewers 
training in this Independent Review process and governing principles of copyright law 
determined as described in section 6. Reviewers may be staff employees of the 
Administering Organization if the volume of disputes subject to the Independent Review 
process so warrants. 

5.3. Automation . The Administering Organization shall implement automated 
processes for managing the workflow of cases proceeding through the Independent 
Review process, including means for seeking and obtaining information from 
Participating ISPs and Copyright Owners in a manner that minimizes the associated 
workload on Participating ISPs and Copyright Owners and is automated to the maximum 
extent practicable. 

5.4. Records of Subscriber History of Invoking Independent Review . The 
Administering Organization will maintain a secure database of Subscribers’ history of 
invoking the Independent Review process, which will be available to Reviewers when 
evaluating future disputes involving the relevant Subscribers. Thus, it should be possible 
for a Reviewer to determine from this database whether a Subscriber has previously 
asserted a defense of unauthorized use of account, and a Reviewer may consider a 
Subscriber’s Independent Review history in evaluating the credibility of claims under 
review. 


5.5. Recordkeeping and Review . The CCl Executive Committee and 
Administering Organization will establish processes for (1) maintaining records 
concerning proceedings, (2) periodically reviewing anonymous, aggregated information 
about issues and outcomes so that trends can be identified and addressed if warranted, 
and (3) confidentially auditing decisions for purposes of evaluating the performance of 
Reviewers and the Administering Organization. Except to the extent necessary to 
maintain records of outcomes of proceedings for purposes of operation and review of the 
Independent Review process or as otherwise expressly set forth herein. Reviewers shall 
not prepare written decisions in the cases they decide, and all decisions shall be treated in 
accordance with Section 4(H) of the MOU. The Parties to the Agreement agree to 
negotiate in good faith as to adjustments in the Independent Review process if such 
adjustments are warranted by actual experience in operating the Independent Review 
process. 
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5.6. Provision of Information . Fair and efficient administration of the 
Independent Review process depends upon timely provision of information requested by 
the Reviewer at various steps of the process, as described in paragraph 4.2. Whenever 
these rules set forth a timeframe for provision of information requested by the Reviewer, 
the Reviewer may grant reasonable extensions of such period (not to exceed fourteen (14) 
days) for substantial good cause shown. In the absence of the requested information at 
the deadline for providing the same, the following provisions will apply: 

5.6.1. Delays in Pr'oviding Standar'd Information. If the Reviewer 
properly requests a standard package of information from a Participating ISP or 
Copyright Owner, as described in paragraph 4.2.4, and the Participating ISP or 
Copyright Owner does not provide the requested information as to some or all 
claims or works on a timely basis, (1) the Reviewer shall promptly notify the 
Participating ISP or Copyright Owner and the Participating ISP or Copyright 
Owner shall have a further seven (7) days to provide the requested information; 
and (2) the Administering Organization shall reflect such deficiency in reports to 
be provided periodically to the CCI Executive Committee. Recurring failure of a 
Participating ISP or Copyright Owner to provide requested standard information 
during the initial period identified in paragraph 4.2.4, in other than isolated 
instances, will be considered a breach of its obligations under the Agreement. If a 
Participating ISP or Copyright Owner does not provide available requested 
information within a further seven (7) days, (a) the dispute will proceed to the 
next step of decision making based on the available record without such 
information, giving the Subscriber the benefit of any doubt concerning the 
missing requested information; (b) the Administering Organization shall reflect 
such deficiency in reports to be provided periodically to the CCI Executive 
Committee; and (c) the Participating ISP or Copyright Owner will be considered 
in breach of its obligations under the Agreement. 

5.6.2. Delays in Providing Supplemental Information . ff the Reviewer 
properly requests supplemental information from a Participating ISP, Copyright 
Owner or Subscriber pursuant to paragraph 4.2.6, and the Participating ISP, 
Copyright Owner or Subscriber does not provide the requested information as to 
some or all claims or works on a timely basis, the dispute will proceed to the next 
step of decision making based on the available record without such infonnation. 

If the Reviewer believes that the position of a party to the proceeding other than 
the one that has failed to provide the requested information is otherwise 
meritorious, the Reviewer shall give such party the benefit of any doubt 
concerning the missing requested information. 

6. Legal Principles to Be Applied in Independent Review . The Independent Review 
process will, to the extent relevant, apply prevailing legal principles as determined by 
United States federal courts. The Administering Organization will commission an 
accepted, independent expert on copyright law, who is approved by the CCI Executive 
Committee, to outline prevailing legal principles of fair use for purposes of deciding 
defenses of fair use, and any other legal principles necessary for resolution of issues 
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within the scope of this Independent Review process. Such outline will be updated from 
time to time as necessary. If additional material questions of law arise as the Independent 
Review process is implemented, they may be referred to an accepted, independent expert 
approved by the CCI Executive Committee as needed. The Administering Organization 
will advise the Parties to the Agreement of issues referred to, and principles determined 
by, such an expert, and provide a process for the Parties to the Agreement to provide 
input concerning the issues, so as to ensure that the expert’s determinations are fully- 
informed and reflect prevailing law as determined by United States federal courts. 
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MEMORANDLIVl OF UNDERSTANDING 


Whereas: 

• Copyright infringement (under Title 17 of the United States Code) on the Internet 
(“ Online Infrinaement ”! - including the illegal distribution of copyrighted works 
such as music, movies, computer software, gaming software, e-books and the like 
via Peer-to-Peer (“P2P”) file exchanges and other illegal distribution via Internet 
file hosting, streaming or other technologies - imposes substantial costs on 
copyright holders and the economy each year. Online Infringement also may 
contribute to network congestion, negatively affecting users’ Internet experiences. 
The availability of copyrighted content, including live and recorded 
programming, from pirated sources harms legitimate content creation and 
distribution. Content creators are taking steps to make lawful content more 
available online. The lawful online distribution businesses are vibrant and 
growing and they are banned by infringement. In addition, law enforcement is 
pursuing opportunities to enhance its ability to investigate, prosecute, and 
ultimately punish and deter those who violate eopyright law. 

• While the government maintains a critical role in enforcing copyright law, it 
should be readily apparent that, in an age of viral, digital online distribution, 
prosecution of individual acts of infringement may serve a purpose, but standing 
alone this may not be the only or best solution to addressing Online Infringement. 
If Online Infringement is to be effectively combated, law enforcement must work 
with all interested parties, including copyright holders, their licensees, artists (and 
the guilds, unions and other organizations that represent them), recording 
companies, movie studios, software developers, electronic publishers, Internet 
Service Providers (“ ISPs ”), public interest groups, other intennediaries and 
consumers on reasonable methods to prevent, detect and deter Online 
Infringement. Such efforts must respect the legitimate interests of Internet users 
and subscribers in protecting their privacy and freedom of speech, in accessing 
legitimate content, and in being able to challenge the accuracy of allegations of 
Online Infringement. This work should include an educational component 
because evidence suggests that most informed consumers will choose lawful 
services and not engage in Online Infringement. This work also should include 
the development of solutions that are reasonably necessary to effectuate the rights 
that are granted by copyright without unduly hampering the legitimate 
distribution of copyrighted works online or impairing the legitimate rights and 
interests of consumers and ISPs. Such efforts serve not only the shared interests 
of creators and distributors of creative works, but also the interests of Internet 
users who benefit from constructive measures aimed at education and deterrence 
in lieu of litigation with its attendant costs and legal risk. 

• A reasonable, alert-based approach may help to protect legal rights granted by 
copyright and stem the unlawful distribution of copyrighted works, while 
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providing education, privacy protection, fair warning and an opportunity for 
review that protects the lawful interests of consumers. The efficiencies gained 
from such a cooperative model may benefit all interested parties, including 
consumers. 

• Enforcement and consumer education programs alone may not be able to fully 
address the issue of Online Infringement. In addition, it is important for content 
and copyright owners to continue to make available an array of lawful alternatives 
for consuming movies, music, and other content online, including new 
distribution models that make it easy and attractive for consumers to lawfully 
obtain online the content they want. ISPs can assist in these efforts by 
encouraging subscribers to seek legal alternatives for obtaining content. The 
widespread availability of lawful content will benefit consumers, content owners 
and ISPs. 

Whereas, the Content Owner Representatives, the Parti ciparing ISPs, and the 
members of the Participating Content Owners Group (all, as defined in Section 1 below) 
and independent record labels and film production companies (Independent Content 
Owners , as defined in Section 5C below) represented by the American Association of 
Independent Music (“A2IM”) and the Independent Film and Television Alliance 
(“IFTA”), respectively, seek to establish a consumer-focused process for identifying and 
notifying residential wired Internet access service customers of the Participating ISPs 
(“ Subscribers ”) (other than dial-up Subscribers) who receive multiple notifications of 
allegations of Online Infringement made via P2P networks and applications T‘ P2P Online 
Infringement ”), in an effort to educate consumers, deter Online Infringement, and direct 
consumers to lawful online legitimate sources of content. 

Whereas, having considered the desirability of implementing such a process as a 
means to encourage lawful and legitimate use of copyrighted content, the Parties (as 
defined in Section 1 below) hereby voluntarily enter into this Memorandum of 
Understanding (the “ Agreement ”). 

IT IS HEREBY UNDERSTOOD AND AGREED AMONG THE PARTIES THAT: 

1. Parties to the Agreement 


The parties to this Agreement (the “ Parties ”) are The Recording Industry 
Association of America, Inc. t“ RIAA ”). The Motion Picture Association of America, Inc. 
(“ MPAA ” and together with RIAA, the “ Content Owner Representatives ”); the entities 
set forth in Attachment A (as may be amended from time to time) (collectively, the 
“ Participating ISPs ”): and solely for the purposes of Sections 2tE.). 4IC), 4(0), 4(H). dlT), 
5(A). 510, 6, 7, 8, 9(E). 9(F). and 10 of this Agreement, MPAA members Walt Disney 
Studios Motion Pictures, Paramount Pictures Corporation, Sony Pictures Entertainment 
Inc.. Twentieth Century Fox Film Corporation, Universal City Studios EEC, and Warner 
Bros. Entertainment Inc. (such MPAA members, together with MPAA, the “ MPAA 
Group ”). RIAA members UMG Recordings, Inc., Warner Music Group, Sony Music 
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Entertainment, and EMI Music North America (such RIAA memhers, together with 
RIAA, the “ RIAA Group ” and together with the MPAA Group, and any other entities set 
forth in Attachment B (as may he amended from time to time), the “ Participatina Content 
Owners Group ”). 

2. Establishment of CCI 


A. Not later than sixty (60) days after the Effective Date (as defined in 
Section 8IA) below), the Content Owner Representatives and the Participating ISPs will 
establish the Center for Copyright Information (“CCI”) to assist in the effort to combat 
Online Infringement by, among other things, (i) taking an active role in educating the 
public about the law's governing the online distribution of works protected by copyright, 
including educating the public regarding civil and criminal penalries for Online 
Infringement; (ii) interfacing with third party stakeholders on issues and questions of 
common interest to the Content Owner Representatives and the Participating ISPs 
pertaining to Online Infringement and related matters; (iii) assisting in the design and 
implementation of a process that provides for consumer and Subscriber education 
through the forwarding of Copyright Alerts to, and application of Mitigation Measures 
(as defined in Section dlGViiil below) on, Subscribers engaged in persistent P2P Online 
Infringement, including reviewing the accuracy and efficacy of Content Owner 
Representative processes for identifying instances of P2P Online Infringement and ISP 
processes for identifying the Subscriber accounts associated with such P2P Online 
Infringement; (iv) periodically reviewing the effectiveness and impact of such processes 
as further described in Section 9 below; (v) collecting and disseminating to interested 
parties and the public data regarding Online Infringement and the lawful means available 
to obtain non-infringing copyrighted works; and (vi) facilitating the involvement of non- 
participating ISPs in the work of CCI and in the Copyright Alert program (as defined in 
Section 4(G) below). 

B. CCI will be governed by a six (6) member executive committee (the 
“ Executive Committee ”) that will be selected as follows: three (3) members to be 
designated collectively by the Content Owner Representatives, and three (3) members to 
be designated collectively by the Participating ISPs. Each member shall serve without 
compensation for a term of two (2) years, which may be renewed. 

C. The members of the Executive Committee shall be selected within forty- 
five (45) days of the Effective Date (as defined in Section 8(A) below). The Executive 
Committee shall hold an initial meeting and designate an individual to serve as its 
Executive Director. The Executive Director shall not be one (1 ) of the six (6) members 
of the Executive Committee. 

D. The Executive Committee shall also establish a three (3) member advisory 
board to the Executive Committee (the “ Advisory Board ”). The Content Owner 
Representatives shall select one (1) member of the Advisory Board, the Participating 
ISPs shall select one (1) member of the Advisory Board, and the two (2) selected 
Advisory Board members shall select the third member. Each of the members of the 
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Advisory Board shall be drawn from relevant subject matter expert and consumer interest 
communities and, unless otherwise agreed in writing, shall not be employees or agents of 
the Content Owner Representatives nor of the Participating ISPs. The Advisory Board 
shall be consulted on any significant issues the Executive Committee is considering 
relating to the design and implementation of the Notice Process and the Copyright Alert 
program (as defined in Section 4(C1 and Section TlGl . respectively), and shall provide 
recommendations to the Executive Committee as appropriate. The Advisory Board may 
also provide recommendations regarding the CCI educational program described in 
Section 3 below, upon the Executive Committee’s request. 

E. Funding for CCI will be provided fifty percent (50%) by the Participating 
Content Owners Group and fifty percent (50%) by the Participating ISPs. The initial CCI 
budget shall be presented to and approved by the Executive Committee within ninety (90) 
days of the Effective Date (as defined in Section 8/AI below) and shall be funded by the 
Participating Content Owners Group and the Participating ISPs promptly thereafter 
according to the apportionment set forth in this Section 2('E~) . The Executive Committee 
shall also oversee and approve by majority all matters regarding the corporate formation 
of CCI and the further development of its internal structure. CCT shall be governed by its 
articles of Incorporation and bylaws to be filed In connection with its corporate formation 
in the State of Delaware. The bylaws shall, inter alia, include a mechanism for adding 
parties to this Agreement. 

3. CCI Educational Program 


In conformance with its budget, CCT shall develop an educational program to 
infonu the public about laws prohibiting Online Infringement and lawful means available 
to obtain digital works online and through other legitimate means. CCI will also 
establish, host and maintain an online information center where educational material will 
be available to the general public. The Content Owner Representatives and the 
Participating ISPs shall contribute to CCI any applicable educational materials already 
developed by the respective Content Owner Representatives and Participating ISPs, and 
CCI shall facilitate the dissemination of such educational materials through online or 
other media. Such educational materials shall include, among other things, information 
about the technical means Subscribers can use to secure their computers and networks to 
avoid unwittingly assisting others in Online Infringement. Any Content Owner 
Representative or Participating ISP may add additional educational materials to the 
online information center subject to the prior permission of the Executive Committee. 

4. System for Reducing Instances of P2P Online Infringement 

A. The Content Owner Representatives will develop and maintain written 
methodologies, which shall be adopted by the applicable Content Owner Representative, 
for identifying instances of P2P Online Infringement that are designed to detect and 
provide evidence that the identified content was uploaded or downloaded or copied and 
offered on a P2P network to be downloaded through a bit torrent or other P2P 
technology. Each Participating ISP will develop and maintain methodologies, which 
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shall be adopted by the applicable Participating ISP, to match Internet Protocol (“IP”) 
addresses identified by the Content Owner Representatives to the Participating ISP 
Subscribers’ accounts, to keep a record of repeat alleged infringers, and to apply 
Mitigation Measures (as defined in Section dlGViii) below). Such Content Owner 
Representative and Participating ISP methodologies are collectively referred to herein as 
the “ Methodoloeies ”. The goal of these Methodologies shall be to ensure that allegations 
of P2P Online Infringement, related records, and the application of any Mitigation 
Measures are based on reliable, accurate, and verifiable processes and information. 

B. In conformance with its budget, CCI shall retain an independent and 
impartial technical expert or experts (the “ Independent Expert ”! to review on a periodic 
and ongoing basis the Methodologies and any modifications thereto, and recommend 
enhancements as appropriate, with the goal of ensuring and maintaining confidence on 
the part of the Content Owner Representatives, the Participating ISPs, and the public in 
the accuracy and security of the Methodologies. If a Content Owner Representative 
Methodology is found by the Independent Expert to be fundamentally unreliable, the 
Independent Expert shall issue a confidential finding of inadequacy /“ Findina of 
Tnadeguacv "! to the affected Content Owner Representative to permit the affected 
Content Owner Representative to modify or change the Methodology for review. The 
selection of the Independent Expert shall require approval by a majority of the members 
of the Executive Committee. The Content Owner Representatives and the Participating 
ISPs agree to provide reasonable cooperation to the Independent Expert and provide to 
the Independent Expert a copy of their respective Methodologies, and any technical or 
other information reasonably related to their respective Methodologies needed to 
undertake this review process. As a condition of retention, the Independent Expert shall 
agree in writing to keep confidential any proprietary or other confidential infonnation 
provided by the Content Owner Representatives and the Participating ISPs as part of the 
Independent Expert’s review. The Content Owner Representatives and each Participating 
ISP shall exchange general descriptions of their respective Methodologies upon request. 
At the direction of CCI, the Independent Expert may consult with each Content Owner 
Representative or Participating ISP concerning the implementation and ongoing 
operation of that Representative’s or ISP’s Methodology. In addition, the Independent 
Expert will (i) review the Methodologies with recognized privacy experts agreed to by a 
majority of the Executive Committee and (ii) recommend enhancements to the 
Methodologies as appropriate to address privacy issues, if any, identified by the privacy 
experts. Failure to adopt a recommendation of the Independent Expert shall not amount 
to a breach under this Agreement. The Independent Expert’s recommendations must be 
shared with each of the Content Owner Representatives and the affected Participating 
ISP, but may not be disclosed to other parties, including Participating ISPs other than the 
affected Participating ISP, without the express written pennission of each Content Owner 
Representative and the affected Participating ISP and any disclosure to such other third 
parties shall not include any proprietary or otherwise confidential information of the 
Content Owner Representative(s) or Participating ISP affected. 

C. The Content Owner Representatives may send notices pursuant to this 
Agreement and the implementation agreements described in Section 5(A) of this 
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Agreement (the “ Implementation Agreements ”') to the Participating ISPs of instances of 
alleged P2P Online Infringement (each an “ ISP Notice ”!, and the Participating ISPs shall 
accept and process such notices involving the Participating ISPs’ Subscribers (such 
Content Owner Representative and Participating ISP actions being, together, a “ Notice 
Process ’’!. The Content Owner Representatives agree to generate ISP Notices only for 
instances of P2P Online Infringement identified through the use of the Content Owner 
Representative Methodologies that have been reviewed and evaluated by the Independent 
Expert, and that have not been issued a Finding of Inadequacy. For purposes of 
generating ISP Notices, the Content Owner Representatives further agree to focus on 
instances of P2P Online Infringement involving files or data consisting primarily of 
infringing material or containing unauthorized copyrighted works in complete or 
substantially complete fonn and to avoid instances of P2P activity in which de minimis 
amounts of allegedly infringing material are incorporated into files or data consisting 
primarily of non-infringing material. The Content Owner Representatives will also 
endeavor to generally send the ISP Notices within twenty-four (24) hours of confmned 
identification of the alleged activity described in the ISP Notice. ISP Notices shall be 
generated and sent solely by the Content Owner Representatives or their service 
providers (including on behalf of the Participating Content Owners Group, the 
Independent Content Owners (as defined in Section SIC! below), the RIAA Group’s 
members’ distributed labels and those entities set forth in Attachment D hereto). The 
individual members of the Participating Content Owners Group; IFTA and A21M; the 
Independent Content Owners (as defined in Section 5(C) below); the RIAA Group’s 
members’ distributed labels; and those entities set forth in Attachment D hereto shall not 
generate or send ISP Notices. 

D. The Content Owner Representatives agree that each ISP Notice provided 
to a Participating ISP as part of the Notice Process shall clearly identify: (i) the 
copyrighted work that allegedly has been infringed and the owner of such work; (ii) a 
description of the basis upon which the notifying Content Owner Representative or its 
agent asserts the right to enforce the particular affected copyright on behalf of the person 
or entity who owns or controls the copyright and/or exclusive distribution rights in the 
copyright (a “ Copyright Owner ’’); (iii) a statement that the notifying Content Owner 
Representative or its agent has a good faith belief that use of the material is not 
authorized by the Copyright Owner, its agent, or the law; (iv) a statement that the 
information in the ISP Notice is accurate and that, under penalty of peijury, the Content 
Owner Representative is authorized to act on behalf of the Copyright Owner whose rights 
were allegedly infringed; and (v) technical information necessary for the Participating 
ISP to identify the Subscriber {e.g., IP address, date, time and time zone of the alleged 
P2P Online Infringement, and such additional information as may be necessary as the 
Participating ISPs transition to IPv6). The Content Owner Representatives and the 
Participating Content Owners Group agree that all notices of P2P Online Infringement 
generated by them or on their behalf and delivered to the Participating ISPs shall meet the 
requirements for ISP Notices hereunder, shall comply with the terms hereof and shall be 
governed exclusively by this Agreement and the Implementation Agreements. 

E. Reserved. 
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F. Each Participating TSP agrees to communicate the following principles in 
its Acceptable Use Policies (“AUP”) or Terms of Service (“TOS”): (i) copyright 
infringement is conduct that violates the Participating ISP’s AUP or TOS and for which a 
Subscriber may be legally liable; (ii) continuing and subsequent receipt of Copyright 
Alerts (as defined in Section 4(G) below) may result in the Participating ISP taking action 
by the application of Mitigation Measures (as defined in Section dIGFiiil below); and 
(iii) in addition to these Mitigation Measures, the Participating ISP may also adopt, in 
appropriate circumstances, those measures specifically authorized by section 5 12 of the 
Digital Millennium Copyright Act (“DMCA”) and/or actions specifically provided for in 
the Participating ISP’s AUP and/or TOS including temporary suspension or termination, 
except that nothing in this Agreement alters, expands, or otherwise affects any 
Participating ISP’s rights or obligations under the DMCA. 

G. Each Participating ISP will develop, implement and independently enforce 
a Copyright Alert program as described in this Section 4fGl (each such program a 
“ Copyriaht Alert Proaram ”'l- provided that each Participating ISP shall not be required to 
exceed the notice volumes pertaining to its Copyright Alert Program as established in 
Section 5 of this Agreement. Each Participating ISP’ s Copyright Alert Program will be 
triggered by the Participating ISP’s receipt of an ISP Notice that can be associated with a 
Subscriber’s account and will result in the Participating ISP sending one (1) or more alert 
notices to the applicable Subscriber concerning the ISP Notice, as further described 
below (each such alert notice a “ Copyright Alert ”!. 

Each Participating ISP’s Copyright Alert Program shall be comprised of six (6) 
Copyright Alerts, except that a Participating ISP may elect to send a single Educational 
Step Copyright Alert (as defined in Section 4(G)(i) below). However, to give an affected 
Subscriber time to review each Copyright Alert pertaining to such Subscriber’s account 
and to take appropriate steps to avoid receipt of further Copyright Alerts, a Participating 
ISP and its Subscriber will be afforded a grace period of seven (7) calendar days after the 
transmission of any Copyright Alert before any additional Copyright Alerts will be 
directed to the account holder (the “ Grace Period ”). The same Grace Period shall apply 
following the sending of a Mitigation Measure Copyright Alert (as described in Section 
4(G)(iii) and (iv) below) and during the pendency of any review requested by a 
Subscriber following the receipt of either such Copyright Alert. During such Grace 
Period, any further ISP Notices received by the Participating ISP that the Participating 
ISP determines to be associated with the applicable Subscriber’s account will be handled 
as described in sub-paragraphs (i), (ii), (iii), and (iv) below. 

Each Participating ISP shall use commercially reasonable efforts to develop a 
Copyright Alert Program in accordance with this Section 4(GI . and shall work in good 
faith to complete all technical development work necessary for implementation of its 
Copyright Alert Program by a target launch date set forth in the applicable 
Implementation Agreement (each Participating ISP’s target launch date referred to herein 
as its “ Copyright Alert Program Launch Date ”I. 
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Each Participating ISP’s Copyright Alert Program shall be substantially similar to 
the following four (4) step sequential framework, which shall include an educational step 
(the “ Initial Educational Step ”! an acknowledgement step (the “ Aclcnowledaement 
Step ”), a mitigation measures step (the “ Mitigation Measures Step ”), and a post 
mitigation measures step (the “ Post Mitigation Measures Step ’”) as further described 
below. Under this framework, each Participating ISP will send Copyright Alerts with 
escalating warning language to Subscribers who are the subject of continuing ISP 
Notices. Specifically, each Participating ISP (1) shall send the Subscriber up to two (2) 
Copyright Alerts during the Initial Educational Step; (2) shall send two (2) more 
Copyright Alerts during the Acknowledgement Step; (3) shall send one (1) Mitigation 
Measure Copyright Alert (as defined in Section 4(GIfiii) below) during the Mitigation 
Measures Step and shall apply the specified Mitigation Measure (as defined in Section 
4(GkiiiI below), subject to the Subscriber’s right to challenge (or the Participating ISP’s 
discretion to waive) the Copyright Alert(s) at this step; and (4) during the Post Mitigation 
Measures Step, shall send one (1) Mitigation Measure Copyright Alert and shall apply the 
specified Mitigation Measure, and may, at the Participating ISP’s sole discretion, send 
additional Mitigation Measure Copyright Alerts and apply additional Mitigation 
Measures, subject to the Subscriber’s right to challenge Copyright Alerts at this step. 

Each Participating ISP’s Copyright Alert Program shall follow the following 

format: 


(i) Initial Educational Step : Upon receipt of an ISP Notice associated 
with a Subscriber’s account and taking into account the parameters 
of the Grace Period (if applicable), the Participating ISP shall 
direct a Copyright Alert to the account holder (an “ Educational 
Step Copyright Alert ”). The Educational Step Copyright Alert 
shall notify the Subscriber of receipt of an ISP Notice alleging P2P 
Online Infringement and shall include, at a minimum, the 
information contained in the ISP Notice regarding the alleged 
infringement and shall inform the Subscriber that: (a) copyright 
infringement is illegal as well as a violation of the Participating 
ISP’ s ALT or TOS, (b) users of the Subscriber’s account must not 
infringe copyrighted works, (c) there are lawful methods of 
obtaining copyrighted works, (d) continuing and subsequent 
receipt of Copyright Alerts may result in the Participating ISP 
taking action by the application of Mitigation Measures, (e) in 
addition to these Mitigation Measures, the Participating ISP may 
also adopt, in appropriate circumstances, those measures 
specifically authorized by section 512 of the DMCA and/or actions 
specifically provided for in the Participating ISP’s AUP and/or 
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TOS including temporary suspension or tennination,* (f) the 
Subscriber will have an opportunity to challenge any Copyright 
Alerts associated with the Subscribers account before a Mitigation 
Measure is applied and may therefore wish to preserve records or 
information that could be used to show that the Subscriber’ s 
conduct was non-infringing, and (g) additional information 
regarding the Copyright Alert program may be found at CCI’s web 
site. The number of Educational Step Copyright Alerts shall be at 
the discretion of the Participating ISP, not to exceed two (2) 
Copyright Alerts per Subscriber account, taking into account the 
parameters of the Grace Period. The second Educational Step 
Copyright Alert shall note specifically that it is in fact the 
Subscriber’s second Educational Step Copyright Alert. 

If the Participating ISP receives one (1) or more additional ISP 
Notices attributable to such Subscriber’s account during the Grace 
Period associated with one of the Educational Step Copyright 
Alerts, the Participating ISP may at its discretion emphasize the 
educational and warning nature of its Copyright Alert Program by 
directing to the account holder additional Copyright Alerts that are 
similar in style to the Educational Step Copyright Alert. Such 
supplemental Copyright Alerts sent during the Grace Period shall 
not count toward the limit of two (2) Educational Step Copyright 
Alerts. 

(ii) Acknowledgement Step : At the Acknowledgement Step, upon 
receipt of further ISP Notices determined to be associated with a 
Subscriber’s account and talcing into account the parameters of the 
Grace Period, the Participating ISP shall direct two (2) Copyright 


Tlie Parties acknowledge and agree tliat the limitations on ISP liability under the DMCA 
are conditioned on an ISP’s adoption and reasonable implementation of a policy tliat provides for 
the termination in appropriate circumstances of subscribers and account holders who are repeat 
infringers C DMCA Termination Policy ”!. Notwithstanding the foregoing, (1) this Agreement 
does not and is not intended to create any obligation on a Participating ISP to adopt, implement, 
enforce, or otherwise take any action in furtherance of a DMCA Termination Policy ; (2) the 
adoption, implementation, enforcement, or other action in furtherance of a DMCA Tennination 
Policy is not part of any step of the Copyright Alert program or enforceable under this 
Agreement; and (3) entering into this Agreement is not, by itself, intended to address whether a 
Participating ISP has adopted and reasonably implemented a DMCA Tennination Policy. Diis 
Agreement does not and is not intended to establish any legal inference regarding any ISP tliat 
does not participate in tlie Copyright Alert program or to address whether or not any ISP has 
adopted and reasonably implemented a DMCA Termination Policy. All references in this 
Agreement to the possibility of termination of a subscriber account are intended solely as an 
infomiational element of tlie Copy right Alerts required by the Copyright Alert program. 
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Alerts to the account holder that, as further described below, will 
require acknowledgement of receipt (but not require the user to 
acknowledge participation in any allegedly infringing activity) 
(each such Copyright Alert an “ Acknowledgement Step Copyright 
Alert ”'!. Each such Acknowledgement Step Copyright Alert shall 
state that the Subscriber, by acknowledging the notice, agrees 
immediately to cease, and/or agrees to instruct other users of the 
Subscriber’s account to cease infringing conduct, if any exists. 

Each such Copyright Alert shall also state that, upon receipt of 
lawful process requiring production of records or pursuant to a 
qualifying claim that the Subscriber has made via the Independent 
Review Program (as defined in Section 4(H) below and 
Attachment C hereto), the Participating ISP may provide relevant 
Identifying information about the Subscriber and the Subscriber’s 
infringing conduct to third parties, including Content Owner 
Representatives or their agents and law enforcement agencies. 

The mechanism provided for the Subscriber to acknowledge an 
Acknowledgement Step Copyright Alert may be in the form of (a) 
a temporary landing page to which the Subscriber’s browser is 
directed prior to permitting general access to the Internet 
(“ Landing Page ”) that shall state that the Subscriber has received 
prior warnings regarding P2P Online Infringement, and shall 
require the user of the Subscriber’s account to acknowledge receipt 
by clicking through the page prior to accessing additional web 
pages, (b) a “pop-up” notice which shall be designed to persist 
until the user of the Subscriber’ s account acknowledges receipt by 
clicking through the pop-up notice, or (c) such other format as 
determined in the Participating ISP’s reasonable judgment which 
shall require acknowledgement of receipt of the Acknowledgement 
Step Copyright Alert, 

If the Participating ISP receives one (1) or more additional ISP 
Notices attributable to such Subscriber’s account during the Grace 
Period associated with one of the Acknowledgement Step 
Copyright Alerts, the Participating ISP may at its discretion 
emphasize the educational and warning nature of its Copyright 
Alert Program by directing to the account holder additional 
Copyright Alerts that are similar in style to the Educational Step 
Copyright Alert or the Acknowledgement Step Copyright Alert. 
Such supplemental Copyright Alerts sent during the Grace Period 
shall not count toward the limit of two (2) Acknowledgement Step 
Copyright Alerts. 

(iii) Mitigation Measures Step: At the Mitigation Measures Step, upon 
receipt of further ISP Notices determined to be associated with a 
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Subscriber’s account and talcing into account the parameters of the 
Grace Period, the Participating ISP shall direct a Copyright Alert 
(a “ Mitiaation Measure Copvriaht Alert ’”) to the account holder 
that (a) requires acknowledgement of receipt of the Copyright 
Alert as described in the Acknowledgement Step, (b) shall state 
that the Subscriber has received prior warnings regarding alleged 
P2P Online Infringement, and (c) informs the Subscriber that, per 
the Participating ISP’s ALT and/or TOS and as set forth in prior 
Copyright Alerts, additional consequences shall be applied upon 
the Subscriber’s account as described more fully in this 
subparagraph (iii) (each such measure a “ Mitieation Measure ”!. 

The Mitigation Measure Copyright Alert shall set forth the specific 
Mitigation Measure to be applied and shall inform the Subscriber 
that, unless the Subscriber has requested review under one of the 
dispute resolution mechanisms specified in Section 4(H') below, 
the Participating ISP shall apply the selected Mitigation Measure 
after the expiration of a notice period of ten (10) business days or 
fourteen (14) calendar days from the time the Mitigation Measure 
Copyright Alert is delivered. The term of the notice period (i.e., 
ten (10) business days or fourteen (14) calendar days) shall be at 
the Participating ISP’s discretion. If no review is requested by the 
Subscriber, the Participating ISP shall apply the specified 
Mitigation Measure on the applicable Subscriber’s hitemet access 
service account after such ten ( 1 0) business day or fourteen (1 4) 
calendar day period has expired. 

The Mitigation Measure applied at the Mitigation Measures Step 
shall be one of the following, determined by the Participating ISP 
and applied in a manner reasonably calculated, in the Participating 
ISP’ s reasonable discretion, to help deter P2P Online Infringement: 
(a) temporary reduction in uploading and/or downloading 
transmission speeds; (b) temporary step-down in the Subscriber’s 
service tier to ( I ) the lowest tier of Internet access service above 
dial-up service that the Participating ISP makes widely available to 
residential customers in the Subscriber’s community, or (2) an 
alternative bandwidth throughput rate low enough to significantly 
impact a Subscriber’s broadband Internet access service (c.g., 256 - 
640 kbps); (c) temporary redirection to a Landing Page until the 
Subscriber contacts the Parhcipating ISP to discuss with it the 
Copyright Alerts; (d) temporary restriction of the Subscriber’s 
Internet access for some reasonable period of time as detennined in 
the Participating ISP’s discretion; (e) temporary redirection to a 
Landing Page for completion of a meaningful educational 
instruction on copyright; or (f) such other temporary Mitigation 
Measure as may be applied by the Participating ISP in its 
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discretion that is designed to be comparable to those Mitigation 
Measures described above. Participating ISPs shall not be 
obligated to apply a Mitigation Measure that knowingly disables or 
is reasonably likely to disable a Subscriber’s access to any TP voice 
service (including over-the-top IP voice service), e-mail account, 
or any security service, multichannel video programming 
distribution service or guide, or health service (such as home 
security or medical monitoring) while a Mitigation Measure is in 
effect. 

The foregoing provisions notwithstanding, the Participating ISP 
will retain the discretion, on a per Subscriber account basis, (a) to 
decide whether appropriate circumstances exist to waive such 
Mitigation Measure (a “ Waiver ”), provided that the Participating 
ISP will only issue one (1) such Waiver per Subscriber account, or 
(b) instead of applying the Mitigation Measure specified in the 
Mitigation Measure Copyright Alert, to apply an alternate 
Mitigation Measure on the Subscriber’s Internet access service 
account and to so inform the Subscriber. 

If the Participating ISP elects to use a Waiver, the Participating ISP 
will direct to the account holder a final warning (a “ Fifth Warning 
Copyright Alert ”) that will contain each of the elements contained 
in the Mitigation Measure Copyright Alert as described in this 
Section 4(G)(iii) and will inform the Subscriber that, in the event 
that the Participating ISP receives one (1) or more further ISP 
Notices from a Content Owner Representative, the Subscriber’s 
Internet access service account will be subject to a Mitigation 
Measure per the Participating ISP’s AUP and/or TOS and as set 
forth in prior Copyright Alerts, unless the Subscriber requests 
review under one of the dispute resolution mechanisms specified in 
Section 4(H) . If, after the expiration of the Grace Period 
following issuance of a Fifth Warning Copyright Alert, a 
Participating ISP receives one (1 ) or more further ISP Notices 
determined to be related to a Subscriber’s account for which a 
Waiver has been granted, the Participating ISP will proceed with 
the transmission of a Mitigation Measure Copyright .Alert and the 
associated activities described above. 

(iv) Post Mitigation Measures Step : hi the event that a Participating 
ISP receives a further ISP Notice determined to be associated with 
a Subscriber’s account after a Mitigation Measure has been applied 
on that Subscriber’s account, the Participating ISP shall direct a 
further Mitigation Measure Copyright Alert to the account holder 
and after ten (10) business days or fourteen (14) calendar days, as 
applicable, either re-apply the previous Mitigation Measure or 
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apply a different Mitigation Measure, unless the Subscriber 
requests review under one of the dispute resolution mechanisms 
specified in Section dlH) . The Mitigation Measure Copyright 
Alert at this step shall also inform the Subscriber that the 
Subscriber may be subject to a lawsuit for copyright infringement 
by the Copyright Owners and that continued infringement may, in 
appropriate circumstances, result in the imposition of action 
consistent with section 512 of the DMCA and/or actions 
specifically provided for in the Participating ISP’s AUP and/or 
TOS including temporary suspension or tennination. Upon 
completion of the Post Mitigation Measures Step, a Participating 
ISP may elect voluntarily to continue forwarding ISP Notices 
received for that Subscriber account, but is not obligated to do so. 
The Participating ISP will, however, continue to track and report 
the number of ISP Notices the Participating ISP receives for that 
Subscriber’s account, so that information is available to a Content 
Owner Representative if it elects to initiate a copyright 
infringement action against that Subscriber. 

(v) Reset : If a Participating ISP does not receive an ISP Notice 
relating to a Subscriber’s account within twelve (12) months from 
the date the Participating ISP last received an ISP Notice relating 
to that same Subscriber’s account, (a) the next ISP Notice 
associated with that Subscriber’s account shall be treated as the 
first such ISP Notice under the provisions of this Copyright Alert 
Program and the Subscriber may be afforded an additional Waiver 
as set forth in Section 4IG)(iii) above; and (b) the Participating ISP 
may expunge all prior ISP Notices and Copyright Alerts from the 
Subscriber’s account. 

(vi) Transiuission of Copyright Alerts to Subscribers : Copyright Alerts 
should be directed by the Participating ISP to the account holder 
by means that are designed to ensure prompt receipt (e.^., via 
email, physical mail, auto-dialer notification, ISP account 
management tool pop-ups requiring user click through, electronic 
or voice communications with Subscribers or such other means of 
delivery as the Participating ISP deems commercially practicable), 
and the Participating ISP shall design such Copyright Alerts in a 
manner reasonably calculated, in the Participating ISP’s discretion, 
to be received by the Subscriber. Each Copyright Alert after the 
initial Educational Step Copyright Alert will include the 
educational and general information required in the Educational 
Step Copyright Alert and in any other Copyright Alerts that were 
forwarded to the Subscriber after the Educational Step, together 
with a summary of the pertinent infomiation regarding the alleged 
P2P Online Infringement related to prior ISP Notices or a link or 
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other mechanism by which the Subscriber can access or obtain 
such information. Each Participating TSP will provide the form of 
its Copyright Alerts to the Independent Expert as part of the 
Independent Expert’s review of each Participating ISP’s 
Methodology, and will in good faith consider any suggestions from 
the Independent Expert. 

(vii) Notification of Ability to Request Review : Copyright Alerts 

directed to account holders at the Mitigation Measures Step and the 
Post Mitigation Measures Step shall infomi the Subscriber of the 
Subscriber’s ability to request review within ten (10) business days 
or fourteen (14) calendar days, as applicable, under one of the 
dispute resolution mechanisms described in Section 4(H) . If the 
Subscriber requests such review, the Participating ISP shall, upon 
receiving notice of the request for such review and pending a final 
decision via the chosen dispute resolution mechanism, defer taking 
any further action under its Copyright Alert Program. 

H. Independent Review Program 

(i) A Subscriber may seek review of a Mitigation Measure Copyright 
Alert via the dispute resolution program set forth in Attachment C (the “ Independent 
Review Program ’’) or as otherwise permitted in the Participating ISP’s AUP or TOS or as 
pennitted by law, at the election of the Subscriber. The Independent Review Program 
shall allow for the Subscriber to remain anonymous to the Content Owner 
Representatives and the members of the Participating Content Owners Group, except in 
cases where the Subscriber elects a defense in which the Subscriber’s identity will be 
disclosed. The decision from the Independent Review Program shall be binding on the 
Parties solely for purposes of the Notice Process and the affected Copyright Alert 
Program but shall have no force or effect beyond the Notice Process and the affected 
Copyright Alert Program, and shall not be deemed to adjudicate any rights outside of this 
limited context. In any judicial proceeding between a Subscriber and a Copyright Owner 
concerning subject matter that is or has been the subject of the Independent Review 
Program, as provided in the procedures governing the Independent Review Program, 
neither the Subscriber nor the Copyright Owner shall seek to enter into evidence, or 
otherwise refer to or cite, either the fact of the Independent Review or any outcome of the 
Independent Review. 

(ii) The costs of establishing and administering the Independent 
Review Program shall be borne fifty percent (50%) by the Participating Content Owners 
Group and fifty percent (50%) by the Participating ISPs. 

I. Generation of Monthly Reports 

Within ten (10) business days of the end of each calendar month during the term 
of this Agreement, each Participating ISP shall provide reporting of non-personally 
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identifiable information to the Content Owner Representatives identifying, on an 
anonymized basis and in the format set forth in the Participating ISP’s Implementation 
Agreement, information about those Subscribers who have received Copyright Alert(s) 
during the applicable calendar month and the total number of alleged P2P Online 
Infringements by each such Subscriber. Such reporting may be done via Automated 
Copyright Notification System (“ACNS”) standards or other available methods as 
mutually agreed in the Participating TSP’s Implementation Agreement. The Parties may 
not (i) use or disclose such data to governmental entities (absent lawful process) or other 
third parties, unless prior approval for each such use or disclosure is received from a 
majority of the CCI Executive Committee and the data is disclosed only on an 
aggregated, anonymized basis, or (ii) use such reports or any of the data that is included 
in or may be extrapolated from such reports to attempt to obtain the identity of a 
Subscriber; except that (1) the Parties may use the reports or data to analyze the 
effectiveness of the Copyright Alert program; and (2) the Content Owner Representatives 
or any other member of the Participating Content Owners Group may use such reports or 
data as the basis for seeking a Subscriber’s identity through a subpoena or order or other 
lawful process. For the avoidance of doubt, the Parties agree that the Content Owner 
Representatives may share such reports with the other members of the Participating 
Content Owners Group, provided such Parties agree to abide by the limitations set forth 
in this Section 4(1) . 

5. Technical Operations; Implementation Agreements 

A. The Content Owner Representatives and each Participating ISP (and the 
members of the Participating Content Owners Group, as necessary) will work together in 
good faith to establish and agree upon standardized forms and procedures for a Notice 
Process (for example, by incorporating ACNS or other mutually agreeable standard(s), 
and endeavoring to include identification of Methodologies used, if practical). The 
foregoing sentence notwithstanding, the Parties acknowledge that a common interface 
between the Content Owner Representatives and the Participating ISPs may not be 
technically or financially practical. The Content Owner Representatives and each 
Participating ISP (and the members of the Participating Content Owners Group, as 
necessary) will document the standards contemplated in this Section StA'I . notice 
volumes, and other pertinent details concerning the technical operation of the Notice 
Process and Copyright Alert Program between the Content Owner Representatives and 
the applicable Participating ISP in an Implementation Agreement. The Content Owner 
Representatives and the Participating ISPs shall agree to a form of the Implementation 
Agreement, including the terms and conditions of such agreement, that shall be used by 
all of the Participating ISPs. Each Participating ISP and the Content Owner 
Representatives (and the members of the Parti cipahng Content Owners Group, as 
necessary) shall make reasonable efforts to execute their Implementation Agreement no 
later than three (3) months after the Effective Date (as defined in Section 8(A) below). 

B. Reserved. 
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C. The MPAA Group and the RIAA Group will allocate the number of ISP 
Notices that each shall be entitled to send to each Participating ISP per month (i) on 
behalf of their members, the RIAA Group’s members’ distributed labels, and those 
entities set forth in Attachment D hereto; and (ii) on behalf of independent record labels 
and film production companies that are members of the American Association of 
Independent Music (“A2IM”) and the Independent Film and Television Alliance 
(“IFTA”), respectively (collectively, the “ Independent Content Owners ”! provided that 
IFTA, A2IM, and the Independent Content Owners (as applicable) agree to be bound by 
written agreement (for so long as such agreement remains in effect) to the terms set forth 
in Sections 41C). 4(D). 4fH)Ii). 411). 5fA). 51C). 6, 7, 8, 9IE). 9IF). and 10 of this 
Agreement that apply to all members of the Participating Content Owners Group 
(collectively or individually) and certain designated provisions of each Participating 
ISP’s Implementation Agreement as set forth therein. 


D. Each Participating ISP may temporarily cease processing ISP Notices or 
reduce the number of ISP Notices being processed if, in the sole discretion of the 
Participating ISP, (i) the Participating ISP receives more ISP Notices than its business 
processes and systems can reasonably address, (ii) the Participating ISP receives more 
calls from Subscribers regarding Copyright Alerts than its designated customer service 
representatives can reasonably address (taking into account the other demands on 
Participating ISP customer service representatives for unrelated purposes), or (hi) other 
demands on the Participating ISP’s business processes and systems, such as requests 
from law enforcement, must be given precedence. If the Participating ISP temporarily 
ceases processing ISP Notices for any of the foregoing reasons, the Participating ISP 
shall promptly notify the Content Owner Representatives, subj ect to any limitations on 
such notice as may be imposed in law or regulation, and shall work cooperatively with 
the Content Owner Representatives and, if agreed by all affected Parties, the Independent 
Expert, to resolve any issues relating to the over-provisioning of ISP Norices. 

6. Consent to Receive Notices 


A. Entry into this Agreement by a Participating ISP shall constitute consent 
by that Participating ISP to receive ISP Notices from the Content Owner Representatives 
(or their service providers) on behalf of the Participating Content Owners Group, those 
entities set forth in Attachment D (as such attachment may be amended from time to 
time) (or in the case of the RIAA Group, on behalf of the RIAA Group’s members’ 
distributed labels), and the Independent Content Owners upon implementation by the 
Participating ISP of its Copyright Alert Program, subject to all of the terms and 
limitations set forth in this Agreement and the Participating ISP’s Implementation 
Agreement. The members of the Participating Content Owners Group may change from 
time to time upon mutual written agreement of the Parties, provided that MPAA and 
RIAA shall remain Parties to this Agreement and, provided further, that in no event shall 
such changes increase the notice volumes applicable to each Participating ISP under this 
Agreement and each Participating ISP’s Implementation Agreement, unless this 
Agreement or the Participating ISP’s Implementation Agreement is modified with the 
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written consent of the Participating ISP to increase the number of ISP Notices that may 
be sent. Nothing in this Agreement shall require a Participating ISP to accept notices 
from any third party or restrain it from doing so. No ISP Notices or other notices of P2P 
Online Infringement directed to Subscribers shall be sent to the Participating ISP by or on 
behalf of the members of the Participating Content Owners Group, the Independent 
Content Owners, and those entities set forth in Attachment D of this Agreement (as such 
attachment may be amended from time to time) (or in the case of the RIAA Group, on 
behalf of the RIAA Group’s members’ distributed labels) except pursuant to this 
Agreement and the Participating ISP’s Implementation Agreement. 

B. Prior to the Copyright Alert Program launch date for the applicable 
Participating ISP, such Participating ISP shall continue to process notices concerning P2P 
Online Infringement in accordance with such Participating ISP’s then current policies or 
practices or, if applicable, agreements with any member of the Participating Content 
Owners Group. 

7. Force Maieure 

No Party shall be liable to any other Party for any delay, failure in performance, 
loss or damage due to fire, explosion, interruption of power supplies, earthquake, flood, 
the elements, strike, embargo, labor disputes, failure of public transit or other public 
infrastructure, acts of civil or military authority, war, terrorism, acts of God, acts of the 
public enemy, acts or omissions of carriers or suppliers, acts of regulatory or 
governmental agencies, or other causes beyond such Party’s reasonable control, whether 
or not similar to the foregoing and whether or not the Parties contemplate such 
circumstances at the time of entering into this Agreement. 

8. Term: Withdrawal 


A. This Agreement shall become effective upon the date all of the Parties 
have executed this Agreement (the “ Effective Date ”). This Agreement shall remain in 
effect for a period of four (4) years following the Effective Date. 

B. Any Party may withdraw as a Party from this Agreement prior to its 
expiration (i) if such Party reasonably determines that continued participation in this 
Agreement is not technically, commercially, operationally or otherwise practical; (ii) if 
such Party is subject to a complaint before any administrative agency, court, or other 
governmental entity challenging the lawfulness of the Copyright Alert program, a 
Participating ISP’s Copyright Alert Program, the Agreement, or an Implementation 
Agreement to which it is a party or any conduct taken under such agreements or 
programs; (iii) if another Party to this Agreement is subject to a complaint before any 
administrative agency, court, or other governmental entity challenging the lawfulness of 
the Copyright Alert program, a Participating ISP’s Copyright Alert Program, or the 
Agreement or any conduct taken under such agreements or programs; or (iv) if a 
government entity enacts or establishes a government-sponsored program or judicial, 
administrative, or executive process concerning P2P Online Infringement that imposes 
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materially different obligations than those set forth in this Agreement. 
9. Records and Evaluation 


A. Consistent with its general policies and business practices for retaining 
Internet access service subscriber records, each Participating ISP agrees to keep 
reasonable records pertaining to its Copyright Alert Program. Each Participating ISP also 
agrees to use reasonable efforts to provide semi-annual reports to CCI of the results of its 
Copyright Alert Program, which shall include, in an aggregated, anonymized form, non- 
personally identifiable infomiation regarding the ISP Notices received and Copyright 
Alerts sent and such other aggregated, anonymized data as the Parhcipating ISPs may 
from time to time agree to provide. 

B. Consistent with its general policies and business practices for retaining 
records regarding Online Infringement, each Content Owner Representative agrees to 
keep reasonable records pertaining to its participation in the Notice Process under this 
Agreement including records of the Methodology(ies) currently and previously in use and 
the effective date(s) of such use. Each Content Owner Representative agrees to use 
reasonable efforts to provide semi-annual reports to CCI of the results of its Notice 
Process, which shall include, in an aggregated, anonymized form, non-personally 
identifiable information regarding the ISP Notices sent to the Participating ISPs 
concerning activities relating to P2P Online Infringement by the Participating ISPs’ 
Subscribers and such other aggregated, anonymized data as the Content Owner 
Representatives may from time to time agree to provide. Such reports shall be in a form 
to be determined by each Content Owner Representative in its discretion. 

C. CCI shall keep confidential all records and data relating to the Notice 
Process and Copyright Alert Programs. None of the records and data relating to the 
Notice Process and Copyright Alert Programs shall be made publicly available by CCI 
without prior approval by a majority of the Executive Committee. 

D. CCI shall review on an annual basis, beginning on the twelve (1 2) month 
anniversary of the Effective Date and occurring each subsequent year thereafter on the 
anniversary of the Effective Date, the number of Copyright Alerts sent by the 
Participating ISPs to each Subscriber’ s account at each step of the Copyright Alert 
Programs. Based on the information that CCI receives from the Participating ISPs and 
the Content Owner Representatives, pursuant to Sections gfAI and glBl in order to 
assess the effectiveness of the Copyright Alert program, CCI shall assess among other 
things (i) the proportion of Subscribers of each Participating ISP who ceased receiving 
Copyright Alerts at each step of the Copyright Alert Program; (ii) the average overall 
number of P2P Online Infringements detected for Content Owner Representative assets 
over a weekly or monthly period (in general, and by Participating ISP); (iii) the number 
of ISP Notices received and the number of corresponding Copyright Alerts sent; (iv) the 
number and percentage of individual Subscribers who, after receiving one (1) or more 
Copyright Alerts, did not receive additional Copyright Alerts corresponding to their 
accounts (in general, and by Participating ISP); (v) the number of Subscribers who 
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requested a review under the Independent Review Program, and at what step they 
requested it; and (vi) the number and percentage of Independent Reviews which resulted 
in a decision in favor of the Subscriber - and why such decisions were made. As part of 
its annual review, CCI shall also examine whether Copyright Alerts are successfully 
reaching account holders. The Parties shall consider in good faith any recommendations 
made by CCI resulting from such review and assessment. 

E. The Content Owner Representatives, those members of the Participating 
Content Owners Group and Independent Content Owners selected by the Content Owner 
Representatives, and the Participating ISPs shall establish a working group under the 
auspices of CCI, which will consist of appropriate representatives of each Party, who will 
meet regularly (at least quarterly during the eighteen (18) months following the Effective 
Date and then at least semi-annually thereafter) to assist in the initiation and 
implementation of this Agreement, assess its ongoing operation, and thereafter 
recommend to the Parties on a non-binding basis any suggested amendments to this 
Agreement to improve its scope or effectiveness. The working group may consult with 
the Independent Expert as appropriate. 

F. CCI shall maintain any reports or other information provided by any Party 
hereunder in the strictest confidence and shall not disclose such reports or information to 
any third party or any Party other than the Party which originated the report or 
information, absent written consent from the originating Party or as otherwise required by 
law. In the event CCI receives a subpoena or other legal process seeking the disclosure 
of such reports or information, CCI shall immediately notify the Party whose reports or 
information is subject to the subpoena or other legal process and provide such Party with 
the opportunity to seek a protective order or otherwise to oppose disclosure. If 
authorized by the Executive Committee, CCI shall also seek a protective order or oppose 
disclosure. 

10. Miscellaneous 


A. The Content Owner Representatives, the members of the Participating 
Content Owners Group, the Independent Content Owners, and the Participating ISPs 
appreciate that alternatives to obtaining and sharing music, movies, and other copyright- 
protected works by means other than unlawful digital distribution should be encouraged. 
The Content Owner Representatives will undertake appropriate efforts to ensure the 
widespread communication of lawful alternatives for consuming content through online 
distribution methods and encourage the public to utilize these alternatives. Each 
Participating ISP will, via Copyright Alerts and other avenues, encourage Subscribers to 
seek legal alternatives to obtain copyrighted materials. 

B. This Agreement shall be governed by the laws of the State of New York, 
without regard to any conflict of law principles. The Parties hereby consent to the 
exclusive jurisdiction of any state or federal court sitting in the Borough of Manhattan, 
New York over any judicial proceedings arising out of or related to this Agreement and 
agree that all claims in respect of such Judicial proceedings shall be heard in such state or 
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federal courts in the Borough of Manhattan, New York. The Parties further agree that 
any such proceeding shall be filed in the United States District Court for the Southern 
District of New York if such court has jurisdiction over the proceeding. 

C. Nothing expressed or implied in this Agreement is intended, or may be 
construed, to confer upon or give any person or entity other than the Parties hereto any 
rights or remedies hereunder. This Agreement may only be amended by written 
agreement signed by all Parties hereto. 

D. This Agreement is subject to any laws or regulations that may be enacted 
by Congress or adopted by the Federal Communications Commission (or any other 
federal or state administrative, regulatory or legislative body). If any future law or 
regulation makes unlawful any provision of this Agreement, that provision will be 
severed from this Agreement. If any Participating ISP, Content Owner Representative, or 
member of the Participating Content Owners Group reasonably concludes that such 
invalidated provision is material to the Agreement or that severing such provision is 
otherwise impracticable, such Party may immediately terminate its participation in the 
Agreement. 


E. Headings herein are for convenience of reference only and shall in no way 
affect interpretation of this Agreement. 

F. This Agreement constitutes the entire agreement between the parties with 
respect to the subject matter hereof and supersedes all proposals, oral or written, all 
negotiations, conversations or discussions, and all past dealings or industry customs 
between the parties relating to the subject matter hereof 

G. This Agreement may be executed in two or more counterparts and 
duplicate originals, each of which will be deemed an original and all of which together 
will constitute one and the same instrument. An executed copy of this Agreement 
transmitted via facsimile or email by the executing party and received via facsimile or 
email by the other party shall have the same legal force as an executed original version of 
this Agreement. 

H. The waiver by a party of any breach of this Agreement by the other party 
in a particular instance shall not operate as a waiver of subsequent breaches of the same 
or different kind. Failure of a party to exercise any rights under this Agreement in a 
particular instance shall not operate as a waiver of such party’s right to exercise the same 
or different rights in subsequent instances. 


[The rest of this page is intentionally left blank.] 
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Agreed as of July 6, 2011 ; 


The Motion Picture Association of America, Inc. 

Bv: 

Name ; 

Title; " S 0 P i /^(T 


The Recording Industry Association of America, Inc. 

Ijp 

Name : 

Title : 


Walt Dimey Studios Motion Pictures 

By: 

Name: 

Title: 


Paramount Pictures Corporation 
By; 

Namfi : 

Title: 


Sony Pictures Entertainment Inc. 

By: 

Name : 

Ttas: 

Twentieth Century Fox Film Coiporatioit 

Ss 

Name : 

Title: 


Universal City Studios LLC 

By: 

Name : 

Title: 


Warner Bros. Entertainment Inc. 
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Agreed as of July 6, 2011: 


The Motion Picture Association of America, Inc. 

By; 

Name : 

Title: 


The Recording Industry' Association of America, Inc. 


By:. 


Name: 






c<rf^s' 


Title : £Y' f 


Walt Disney Studios Motion Pictures 

By: 

Name : 

'I’itle: 


Paramount Pictures Corporation 

By: 

Name : 

Title: 


Sony Pictures Entertainment Inc. 

By: 

Name : 

Title: 


Twentieth Century Fox Film Corporation 

By: 

Name : 

Title: 


Universal City Studios LLC 


By: 

Name : 

Title: 
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Agreed as of July 6, 2011: 

The Motion Picture Association of America, I nc. 

By;_ 

Name : 

Title;__ 


The Recording Industry Association of America, Inc. 

By. 

Name : 

Title: 


Walt Disney Studios Motion Pictures 
Name : hLArd 

Title : feter:.- V-f 4 gEiOgfAl- Q )tfio$a.^ 

Paramount Pictures Corporation 

By: ... 

Name : 

Title : 

Sony Pictures Entertainment Inc. 

— 

Name : 

Title : 

Twentieth Century Fox Film Corporation 


By: 

Name : 

Title : 

Universal City Studios LLC 

By:. 

Name : 

Title: 


Warner Bros. Entertainment Inc. 
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Agreed as of July 6, 201 1 : 

The Motion Picture Association of America, Inc. 

By: 

Name : 

Title : 


The Recording Industry Association of America, Inc. 

By: 

Name : 

Title: 


Walt Disney Studios Motion Pictures 

By: 

Name : 

Title: 


Paramount Pictures Corporation 



Name : ' »ku-.h.»ac- Fe-'C att-A s; 
Title: £.UT> 


Sony Pictures Entertainment Inc. 


By:_ 

Name : 

Title: 


Twentieth Century Fox Film Corporation 

By: 

Name : 

Title: 


Universal City Studios LLC 

By: 

Name : 

Title: 


Warner Bros. Entertainment Inc. 
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Agreed as of July 6, 201 1 : 


The Motion Picture Association of America, Inc. 

By : 

Name : 

Title: 


The Recoi'ding Industry Association of America, Inc, 

By: 

Name : 

Title: 


Walt Disney Studios Motion Pictures 
By: 

Name : 

Title: 


Paramount Pictures Corporation 

By: 

Name : 

Title: 


Sony Pictures Entertainment Inc. 

(My- — 


By 


Name: 



eah Weil 


Title : Sr. EVP / General Cou nsel 

Twentieth Ccntuiy Fox Film Corporation 
Bv: 


Name: 


Title: 


Universal City Studios LLC 

By: 

Name : 

Title : 


Warner Bros. Entertainsnent Inc. 
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Agreed as of July 6, 20 1 1 : 

The Motion Picture Association of America, Inc, 

By: 

Name : 

Title : 


The Recording Industry Association of America, Inc. 

By: 

Name : 

Title: 


Walt Disney Studios Motion Pictures 

By: 

Name : , 

Title: 


Paramount Pictures Corporation 

By: 

Name : 

Title: 


Sony Pictures Entertainment Inc. 

By: 

Name : 

Title : 


Twentieth Century Fox Film Corporation 
By: 

Name : MmJJ r. ‘ 

Title : 

Universal City Studios LLC 

By: 

Name : 

Title: 


Warner Bros. Entertainment Inc. 
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Agreed as of July 6, 2011: 

The Motion Picture Association of America, Inc, 

Bx: 

Na^ne: 

Title : 


The Recording Industry Association of America, Inc. 



Name : 

Title; 


Walt Disney Studios Motion Pictures 

m 

Name : 

Title : 


Pai amouiit Pictures Corporation 

By: 

Name : 

Title: 


Sony Pictures Entertainment Inc. 



Name : 

Title : 


Twentieth Century Fox Film Corporation 

Ex: 

Name : 

Title: 


NBCU 
By: 


Name: 



Title : kyei 


edia, LLC 

Ml 


fo enTT^ i/. 




Warner Bros. Entertainment Inc, 
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Name: // W inRoiimln 
Title: 


UMG Recordings, Inc. 


Name : 

Title: 


Warner Mirsic Group 

By: 

Name : 

Title: 

Sony Music liiitertainment 

By: 

Name: 

T itle: ^ 


EMI Music North America 

By: 

Nam e: 

Titl e : ^ 

SBC Internet Services, Inc., BellSouth Telecoinmunication.s, Inc., Southwestern Bell 
Telephone Company, Pacific Bell 'telephone Company, Illinois Bell Telephone 
Company, Indiana Bell I'clcphoiie Company, Incorporated, Michigan Bell Telephone 
C ompany, Nevada Bell Iclephonc Company, The Ohio Bell Telephone Companv, 
Wisconsin Bell, Inc., The Southern New England Telephone Company, and BellSouth 
Telecommunications, Inc. (the AT&T Inc. companies) 

By; 

Name : 

Tjilc: ^ 


Verizon Online I.l Verizon Online LLC ^ Maryland, and V'eri/on Online 
Pennsylvania Partnership (the V'erizon companies) 

By: 

Name : 

Title: 
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Warner Bros. Entertainment Inc. 

By: 

Name : 

Title: 


UMG Recordings; Inc. 



Warner Music Group 


l£; Lii^ A- TTc*..’ 


By:_ 

Name : 

Title: 


Sony Music Entertainment 


By:_ 

Name : 

Title : 


EMI Music North America 

By: 

Name : 

Title: 


SBC Internet Services, Inc., BellSouth Telecommunications, Inc., Southwestern Bell 
Telephone Company, Pacific Bell Telephone Company, Illinois Bell Telephone 
Company, Indiana Bell Telephone Company, Incorporated, Michigan Bell Telephone 
Company, Nevada Bell Telephone Company, The Ohio Bell Telephone Company, 
Wisconsin Bell, Inc., The Southern New England Telephone Company, and BellSouth 
Telecommunications, Inc. (the AT&T Inc. companies) 

By: ^ 

Name : 

Title; 
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Wamcr Bros. Entertainment Inc, 

Bv; 

Name : 

Title: 


IJMG Recordings, Inc. 

Bv: 

Name : 

Title: 


Warner Mj ^jc 



Title : P gj'^ Co'-^u SiP 

Sony Music Entertainment 


By: 

Name : 

Title: 


EMI Music North America 


Nam e: 

Title : 


SBC Internet Services, Inc., BellSouth Telecomnuinicatiotis, liie., Southvvestcm Bell 
Telephone Company, Pacific Bell Telephone Company, Illinois Bell Telephone 
Company, Indiana Bell Telephone Company, Incorporated, Vlichigan Bell Telephone 
Company, Nevada Bell Telephone Company, The Ohio Bell Telephone Company, 
Wisconsin Bell. Inc., The Southern New England Telephone Company, and BellSouth 
Telecommunications, Inc. (tlie AT&T Inc. companies) 

By: 

Name: _ 

Title : 
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Warner Bros. Entertainment Inc. 

m ^ 

Name : 

Title : 


UMG Recordings, [ne. 

Si:: : 

N ame : 

Title : 


Warner Music Group 

Si;:.: 

Name : 

.Title: 


Sony Musis:^ Entertainment 


EMI Music North America 

Bv: 

Name: 

Title: 


SBC Internet Services, Inc., BellSouth Telecommunications, Inc., Southwestern Bell 
Telephone Company, Pacific Bell Telephone Company, Illinois Bell Telephone 
Company, Indiana Bell Telephone Company, Incorporated, Michigan Bell Telephone 
Company, Nevada Bell Telephone Company, The Ohio Bell Telephone Company, 
Wisconsin Bell, Inc., The Southern New England Telephone Company, and BellSouth 
Telecommunications, Inc. (the AT&T Inc. companies) 

By: 

Nam e: 

Title : 



By: 
textile: 
Title:.ZVZ 
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Warner Bros. Entertainment Inc. 


By:__ 

Name : 

Title : 


UMG Recordings, Inc. 

By : 

Name : 

Title : 


Warner Music Group 


By: 

Name : 

Title: 


Sony Music Entertainment 

By : 

Name : 

Title: 


EMI Music North America 


By: 


Name: 

F4 Ul, K.A HU 

Title: 



SBC Internet Services, Inc., BellSoutfi Telecommunications, Inc., Southwestern Bell 
Telephone Company, Pacific Bell Telephone Company, Illinois Bel! Telephone 
Company, Indiana Bel! Telephone Company, Incorporated, Michigan Bell Telephone 
Company, Nevada Bell Telephone Company, The Ohio Bell Telephone Company, 
Wisconsin Bell, Inc., The Southern New England Telephone Company, and BellSouth 
Telecommunications, Inc. (the AT&T Inc. companies) 

By; 

Name : 

Title : 
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UjiKcr Bill', 1 iiU'tt,»jtiiiitn> l-H 

Bv: 

N sime: 

Tltlc T " 

I I Hi.i I'luinu- UK 

By: 

Nffiiie: ^ ^ 

Tit!_e: _ __ 

WaiUKi M'jsic (iruiu^j 

By : : 

Mamc . ' 

ntk 

Son\ \ljsii f nseri^Jiiinu nl 

Bv: 

Name: 

I 'itSc: _ ■ 


r.N'f Music Nuah Amcric i 


Tv ’ SI s'. • 


Titk 


SBC ^nU'inti St.nKC'^, hv HcilSv^uili r«.-la‘<mamn!CiiiKim.. !uc . P.s'll 

idcpi.^uH' i uiipsny. Pii*. illc Bel' FcUpliorK' C'uiupjr'. llsiiH'is Ucll Tc culiunc 
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1^‘Ji UK 1 1’c Suutfiau I n^lfind [VkpiU’Uc^. sn-Jipnnv, aoil Bd^Suuili 
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IJlie S'" ./ Fxer 
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Verizon Online LLC, Verizon Online LLC Maryland, and Verizon Online 
Pennsylvania Partnership (the Verizon companies) 

mme : J, 

Title : £1 W f 

Comcast Cable Communications Management, LLC 

By: 

Name : 

Title: 


CSC Holdings, LLC 

By; 

Name : 

Title: 


Time Warner Cable Inc. 


Name : 

Title : 
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Verizon Online LLC, Verizon Online LLC - Maryland, and Verizon Online 
Pennsylvania Partnership (the Verizon companies) 

By: 

Name : 

Title : 


Comcast Cable Communications Management, LLC 
By:_ 



Title : 

CSC Holdings, LLC 


By:_ 

Name : 

Title: 


Time Warner Cable Inc. 

By: 

Name : 

Title: 
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Verizon Online LLC, Verizon Online LLC - Maryland, and Verizon Online 
Pennsylvania Partnership (the Verizon companies) 

By: 

Name : 

Title: 


Comeast Cable Communications Management, LLC 


By:_ 

Name: 



By:_ 

Name : 

Title: 
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Verizon Online LLC, Verizon Online LLC - Maryland, and Verizon Online 
Pennsylvania Partnership (the Verizon companies) 

m- 

Name : 

Title : 

Comcast Cable Communications Management, LLC 

m- 

Name : 

Title : 

CSC Holdings, LLC 

By: 

Name: 

Title : 

Time Warner Cable Inc. 

Name : 

Title : Si; »-/l£fe-rV 
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Attachment A - Participating ISPs 

The Participating ISPs are the following: SBC Internet Services, Inc., BellSouth 
Telecommunications, Inc., Southwestern Bell Telephone Company, Pacific Bell 
Telephone Company, Illinois Bell Telephone Company, Indiana Bell Telephone 
Company, Incorporated, Michigan Bell Telephone Company, Nevada Bell Telephone 
Company, The Ohio Bell Telephone Company, Wisconsin Bell, Inc., The Southern New 
England Telephone Company, and BellSouth Telecommunications, Inc. (the AT&T Inc. 
companies); Verizon Online LLC, Verizon Online LLC - Maryland, and Verizon Online 
Pennsylvania Partnership (the Verizon companies); Comcast Cable Communications 
Management, LLC; CSC Holdings, LLC (solely with respect to its cable systems 
operating in New York, New Jersey, and Connecticut) (the Cablevision systems); and 
Time Warner Cable Inc. 
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Attachment B — Participating Content Owners Group 

The members of the Participating Content Owners Group are the following: 

1. MPAA and the following MPAA members: Walt Disney Studios Motion 
Pictures, Paramount Pictures Corporation, Sony Pictures Entertainment Inc., 
Twentieth Century Fox Film Corporation, Universal City Studios LLC, and 
Warner Bros. Entertainment hic., and their successors and assigns. 

2. RIAA and the following RIAA members: UMG Recordings, Inc., Warner Music 
Group, Sony Music Entertainment, and EMI Music North America, and their 
successors and assigns. 
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Attachment C - Independent Review Program 

The Independent Review Program described below' is intended to provide an alternative, 
fast, efficient and low'-cost means for Subscribers and Copyright Owners to obtain 
independent resolution of genuine disputes that may occur in connection with the 
Copyright Alert program outlined in the Agreement. Its purpose is to provide a 
Subscriber with a non-exclusive procedure to seek review of Copyright Alerts associated 
with the Subscriber’s account in the event a Mitigation Measure is about to be applied on 
the Subscriher’s account. 

T he Independent Review process shall be just one avenue of appeal for Subscribers 
challenging such measure. This Independent Review process does not prevent 
Subscribers or Copyright Owners from addressing disputes through the courts, and that is 
the proper forum for addressing issues that are beyond the scope of this Independent 
Review process. 

1 . Grounds for Independent Review . Once a Subscriber has received a Copyright Alert 
stating that a Mitigation Measure is about to be applied, the Subscriber may request an 
Independent Review of that Copyright Alert and prior Copyright Alerts (as described in 
paragraph 4. 1 .4) on the following grounds: 

(i) Misidentification of Account - that the ISP account has been incorrectly 
identified as one through which acts of alleged copyright infringement 
have occurred. 

(ii) Unauthorized Use of Account - that the alleged activity was the result of 
the unauthorized use of the Subscriber’s account of which the Subscriber 
was unaware and that the Subscriber could not reasonably have prevented. 

(hi) Authorization - that the use of the work made by the Subscriber was 
authorized by its Copyright Owner. 

(iv) Fair Use - that the Subscriber’s reproducing the copyrighted work(s) and 
distributing it/them over a P2P network is defensible as a fair use. 

(vi) Misidentification of File - that the file in queshon does not consist 
primarily of the alleged copyrighted work at issue. 

(vii ) Work Published Before 1923 - that the alleged copyrighted work was 
published prior to 1923. 

All detenninations shall be made by an independent “ Reviewer ” as described below, and 
the determinations shall have the effect set forth herein. 

2. Standard of Review. 
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2.1. Misidentification of Account . A Subscriber shall prevail on this defense if 
the Participating ISP’s and/or Copyright Owner’s records indicate, upon Independent 
Review, that a factual error was made in (1) identifying the IP address at which the 
alleged copyright infringement occurred and/or (2) correlating the identified TP address to 
the Subscriber’s account. In reviewing the Participating ISP’s or Copyright Owner’s 
records, automated systems for capturing IP addresses or other information in accordance 
with Methodologies have a rebuttable presumption that they work in accordance with 
their specifications, unless the Independent Expert’s review of any such Content Owner 
Representative Methodology resulted in a Finding of Inadequacy in which event such 
rebuttable presumption shall not apply to such Content Owner Representative 
Methodology. 

2.2. Unauthorized Use of Account . A Subscriber shall prevail on this defense if 
the Subscriber adequately and credibly demonstrates that the alleged activity was the 
result of unauthorized use of the Subscriber’s account by someone who is not a member 
or invitee of the household {e.g., via an unsecured wireless router or a hacked Internet 
connection) of which the Subscriber was unaware and that the Subscriber could not 
reasonably have prevented. The foregoing sentence notwithstanding, the Reviewer may 
in his or her discretion conclude that a Subscriber is entitled to prevail under this defense 
despite the Subscriber’s failure to secure a wireless router if the Reviewer otherwise 
concludes that the Subscriber adequately and credibly demonstrates that the alleged 
activity was the result of unauthorized use of the Subscriber’s account by someone who is 
not a member or invitee of the household of which the Subscriber was unaware. In 
detennining whether this standard has been satisfied, the Reviewer shall consider the 
evidence in light of the educational messages previously provided by the Participating 
ISP. Except as set forth herein, this defense may be asserted by a Subscriber only one (1) 
time to give the Subscriber the opportunity to take steps to prevent future unauthorized 
use of the Subscriber’s account. Any subsequent assertion of this defense by a 
Subscriber shall be denied as barred, unless the Subscriber can show by clear and 
convincing evidence that the unauthorized use occurred despite reasonable steps to secure 
the Internet account and that the breach of such security could not reasonably have been 
avoided. 

2.3. Authorization . A Subscriber shall prevail on this defense if the Subscriber 
adequately and credibly demonstrates with written or other documented evidence that the 
Subscriber’s alleged activity was actually specifically authorized by the Copyright Owner 
or its authorized representative. Such written or other documented evidence typically 
must include a true and unaltered copy of the agreement or communication asserted to 
grant the claimed authorization. Such evidence shall not be deemed adequate and 
credible if among other things, (i) the evidence on its face does not support a claim of 
authorization, (ii) the evidence does not appear authentic, or (iii) a reasonable person in 
the Subscriber’s position would not have concluded that the communication was in fact 
authorizing the specific use made of the work and that such authorization came from the 
actual Copyright Owner or by someone authorized to act on hi s/her behalf. The defense 
shall fail if the Copyright Owner has demonstrated: (x) that the specific use of the work 
made by the Subscriber was not in fact authorized by the Copyright Owner; (y) if the 
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alleged authorization did not come directly from the Copyright Owner, that the person 
purporting to grant authorization was not authorized to act on behalf of the Copyright 
Owner for purposes of authorizing the specific use made of the work by the Subscriber; 
or (z) that the documentary evidence submitted by the Subscriber likely is not authentic 
or has been altered in a material manner. 

2.4. Fair Use . A Subscriber shall prevail on this defense if the Subscriber 
adequately and credibly demonstrates fair use of the copyrighted work under prevailing 
principles of copyright law (which shall be identified as described in section 6). 

2.5. MisidentiFication of File . A Subscriber shall prevail on this defense if the 
Subscriber adequately and credibly demonstrates that a factual error was made in 
identifying the file at issue as consisting primarily of the alleged copyrighted work. In 
maldng this determination, the Content Owner Representative Methodology used to 
identify the file shall have a rebuttable presumption that it works in accordance with its 
specifications, unless the Independent Expert’s review of any such Content Owner 
Representative Methodology resulted in a Finding of Inadequacy in which event such 
rebuttable presumption shall not apply to such Content Owner Representative 
Methodology. 

2.6. Work Published Before 1923 . A Subscriber shall prevail on this defense if 
the Subscriber adequately and credibly demonstrates that the alleged copyrighted work in 
question was actually published prior to 1 923. 

3. Effect of Decision . If the Reviewer’s decision is in favor of the Subscriber for a 
particular Copyright Alert, that Copyright Alert shall be deemed invalid, the filing fee 
described in paragraph 4.1.6 shall be promptly refunded to the Subscriber, and the 
Participating ISP shall remove that Copyright Alert from the Subscriber’s account 
records and refrain from applying any Mitigation Measures based on the invalidated 
Copyright Alert(s). All other Copyright Alerts shall remain valid, and shall count toward 
future Mitigation Measures. If the Reviewer’s decision for a particular Copyright Alert is 
in favor of the Copyright Owner, that Copyright Alert shall be deemed valid, and if 
applicable, the Mitigation Measure shall be applied promptly. The Reviewer’s decision 
will be binding solely for the purposes of the Copyright Alert program. By participating 
in the Independent Review, the Subscriber, the Participating ISP, and the Copyright 
Owner agree to waive all rights to challenge the Reviewer’s decision for purposes of the 
Copyright Alert program. The Reviewer’s decision shall have no effect outside of the 
Copyright Alert program, shall not act as res judicata or collateral estoppel or any similar 
bar, and shall not have any precedential impact for other Independent Reviews with 
respect to other Subscribers within the Copyright Alert program. In any judicial 
proceeding between a Subscriber and a Copyright Owner concerning subject matter that 
is or has been the subject of Independent Review, neither the Subscriber nor the 
Copyright Owner shall seek to enter into evidence, or otherwise refer to or cite, either the 
fact of the Independent Review or any outcome of the Independent Review. 

4. Independent Review Procedure . 
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4.1. How to Initiate an Independent Review . 

4.1.1. ACIR I'orm. When the Participating TSP sends a Copyright Alert 
stating that the Subscriber’s account is subject to a Mitigation Measure, the 
Participating ISP will also make available to the Subscriber access to an online 
Application to Commence Independent Review (“ACTR”) form and related 
materials. The ACIR form and related materials will permit the Subscriber to 
review all of the Copyright Alerts applicable to the Subscriber’s account that have 
not previously been subject to review, as further described in paragraph 4.1.4. 

The ACIR form will identify all of the information necessary for the Subscriber to 
invoke an Independent Review, including each defense asserted as to each work 
identified in a Copyright Alert under review, and also include space for provision 
of the Subscriber’s contact information. 

4. 1 .2. Authorization. The ACIR form will contain an authorization by the 
Subscriber to disclose relevant personal information to the Reviewer and to the 
Participating ISP. Such information includes: (1 ) information contained on the 
ACIR form, (2) information in the Participating ISP’s possession, custody or 
control identifying the Subscriber or relating to any Copyright Alert sent to the 
Subscriber by the Participating ISP concerning alleged infringement, (3) 
information regarding the Participating ISP’s matching of the IP address in an ISP 
Notice to the Subscriber’s account, and (4) details of actions taken or proposed to 
be taken as Mitigation Measures by the Participating ISP with respect to the 
Subscriber’s account. Except as explained in the next sentence or as required by 
judicial order or other legal process, all Subscriber personal information will be 
held in confidence and not disclosed to the Copyright Owner. If the Subscriber’s 
defense is based on authorization, then the Reviewer may, in his or her discretion, 
disclose to the Copyright Owner only such personal information concerning the 
Subscriber as is reasonably necessary to permit the Copyright Owner to rebut a 
claim of authorization if that information is required for such purposes. The 
ACIR form will contain an authorization by the Subscriber to disclose relevant 
personal infomiation to the Copyright Owner in the circumstances described in 
the immediately preceding sentence. 

4.1.3. Information Required. The Subscriber must (I) identify the 
defenses asserted as to each work identified in each Copyright Alert at issue by 
checking the proper boxes on the ACIR form, (2) explain the specific basis for 
each defense, and (3) provide the corresponding back-up material to support such 
grounds. In the case of a defense of authorization, the ACIR form must be 
accompanied by the applicable written or other documented evidence that the 
Subscriber’s alleged activity was specifically authorized by the Copyright Owner 
or its authorized representative, as described in paragraph 2.3. In the case of a 
defense of fair use, the ACIR form must (1) be accompanied by a true and 
unaltered copy of each content file that the Subscriber asserts to be a fair use 
under prevailing principles of copyright law; and (2) an explanation of each use 
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the Subscriber made of the file, including any distribution or downloading 
identified in the Copyright Alert(s), and the basis for claiming each such use as a 
fair use. 

4.1.4. Copyright Alerts Subject to Rt;vi(r»’ . The Subscriber shall have the 
right to invoke Independent Review for the last Copyright Alert sent as well as 
prior Copyright Alerts, provided that the right to have a particular Copyright Alert 
reviewed shall be waived if that right is not invoked the first time the Copyright 
Alert becomes eligible to be reviewed. Accordingly, when a Subscriber first 
receives a Mitigation Measure Copyright Alert, the Subscriber may invoke the 
Independent Review process as to any prior Copyright Alert, but if any of those 
Copyright Alerts is not reviewed at that time it will thereafter be unreviewable. 

4. 1 .5. Multiple Works Identified in a Copyright Alert . In cases in which a 
Copyright Alert alleges infringing activity with respect to multiple works, the 
Independent Review process may be invoked by a Subscriber only if the 
Subscriber offers a defense as to every work cited in the Copyright Alert. A 
Copyright Alert will be considered valid and provide a basis for the application of 
a Mitigation Measure if the Subscriber is found to have no valid defense as to any 
one work cited in the Copyright Alert, unless the Independent Review establishes 
a pattern of invalid allegations in the Copyright Alert sufficient to cast substantial 
doubt on the Copyright Alert’s remaining allegations. 

4.1.6. Filing Fee. The Subscriber shall be required to pay a filing fee of 
thirty-five dollars ($35) in order to invoke the Independent Review, unless the 
Subscriber qualifies for a waiver or reduction in the filing fee in accordance with 
the procedures of the Administering Organization (as defined in paragraph 5.1 
below). This fee will be refunded to the Subscriber in the event that the Reviewer 
decides in favor of the Subscriber as to any Copyright Alert eligible for review. 

4.1.7. Deadline. The ACIR form, related materials and filing fee (“ACIR 
Package ”) must be submitted electronically within ten (10) business days after 
receipt of the relevant Copyright Alert. Except as contemplated in paragraph 5.6 
below, failure to properly submit an ACIR form by the due date shall be deemed a 
waiver of the right to seek Independent Review regarding the applicable 
Mitigation Measure. 

4.1.8. Submission of ACIR Package. The Subscriber must submit the 
ACIR Package to the Administering Organization. The Administering 
Organization shall immediately send a copy of the ACIR Package to the 
applicable Participating ISP. 

4.1.9. Effect of Filing for Independent Review . A Subscriber’s filing of 
the ACIR form stays implementation of any Mitigation Measure. A Subscriber’s 
failure to file an ACIR or otherwise challenge an allegation of copyright 
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infringement shall not be construed as an admission or waiver in any other forum 
or context. 

4.2 Process for Independent Review . 

4.2.1. Selection of Reviewer. All Independent Reviews shall be resolved 
by one (1 ) individual serving as an independent Reviewer. The Reviewer will be 
selected by the Administering Organization from a panel of neutrals, as further 
described in paragraph 5.2. 

4.2.2. Iriiticil Review of ACIR Package. A Reviewer will review the ACIR 
package within five (5) business days of receipt to detennine whether it is 
substantially complete. To be considered substantially complete, (1) the ACIR 
Package must include a substantially completed ACIR form; (2) the ACIR form 
must assert a defense as to each work identified in the relevant Copyright Alert 
subject to Independent Review; (3) for each defense asserted as to each work, the 
ACIR Package must include sufficient infonnation as described in paragraph 

4. 1 .3 to permit the Independent Review to proceed meaningfully and to 
potentially result in a decision in favor of the Subscriber; and (4) the ACIR 
Package must include the required payment as provided in paragraph 4.1 . 6 . If the 
ACIR Package is not substantially complete, the case will be denied. The first 
time an ACIR Package is denied, such a denial shall be without prejudice to 
afford the Subscriber one additional opportunity to correct any mistakes or 
omissions in the ACIR Package. In such a case, the Reviewer shall notify the 
Subscriber of the relevant defects and afford the Subscriber five (5) business days 
to remedy the defects by submitting a substantially complete ACIR Package. 
Otherwise (except as provided in paragraph 5.6 below), such a denial shall be 
with prejudice. Either a denial without prejudice that is not remedied within 5 
business days or a denial with prejudice shall have the same effects as a denial on 
the merits (see section 3). 

4.2.3. Verification that Defense of Unauthorized Use of A ccount is not 
Barred. In the case of any defense of unauthorized use of account, the 
Reviewer’s initial review will also consider whether that defense is barred 
because the Administering Organization’s records indicate that the Subscriber 
previously asserted that defense in another Independent Review. If so, the 
defense shall be denied, unless the Subscriber can show by clear and convincing 
evidence that the unauthorized use occurred despite reasonable steps to secure the 
Internet account and that the breach of such security could not reasonably have 
been avoided. If for any reason the Administering Organization’s records are 
inconclusive as to this question, the Reviewer will request clarification from the 
Participating ISP pursuant to paragraph 4.2.4. 

4.2.4. Collection of Standard Information from Participating ISP and 
Copyright Owner. If the ACIR Package is substantially complete, the Reviewer 
will, if needed, request standard relevant information from the Participating ISP 
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and/or Copyright Owner to assess the grounds for review. Details of the standard 
information to be provided by the Participating ISP and/or Copyright Owner for 
different types of defenses shall be determined by mutual agreement of 
representatives of the Administering Organization, Participating ISPs and 
Copyright Owners as implementation proceeds, with the goal of having provision 
of this standard information be a straightforward and largely automated process. 

In the case of a defense of misidentification of account, information to be 
provided by the Participating ISP is anticipated to consist of infonnation in the 
Participating ISP’s possession, custody, or control relating to (1) TSP Notices 
received by the Participating ISP and matched to the Subscriber’s account, 

(2) Copyright Alerts sent to the Subscriber by the Participating ISP, and (3) the 
Participating ISP’s matching of IP addresses on ISP Notices received by the 
Participating ISP to the Subscriber’s account. Information to be provided by the 
Copyright Owner is anticipated to consist of all or part of the evidence package(s) 
(/.e., information relating to the alleged access to copyrighted material) for one (1) 
or more Copyright Alerts that are the subject of the Independent Review. The 
Participating ISP and Copyright Owner, as applicable, will provide the relevant 
information to the Reviewer within ten ( 1 0) business days after receipt of the 
request. 

4.2.5. Fh’.v/ Substantive Review. Within five (5) business days from 
receipt of the relevant standard information from the Participating ISP and/or the 
Copyright Owner, the Reviewer will review the case record substantively to 
detennine if additional infonnation from the Participating ISP and/or Copyright 
Owner is required, or whether it is apparent without soliciting further information 
that the Subscriber will not prevail as to all works cited in any one (1) or more 
Copyright Alerts. 

4.2.6. Supplemental Information. The Reviewer shall have the discretion 
to request supplemental information from the Participating ISP, Copyright Owner 
or Subscriber within the five (5) business day period referred to in paragraph 
4.2.5, if such information would likely be material to a just resolution of the 
Independent Review. If the Reviewer makes such a request, the applicable 
party(ies) shall have ten (1 0) business days to respond. If the Subscriber asserts a 
defense of authorization or fair use and the Reviewer determines that the defense 
may have merit, then the Copyright Owner shall receive all relevant information 
about the defense from the Reviewer and be afforded an opportunity to provide 
evidence to rebut the defense within ten (10) business days from receipt of such 
information. Such information shall include (1) in the case of a defense of 
authorization, all substantiating evidence and explanation submitted by the 
Subscriber as to each relevant work and the Subscriber’s identifying information, 
unless the Reviewer concludes that the Copyright Owner does not need to know 
the identity of the Subscriber to evaluate the Subscriber’s claim that his or her 
activity was authorized; and (2) in the case of a defense of fair use, the content 
file submitted by the Subscriber as to each relevant work and an explanation of 
why the Subscriber believes each use of that content file to be a fair use. 
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4.2.7. Final Assessment and Issuance of decision. Within ten (10) 
business days of receipt of all requested information, including any supplemental 
information provided pursuant to paragraph 4.2.6, or passage of the relevant time 
to provide supplemental information in the event no supplemental information is 
received, the Reviewer shall assess the complete case record and enter a final 
decision. In doing so, the Reviewer shall determine the relevance, materiality and 
weight of all evidence based on the available record. The proceedings will take 
place exclusively on the written record, and there shall be no live hearings. For a 
Copyright Alert alleging infringement of multiple copyrighted works, in order to 
find in favor of the Subscriber with respect to the Copyright Alert, the Reviewer 
must consider and find in favor of the Subscriber as to a defense for each 
individual work referenced in the Copyright Alert or must find a pattern of invalid 
allegations in the Copyright Alert sufficient to cast substantial doubt on all 
allegations in the Copyright Alert. Upon reaching a final decision, the Reviewer 
will notify the Subscriber, Participating ISP and Copyright Owner of the outcome, 
and if the decision is a denial of the Subscriber’s defense, the Reviewer will also 
include a short description of the rationale for the denial. 

4.2.8. Withdrawal of Notice by Copyright Owner. A Copyright Owner 
may withdraw an ISP Notice at any time during the Independent Review process, 
which shall have the same effect as a finding for the Subscriber as to the 
withdrawn Copyright Alert (see section 3). 

4.2.9. Communications Among Parties. Except as specifically described 
in these rules (e.g., in the case of requests for information as described in 
paragraphs 4.2.4 and 4.2.6), there will be no communication between the 
Reviewer and the Participating ISP, Copyright Owner or Subscriber concerning 
the Independent Review. There is to be absolutely no discovery between the 
parties to the dispute, and no party shall have any obligation to respond to any 
request for information or to provide any particular information, except as 
described herein. 

5. Administration of Independent Review Process . 

5.1. In General . The Independent Review process shall be coordinated by the 
administering organization selected by the CCI Executive Committee (“ Administering 
Organization ”). The Independent Review process shall be governed exclusively by these 
rules. 


5.2. Selection of Reviewers . The Administering Organization shall have 
mechanisms for establishing a panel of neutrals and for ensuring their continuing 
neutrality, their compliance with these rules, and their adherence to the governing 
principles of copyright law as provided in section 6. Reviewers must be lawyers, but 
need not necessarily have the legal or case management expertise that would qualify 
them to act as arbitrators of more complex disputes in a broader-ranging alternative 
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dispute resolution process. The Administering Organization shall provide Reviewers 
training in this Independent Review process and governing principles of copyright law 
determined as described in section 6. Reviewers may be staff employees of the 
Administering Organization if the volume of disputes subject to the Independent Review 
process so warrants. 

5.3. Automation . The Administering Organization shall implement automated 
processes for managing the workflow of cases proceeding through the Independent 
Review process, including means for seeking and obtaining information from 
Participating ISPs and Copyright Owners in a manner that minimizes the associated 
workload on Participating ISPs and Copyright Owners and is automated to the maximum 
extent practicable. 

5.4. Records of Subscriber History of Invokina Independent Review . The 
Administering Organization will maintain a secure database of Subscribers’ history of 
invoking the Independent Review process, which will be available to Reviewers when 
evaluating future disputes involving the relevant Subscribers. Thus, for example, it 
should be possible for a Reviewer to determine from this database whether a Subscriber 
has previously asserted a defense of unauthorized use of account, and a Reviewer may 
consider a Subscriber’s Independent Review history in evaluating the credibility of 
claims under review. 

5.5. Recordkeeping and Review . The CCT Executive Committee and 
Administering Organization will establish processes for (1) maintaining records 
concerning proceedings, (2) periodically reviewing anonymous, aggregated information 
about issues and outcomes so that trends can be identified and addressed if warranted, 
and (3) confidentially auditing decisions for purposes of evaluating the performance of 
Reviewers and the Administering Organization. Except to the extent necessary to 
maintain records of outcomes of proceedings for purposes of operation and review of the 
Independent Review process or as otherwise expressly set forth herein. Reviewers shall 
not prepare written decisions in the cases they decide. The Parties to the Agreement 
agree to negotiate in good faith as to adjustments in the Independent Review process if 
such adjustments are warranted by actual experience in operating the Independent 
Review process. 

5.6. Provision of Information . Fair and efficient administration of the 
Independent Review process depends upon timely provision of information requested by 
the Reviewer at various steps of the process, as described in paragraph 4.2. Whenever 
these rules set forth a timeframe for provision of information requested by the Reviewer, 
the Reviewer may grant reasonable extensions of such period (not to exceed ten (10) 
business days) for substantial good cause shown. In the absence of the requested 
infonnation at the deadline for providing the same, the following provisions will apply: 

5.6.1. Delays in Providing Standard Information. If the Reviewer 

properly requests a standard package of infonnation from a Participating ISP or 

Copyright Owner, as described in paragraph 4.2.4, and the Participating ISP or 
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Copyright Owner does not provide the requested information as to some or all 
claims or works on a timely basis, (l)the Reviewer shall promptly notify the 
Participating ISP or Copyright Owner and the Participating ISP or Copyright 
Owner shall have a further five (5) business days to provide the requested 
information; and (2) the Administering Organization shall reflect such deficiency 
in reports to be provided periodically to the CCI Executive Committee. Recurring 
failure of a Participating ISP or Copyright Owner to provide requested standard 
infonnation during the initial period identified in paragraph 4.2.4, in other than 
isolated instances, will be considered a breach of its obligations under the 
Agreement. If a Participating ISP or Copyright Owner does not provide available 
requested information within a further five (5) business days, (a) the dispute will 
proceed to the next step of decision maldng based on the available record without 
such information, giving the Subscriber the benefit of any doubt concerning the 
missing requested information; (b) the Administering Organization shall reflect 
such deficiency in reports to be provided periodically to the CCI Executive 
Committee; and (c) the Participating ISP or Copyright Owner will be considered 
in breach of its obligations under the Agreement. 

5.6.2. Delays in Providing S 2 ipplemen 1 al Information. If the Reviewer 
properly requests supplemental information from a Participating ISP, Copyright 
Owner or Subscriber pursuant to paragraph 4.2.6, and the Participating ISP, 
Copyright Owner or Subscriber does not provide the requested information as to 
some or all claims or works on a timely basis, the dispute will proceed to the next 
step of decision making based on the available record without such infonnation. 

If the Reviewer believes that the position of a party to the proceeding other than 
the one that has failed to provide the requested infonnation is otherwise 
meritorious, the Reviewer shall give such party the benefit of any doubt 
concerning the missing requested infonnation. 

6. Leaal Principles to Be Applied in Independent Review . The Independent Review 
process will, to the e.xtent relevant, apply prevailing legal principles as detennined by 
United States federal courts. The Administering Organization will commission an 
accepted, independent expert on copyright law, who is approved by the CCI Executive 
Committee, to outline prevailing legal principles of fair use for purposes of deciding 
defenses of fair use, and any other legal principles necessary for resolution of issues 
within the scope of this Independent Review process. Such outline will be updated from 
time to time as necessary. If additional material questions of law arise as the Independent 
Review process is implemented, they may be referred to an accepted, independent expert 
approved by the CCI Executive Committee as needed. The Administering Organization 
will advise the Parties to the Agreement of issues referred to, and principles determined 
by, such an expert, and provide a process for the Parties to the Agreement to provide 
input concerning the issues, so as to ensure that the expert’s detenninations are fully- 
informed and reflect prevailing law as determined by United States federal courts. 
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Attachment D — IMPAA Member Company Affiliates 

The MPAA member companies’ affiliates are entities under the control of an MPAA 
member company. For purposes of thi s Attachment D . “control” is defined as (1) the 
ownership of at least fifty percent (50%) of the equity or beneficial interest of the 
controlled entity, (2) the right to vote for or appoint a majority of the board of directors or 
other governing body of such entity (if the board or governing body may exercise 
authority with less than a majority, then the right to vote or appoint the number of 
directors necessary to exercise that authority), or (3) the right or authority to grant, 
approve or withhold, directly or indirectly, financial resources necessary to the operation 
of the controlled entity. As of the Effective Date of this Agreement, the following 
entities are MPAA member company affiliates: 

• Disney Enterprises, Inc., entities controlled, directly or indirectly, by Disney 
Enterprises, Inc. (together, “ Disney Enterprises Entities ”), and such other entities 
as have authorized the foregoing to send Copyright Alerts on their behalf with 
respect to works distributed by Disney Enterprises Entities. 

• Fox Entertainment Group, Inc., entities controlled, directly or indirectly, by Fox 
Entertainment Group, Inc., (together, “ Fox Entertainment Entities ”) and such 
other entities as have authorized the foregoing to send Copyright Alerts on their 
behalf with respect to works distributed by Fox Entertainment Entities. 

• NBCUniversal Media LLC, entities controlled, directly or indirectly, by 
NBCUniversal Media LLC, (together, “ NBCU Entities ”) and such other entities 
as have authorized the foregoing to send Copyright Alerts on their behalf with 
respect to works distributed by NBCU Entities. 

• Sony Pictures Entertainment Inc., entities controlled, directly or indirectly, by 
Sony Pictures Entertainment Inc. (together, “ SPE Entities ”!, and such other 
entities as have authorized the foregoing to send Copyright Alerts on their behalf 
with respect to works distributed by SPE Entities. 

• Turner Entertainment Networks, Inc., entities controlled, directly or indirectly, by 
Turner Entertainment Networks, Inc. (together, “ Turner Entities ”), and such other 
entities as have authorized the foregoing to send Copyright Alerts on their behalf 
with respect to works distributed by Turner Entities. 

• Viacom, Inc., entities controlled, directly or indirectly, by Viacom, Inc. (together, 
“ Viacom Entities ”!, and such other entities as have authorized the foregoing to 
send notices on their behalf with respect to works distributed by Viacom Entities. 

• Walt Disney Studios Motion Pictures, entities controlled, directly or indirectly, by 
Walt Disney Studios Motion Pictures (together, “ Walt Disney Studios Entities ”), 
and such other entities as have authorized the foregoing to send notices on their 
behalf with respect to works distributed by Walt Disney Studios Entities. 

• Warner Bros. Entertainment Inc., entities controlled, directly or indirectly, by 
Warner Bros. Entertainment Inc. (together, “ Warner Bros. Entities ”), and such 
other entities as have authorized the foregoing to send notices on their behalf with 
respect to works distributed by Warner Bros. Entities. 
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Annex i 

NGPC Proposal for Impfementation of GAC Safeguards 

Applicable to A!! Hew gTLDs 

19 June 2013 

The following is a draft proposal for how ICANN could implement the “GAC Safeguards 
Applicable to All New gTLDs.” This is an unapproved draft subject to further NGPC 
consideration. 

1 . WHOIS Verification and Checks (GAC Register # 2013-04-1 1 -Safeguards- 1) 

ICANN is concluding its development of a WHOIS tool that gives it the ability to check 
false, incomplete or inaccurate WHOIS data as the Board previously directed staff in 
Board Resolutions 2012.11.08.01 - 2012.11.08.02 to begin to “proactively identify 
potentially inaccurate gTLD data registration in gTLD registry and registrar services, 
explore using automated tools, and forward potentially inaccurate records to gTLD 
registrars for action; and 2) publicly report on the resulting actions to encourage 
improved accuracy.” <http:/.(wyyw,icann,prg/e_n/gfpupsd)pard./dpcum^^ 

0Snpvl2-en.htm> 

Given these ongoing activities, ICANN (instead of Registry Operators) is well positioned 
to implement the GAC’s advice that checks identifying registrations in a gTLD with 
deliberately false, inaccurate or incomplete WHOIS data be conducted at least twice a 
year. To achieve this, ICANN will perform a periodic sampling of WHOIS data across 
registries in an effort to identify potentially inaccurate records. ICANN will also maintain 
statistical reports that identify the number of inaccurate WHOIS records identified. This 
undertaking by ICANN would not require ICANN to provide special certifications to 
Registry Operators certifying the accuracy of any WHOIS data. The WHOIS verification 
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and checks would be focused on the current version of WHOIS requirements, but would 
eventually broaden to include directory services. 

2. Mitigating Abusive Activity (GAC Register# 2013-04-1 1 -Safeguards-2) 

ICANN will include a provision in the proposed New gTLD Registry Agreement (as a 
mandatory Public Interest Commitment in Specification 1 1) 

< littp:/'’newgtids.icann.org/en/applican!s/agb/base-agreement-specs-29aprl3-en.pdf > 
obligating Registry Operators to include a provision in their Registry -Registrar 
Agreements that requires Registrars to include in their Registration Agreements a 
provision prohibiting Registered Name Holders from distributing malware, abusively 
operating botnets, phishing, piracy, trademark or copyright infringement, fraudulent or 
deceptive practices, counterfeiting or otherwise engaging in activity contrary to 
applicable law, and providing (consistent with applicable law and any related procedures) 
consequences for such activities including suspension of the domain name. 

Paragraph 2 of the PIC Specification attached as Annex II includes language to 
implement the GAC advice. Because the Registry Operator does not have a direct 
contractual relationship with the Registered Name Holder, the language proposed in the 
PIC Specification would require the Registry Operator to include a provision in its 
Registry -Registrar Agreement, which in turn requires Registrars to include a provision in 
their Registration Agreements prohibiting Registered Name Holders from engaging in the 
abusive activity listed in the GAC advice. 

3. Security Checks (GAC Register # 2Q13-Q4-1 l-Safeguards-3) 

ICANN will include a provision in the proposed New gTLD Registry Agreement (as a 
mandatory Public Interest Commitment in Specification 11) requiring Registry Operators 
periodically to conduct a technical analysis to assess whether domains in its gTLD are 
being used to perpetrate security threats, such as pharming, phishing, malware, and 
botnets. The provision will also require Registry Operators to maintain statistical reports 
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on the number of security threats identified and the actions taken as a result of the 
periodic security checks. Registry Operators will maintain these reports for the agreed 
contracted period and provide them to ICANN upon request. The contents of the reports 
will be publically available as appropriate. 

Because there are multiple ways for a Registry Operator to implement the required 
security checks, ICANN will solicit community participation (including conferring with 
the GAC) in a task force or through a policy development process in the GNSO, as 
appropriate, to develop the framework for Registry Operators to respond to identified 
security risks that pose an actual risk of harm, notification procedures, and appropriate 
consequences, including a process for suspending domain names until the matter is 
resolved, while respecting privacy and confidentiality. The language include in Paragraph 
3 of the attached PIC Specification provides the general guidelines for what Registry 
Operators must do, but omits the specific details from the contractual language to allow 
for the future development and evolution of the parameters for conducting security 
checks. This will permit Registry Operators to enter into agreements as soon as possible, 
while allowing for a careful and fulsome consideration by the community on the 
implementation details. 

4. Documentation IGAC Register # 2 013-04-1 1 -Safeaiards-dl 

As detailed in #l above, ICANN will maintain statistical reports that identify the number 
of inaccurate WHOIS records identified as part of the checks to identify registrations 
with deliberately false, inaccurate or incomplete WHOIS data. Also, as detailed in #3 
above, Registry Operators will be required to maintain statistical reports on the number of 
security threats identified and the actions taken as a result of the periodic security checks. 
Registry Operators will maintain these reports for the agreed contracted period and 
provide them to ICANN upon request. The contents of the reports will be publically 
available as appropriate. 
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5. Making and Handling Complaints (GAC Register # 2013-Q4-n-Safeguards-5) 

Registry Operators will be required to ensure that there is a mechanism for making 
complaints to the Registry Operator regarding malicious conduct in the TLD. Section 4. 1 
of Specification 6 of the proposed New gTLD Registry Agreement provides that, 
“Registry Operator shall provide to ICANN and publish on its website its accurate 
contact details including a valid email and mailing address as well as a primary contact 
for handling inquires related to malicious conduct in the TLD, and will provide ICANN 
with prompt notice of any changes to such contact details.” Also, Section 2.8 of the 
proposed New gTLD Registry Agreement provides that a, “Registry Operator shall take 
reasonable steps to investigate and respond to any reports from law enforcement and 
governmental and quasi -governmental agencies of illegal conduct in connection with the 
use of the TLD.” 

ICANN operates the WHOIS Data Problem Reports System 

< http://www.icann,org/en./resources/compliance/comnlaints/w-hois/inaccuracv-form >. 
which is a mechanism for making complaints that WHOIS information is inaccurate. 

6. Consequences (GAC Register # 2013-04-1 1-Safeguards-6I 

As indicated in #2 above, ICANN will include a provision in the proposed New gTLD 
Registry Agreement (as a mandatory Public Interest Commitment in Specification 11) 
obligating Registry Operators to include a provision in their Registry -Registrar 
Agreements that requires Registrars to include in their Registration Agreements a 
provision prohibiting Registered Name Holders from distributing malware, abusively 
operating botnets, phishing, piracy, trademark or copyright infringement, fraudulent or 
deceptive practices, counterfeiting or otherwise engaging in activity contrary to 
applicable law, and providing (consistent with applicable law and any related procedures) 
consequences for such activities including suspension of the domain name. 
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Consequences for the demonstrated provision of false WHOTS information are set forth 
in Section 3. 7. 7. 2 of the 2013 RAA 

< http:/7v,'ww,icann.org/en/resources/regi5trars/raa<'proposed-agreement-22aprl3-en.pdf> : 

“A Registered Name Holder's willful provision of inaccurate or unreliable information, 
its willful failure to update information provided to Registrar within seven (7) days of any 
change, or its failure to respond for over fifteen (15) days to inquiries by Registrar 
concerning the accuracy of contact details associated with the Registered Name Holder's 
registration shall constitute a material breach of the Registered Name Holder-registrar 
contract and be a basis for suspension and/or cancellation of the Registered Name 
registration.” Paragraph 1 of the proposed PIC Specification includes a requirement that 
Registry Operator will use only ICANN accredited registrars that are party to the 2013 
RAA so that these consequences are contractually required. 
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Annex !l 

Proposed PIC Spec Implementation of GAC Safeguards Applicable to all New 

gTLDs 

(19 June 2013) 

The following is a preliminary draft reference version of the Beijing GAC safeguards 
advice for safeguards applicable to all new gTLDs implemented as Public Interest 
Commitments - for discussion only. 


Specification 1 1 
Public Interest Commitments 

1 . Registry Operator will use only ICANN accredited registrars that are party to the 
Registrar Accreditation Agreement approved by the ICANN Board of Directors on 

, 2013 in registering domain names. A list of such registrars shall be 

maintained by ICANN on ICANN’ s website. 

2. Registry Operator will include a provision in its Registry-Registrar Agreement 
that requires Registrars to include in their Registration Agreements a provision 
prohibiting Registered Name Holders from distributing malware, abusively operating 
botnets, phishing, piracy, trademark or copyright infringement, fraudulent or deceptive 
practices, counterfeiting or otherwise engaging in activity contrary to applicable law, and 
providing (consistent with applicable law and any related procedures) consequences for 
such activities including suspension of the domain name. 

3. Registry Operator will periodically conduct a technical analysis to assess whether 
domains in the TLD are being used to perpetrate security threats, such as pharming, 
phishing, malware, and botnets. Registry Operator will maintain statistical reports on the 
number of security threats identified and the actions taken as a result of the periodic 
security checks. Registry Operator will maintain these reports for the term of the 
Agreement unless a shorter period is required by law or approved by ICANN, and will 
provide them to ICANN upon request. 
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Internet Corporation for Assigned Names and Numbers 

GROUPS (/EN/GROUPS) > BOARD (/EN/GROUPS/BOARD) > DOCUMENTS (/EN/GROUPS/BOARD/DOCUMENTS) 

Approved Resolutions | Meeting of the New gTLD Program Committee 

9 

25 June 2013 

1. Consent Agenda 

a. Approval of NGPC Meeting Minutes 

2. Main Agenda 

AI-AC (At-Large Advisory Comm ittee) Statement on TMCHA/ariants 

b. Safeguards Applicable to all New gTLDs 

Rationale for Resolutions 2013.06,25.NG02 -2013.06.25.NG03 

c. Category 2 Safeguard Advice re Restricted and Exclusive Registry Access 

Rationale for Resolutions 201 3. 06. 25.NG04 - 2013.06.25.06 

d. Singular & Plural Versions of the Same String as a TLD (Top Level Domain) 

Rationale for Resolution 201 3.06.25.NG07 

IQO (Intergovernmental Organizat i on) Protection 
f. AOB 


1 . Consent Agenda: 

a . Apprtival of NGPC Meeting Minutes 

Resolved (201 3.06.25. NG01), the Board approves the minutes of the 4 June 2013 New gTL D (gen eric Top Level 
Doma i n ) Program Committee Meeting. 

2. Main Agenda: 

a . ALAC (At-Large Advisorj’ Committee} Statement on TMCH/Variants 
No resolution taken. 

b. Safeguards Applicable to all New gTLDs 

Whereas, the GACJ^oyem_m_ej]ta[ Advisory Committee} met during the ICANN (^Internet Cqrporation for Assigned 
meeting in Beijing and issued a Communique on 11 April 2013 ("Beijing Communique"); 
Whereas, the Beijing Communique included six (6) elements of safeguard advice applicable to all new gTLDs, which 
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are identified in the QAC (Governmental Advisory Committee) Register of Advice as: (a) 2013-04-11-Safeguards-1, 

(b) 2013-04-11-Safeguards-2, (c) 2013-04-11-Safeguards-3, (d) 2013-04-11-Safeguards-4, (e) 2013-04-11- 
Safeguards-5, and (f) 2013-04-1 1-Safeguards-6 (collectively, the "Safeguards Applicable to All Strings"); 

Whereas, on 23 April 2013, ICANN (Internet Corporation for Assigned Names and Numbers) initiated a public 
comment forum to solicit the community's input on how the NGPC should address GAC (Governmental Advisory 
Committee) advice regarding safeguards applicable to broad categories of New gTLD (generic Top Level Domain) 
strings <http://vvww.icann.org/en/news/public-commenVgac-safeguard-advice-23apr13-en.htm (/en/news/public- 
comment/gac-safeguard-advice-23apr13-en.htm)>; 

Whereas, the NGPC met on 8 and 18 May and 4, 11 and 18 June 2013 to consider a plan for responding to the GAC 
(Governmental Advisory Committee) 's advice on the New gTLD (generic Top Level Domain) Program, including the 
Safeguards Applicable to All Strings; 

Whereas, the NGPC met on 25 June 2013 to further discuss and consider its plan for responding the GAC 
(Governmental Advisory Committee) 's advice in the Beijing Communique on the New gTLD (generic Top Level 
Domain) Program; 

Whereas, the NGPC has considered the public comments submitted during the public comment fomm, and has 
determined that its position, as presented in Annex I (/en/groups/board/documents/resolutions-new-gtld-annex- 
i-agenda-2b-25jun13-en.pdf) [PDF, 72 KB] attached to this Resolution, is consistent with the GAC (Governmental 
Advisory Committee) 's advice regarding Safeguards Applicable to All Strings; 

Whereas, the NGPC proposes revisions to the final draft of the New gTLD (generic Top Level Domain) Registry 
Agreement <http://www.icann.org/en/news/public-commenVbase-agreement-29apr1 3-en.htm (/en/news/public- 
commenVbas6-agr66m6nt-29apr13-en.h(m)> as presented in Annex II (/en/groups/board/documents/resolutions- 
new-gtld-annex-ii-agenda-2b-25jun13-en.pdf) [PDF, 64 KB] attached to this Resolution to implement certain elements 
of the GAC (Governmental Advisory Committee) advice regarding Safeguards Applicable to All Strings; and 
Whereas, the NGPC is undertaking this action pursuant to the authority granted to it by the Board on 10 April 2012, to 
exercise the ICANN (Internet Corporation for Assigned Names and Numbers) Board's authority for any and all issues 
that may arise relating to the New gTLD (generic Top Level Domain) Program. 

Resolved (201 3.06.25. NG02), the NGPC adopts the "NGPC Proposal for Implementation of GAC (Governmental 
Advisory Committee) Safeguards Applicable to All NewgTLDs”(19 June 2013), attached as Annex I (/en/groups 
/board/documents/resolutions-new-gtld-3nnex-i-agenda-2b-25Jun13-en.pdf) [PDF, 72 KB] to this Resolution, to accept 
the GAC (Governmental Advisory Committee) 's advice regarding Safeguards Applicable to All Strings. 

Resolved (2013.06.25.NG03), the NGPC directs staff to make appropriate changes to the final draft of the New gTLD 
(generic Top Level Domain) Registry Agreement, as presented in Annex II (/en/groups/board/documents/resolutions- 
new-gtld-annex-ii-agenda-2b-25Jun13-en.pdO [PDF, 64 KB] attached to this Resolution, to implement certain 
elements of the GAC (Governmental Advisory Committee) advice regarding Safeguards Applicable to All Strings. 

Rationale for Resolutions 2(H3.l)6.25.NG02-2«13.tt6.25.NCO3 
Why the NGPC is addressing the issue? 

Article XI, Section 2.1 of the ICANN (Internet Corporation for Assigned Names and Numbers) Bylaws 
http://www.icann. 0 rg/en/abouVgovernance/bylaws#XI (/en/abouVgovemance/bylav/s#XI) permit the GAC 
(Governmental Advisory Committee) to "put issues to the Board directly, either by \Nay of comment or prior advice, or 
by way of specifically recommending action or new policy development or revision to existing policies." The GAC 
(Governmental Advisory Committee) issued advice to the Board on the New gTLD (generic Top Level Domain) 

Program through its Beijing Communique dated 11 April 2013. The ICANN (Internet Corporation for Assigned Names 
and Numbers) Bylaws require the Board to take into account the GAC (Governmental Advisory Committee) 's advice 
on public policy matters in the formulation and adoption of the polices. If the Board decides to take an action that is 
not consistent with the GAC (Governmental Advisory Committee) advice, it must inform the GAC (Governmental 
Advisory Committee) and state the reasons why it decided not to follow the advice. The Board and the GAC 
(Governmental Advisory Committee) will then try in good faith to find a mutually acceptable solution. If no solution 
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can be found, the Board will state in its final decision why the GAC (Governmental Advisory Committee) advice was 
not followed. 

What is the proposal being considered? 

The NGPC is being asked to consider accepting a discrete grouping of the GAC (Governmental Advisory Committee) 
advice as described in the attached "NGPC Proposal for Implementation of GAC (Governmental Advisory 
Committee) Safeguards Applicable to All New gTLDs" (Annex I (/en/groups/board/documents/resolutions-new-gtid- 
annex-i-agenda-2b-25jun13-en.pd0 [PDF, 72 KB]; 19 June 2013), which includes the six (6) items of safeguard 
advice from the Beijing Communique applicable to all newgTLDs. This advice is identified in the GAC (Governmental 
Advisory Committee) Register of Advice as: (a) 2013-04-11-Safeguards-1, (b) 201 3-04-1 1-Safeguards-2, (c) 
2013-04-11-Safeguards-3, (d) 2013-04-11-Safeguards-4. (e)2013-04-11-Safeguards-5, and (0 2013-04-11- 
Safeguards-6 (collectively, the "Safeguards Applicable to All Strings"). 

Which stakeholders or others were consulted? 

On 23 April 2013, ICANN (Internet Corporation for Assigned Names and Numbers) initiated a public comment forum 
to solicit input on how the NGPC should address GAC (Governmental Advisory Committee) advice regarding 
safeguards applicable to broad categories of new gTLD (generic Top Level Domain) strings http://www.icann.org 
/en/news/public-comment/gac-safeguard-advice-23apr13-en.htm (/en/news/public-comment/gac-safeguard-advice- 
23apr13-en.htm). The public comment forum closed on 4 June 2013. The NGPC has considered the community’s 
comments in formulating its response to the GAC (Governmental Advisory Committee) advice regarding Safeguards 
Applicable to All Strings. These comments also will serve as important inputs to the NGPC’s future consideration of 
the other elements of GAC (Governmental Advisory Committee) advice not being considered at this time in the 
attached annexes. 

What concerns or issues were raised by the community? 

ICANN (Internet Corporation for Assigned Names and Numbers) received several responses from the community 
during the course of the public comment forum on broad categories of GAC (Governmental Advisory Committee) 
safeguard advice. Of comments regarding safeguards applicable to all new gTLDs, approximately 29% of unique 
commenters expressed opposition whereas approximately 71% expressed support. 

Regarding support, commenters expressed general agreement with the safeguards. Those expressing support also 
expressed concern over the method of implementation and that the GAC (Governmental Advisory Committee) should 
not dictate the specific procedures for Implementation. Supporters also indicated that some of these safeguards are 
already inherent in the 2013 RAA (Registrar Accreditation Agreement) . 

In adopting this Resolution, the NGPC specifically acknowledges comments from the community opposed to the 
NGPC accepting the GAC (Governmental Advisory Committee) 's advice. The NGPC takes note of comments 
asserting that adopting the GAC (Governmental Advisory Committee) advice threatens the multi-stakeholder policy 
development process. ICANN (Internet Corporation for Assigned Names and Numbers) ’s Bylaws permit the GAC 
(Governmental Advisory Committee) to "consider and provide advice on the activities of ICANN (Internet Corporation 
for Assigned Names and Numbers) as they relate to concerns of governments, particularly matters where there may 
be an interaction between ICANN (Internet Corporation for Assigned Names and Numbers) 's policies and various 
laws and international agreements or where they may affect public policy issues." (Art. XI, § 2.1. a) The GAC 
(Governmental Advisory Committee) issued advice to the Board on the New gTLD (generic Top Level Domain) 

Program through its Beijing Communique dated 11 April 2013. The ICANN (Internet Corporation for Assigned Names 
and Numbers) Bylaws require the Board (and the NGPC) to take into account the GAC (Governmental Advisory 
Committeej 's advice on public policy matters in the formulation and adoption of the polices, and if the Board (and the 
NGPC) takes an action that is not consistent with the GAC (Governmental Advisory Committee) advice, it must 
inform the GAC (Governmental Advisory Committee) and state the reasons why it decided not to follow the advice. 

The parties must then try in good faith to find a mutually acceptable solution. Thus, the GAC (Governmental Advisory 
Committee) 's advice is part of the multi-stakeholder process. 

The posting of the Beijing Communique to solicit public comment on the broad categories of the GAC (Governmental 
Advisory Committeej 's safeguard advice demonstrates ICANN (Internet Corporation for Assigned Names and 
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Numbers) 's commitment to a bottom-up, multi-stakeholder model, and provided stakeholders with approximately six 
weeks (including the public comment and reply periods) to analyze, review and respond to the proposed 
recommendations. The NGPC views finding a workable solution to the GAC (Governmental Advisory Committee) 's 
advice as a step forward as the community continues to respond to the needs of registrants, the community and all 
stakeholders. 

The NGPC also took note of the comments from the community in opposition to ICANN (Internet Corporation for 
Assigned Names and Numbers) implementing the safeguard adwee concerning WHOIS verification checks to be 
performed by registry operators. The NGPC acknowledges the ongoing work in the community on WHOIS 
verification. In response to these comments in opposition, the NGPC accepted the spirit and intent of the GAC 
(Governmental Advisory Committee) 's advice on the WHOIS verification checks by having ICANN (Internet 
Corporation for Assigned Names and Numbers) , instead of registry operators, implement the checks. ICANN 
(Internet Corporation for Assigned Names and Numbers) is concluding its development of a WHOIS tool that gives it 
the ability to check false, incomplete or inaccurate WHOIS data, as the Board previously directed staff in Board 
Resolutions 2012.11 .08.01 - 2012.11.08.02 to begin to “proactively identify potentially Inaccurate gTLD (generic Top 
Level Domain) data registration in gTLD (generic Top Level Domain) registry and registrar services, explore using 
automated tools, and forward potentially inaccurate records to gTLD (generic Top Level Domain) registrars for action; 
and 2) publicly report on the resulting actions to encourage improved accuracy.” <http://w\iVw.icann.org/en/groups 
/board/documents/resolutions-08nov12-en.htm (/en/groups/board/documents/resolutions-08nov12-en.htm)>. Given 
these ongoing activities, the NGPC determined that ICANN (Internet Coiporation for Assigned Names and Numbers) 
(instead of Registry Operators) is well positioned to implement the GAC (Governmental Advisory Committee) 's 
advice. 

With respect to mitigating abusive activity, the NGPC acknowledges the comments noting that registries do not have 
relationships with registrants and should not be required to detenmine v^ether a registrant Is In compliance with 
applicable laws. To address this concern, the NGPC included language in the PIC Specification that would obligate 
registry operators to include a provision in their Registry-Registrar Agreements that requires registrars to include In 
their Registration Agreements a provision prohibiting registered name holders from distributing malware, abusively 
operating botnets, phishing, piracy, trademark or copyright infringement, fraudulent or deceptive practices, 
counterfeiting or otherwise engaging in activity contrary to applicable law. and providing (consistent with applicable 
law and any related procedures) consequences for such activities including suspension of the domain name. 

With respect to the safeguards regarding security checks, the NGPC considered that the comments in opposition 
raise important questions about the costs and timing of implementing this measure, and the scope and framework of 
the security checks. The NGPC is mindful that there are various ways a registry operator could implement the 
required security checks, and has taken these concerns into consideration in its response to the GAC (Governmental 
Advisory Committee) 's advice. The NGPC’s response directs ICANN (Internet Corporation for Assigned Names and 
Numbers) to solicit community participation (including conferring with the GAC (Governmental Advisory Committee)) 
in a task force or through a policy development process in the GNSO (Generic Names Supporting Organization) , as 
appropriate, to develop the framework for Registry Operators to respond to identified security risks that pose an 
actual risk of harm, notification procedures, and appropriate consequences, including a process for suspending 
domain names until the matter is resolved, while respecting privacy and confidentiality. The proposed implementation 
of the GAC (Governmental Advisory Committee) 's advice is phased to account for the commenters' concerns. The 
proposed language in the PIC Specification will provide the general guidelines for what registry operators must do, 
but omits the specific details from the contractual language to allow for the future development and evolution of the 
parameters for conducting security checks. 

With respect to consequences in the safeguards applicable to all strings, the NGPC took note of the commenters' 
concerns that this item of safeguard advice is already addressed in frre 2013 RAA (Registrar Accreditation 
Agreement) and by the WHOIS Data Problem Report system. The GAC (Governmental Advisory Committee) 's 
concerns are addressed in the existing framework and the NGPC is not proposing to duplicate the existing 
enforcement models. 

The NGPC also takes note of the comments requesting that the GAC (Governmental Advisory Committee) advice be 
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rejected as "last-minute" or "untimely." The commentere asserted that this introduces uncertainty into the Program 
and the makes material changes to the AGB. As an alternative to accepting the advice, the NGPC considered the 
timing consequences if the NGPC rejected the advice. The NGPC took note of the procedure for any consultations 
that might be needed if the Board (and the NGPC) determines to take an action that is not consistent with GAC 
(Governmental Advisory Committee) advice, which was developed by the ICANN (Internet Corporation for Assigned 
Names and Numbers) Board-GAC Recommendation Implementation Working Group (BGRI-WG). The procedure 
was approved by the BGRI-WG in Beijing and would be used for any consultation on this GAC (Governmental 
Advisory Committee) advice. The procedure says that the consultation process should conclude within six months, 
but that the GAC (Governmental Advisory Committee) and the Board can agree to a different timetable. On balance, 
the NGPC determined that entering into a consultation process on this particular section of the safeguard advice 
would introduce greater uncertainty into the Program than if the NGPC found a workable solution to accept and 
implement the GAC (Governmental Advisory Committee) 's safeguard advice applicable to all strings. 

The complete set of comments can be reviewed at: http://www.icann.org/en/news/public-comment/gac-safeguard- 
advice-23apr13-en.htm (/en/news/public-comment/gac-safeguard-advice-23apr13-en.htm). 

What significant materials did the NGPC review? 

As part of its deliberations, the NGPC reviewed the following significant materials and documents: 

GAC (Governmental Advisory Committee) Beijing Communique: http://www.icann.org/en/news/correspondence 
/gac-to-board-18apr13-en.pdf (/en/news/correspondence/gac-to-board-18apr13-en.pd0 [PDF, 156 KB] 

Public comments in response to broad categories of GAC (Governmental Advisory Committee) safeguard advice: 
http://www.icann.org/en/news/public-comment/gac-safeguard-advice-23apr1 3-en.htm (/en/news/public-comment 
/gac-saf6guard-advice-23a pr13-en.htm) 

Report of Public Comments, New aTLD (generic Top Level Domain) Board Committee Consideration of GAC 
(Governmental Advisory Committee) Safeguard Advice dated 18 June 2013: hltp://www.icann.org/en/news/public- 
comment/report-comments-gac-safeguard-advice-l9junl3-en (/en/news/public-comment/report-comments- 
gac-safeguard-advice-1 9Jun1 3-en) 

What factors did the NGPC find to be significant? 

The Beijing Communique generated significant interest from the community and resulted in many comments. The 
NGPC considered the community comments, the GAC (Governmental Advisory CommitteeJ 's advice transmitted in 
the Beijing Communique, and the procedures established in the AGB for addressing GAC (Governmental Advisory 
Committee) advice to the New gTLD (generic Top Level Domain) Program. 

Are there positive or negative community impacts? 

The adoption of the GAC (Governmental Advisory Committee) advice as provided in the attached annexes will assist 
with resolving the GAC (Governmental Advisory Committee) advice in manner that permits the greatest number of 
new gTLD (generic Top Level Domain) applications to continue to move forward as soon as possible. 

Are there fiscal impacts or ramifications on ICANN (Internet Corporation for Assigned Names and Numbers) 
(strategic plan, operating plan, budget); the community; and/or the public? 

There are no foreseen fiscal impacts associated with the adoption of this resolution. 

Are there any security, stability or resiliency issues relating to the DNS (Domain Name System) ? 

Approval of the proposed resolution will not impact security, stability or resiliency issues relating to the DNS (Domain 
Name System) . 

Is this either a defined policy process within ICANN (Internet Corporation for Assigned Names and 
Numbersy s Supporting Organizations or ICANN (Internet Corporation for Assigned Names and Numbers) 's 
Organizational Administrative Function decision requiring public comment or not requiring public comment? 

On 23 April 2013, ICANN (Internet Corporation for Assigned Names and Numbers) initiated a public comment forum 
to solicit input on how the NGPC should address GAC (Governmental Advisory Committee) advice regarding 
safeguards applicable to broad categories of new gTLD (generic Top Level Domain) strings http://www.icann.org 
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/en/news/public-comment/gac-safeguard-advice-23apr13-en.htm (/en/news/public-comment/gac-safeguard-advice- 
23apr13-en.htm), The public comment fomm closed on 4 June 2013. 

c. Category 2 Safeguard Adv ice re Restricted and Exclusive Registry Access 

Whereas, the GAC (Governmental Advisory Committee) met during the ICANN (Internet Corporation for Assigned 
Names and Numbers) 46 meeting in Beijing and issued a Communique on 11 April 2013 ("Beijing Communique"); 
Whereas, the Beijing Communique included Category 2 safeguard adwee, vvhich is identified in the GAC 
(Governmental Advisory Committee) Register of Advice as 2013-04-11-Safeguards-Categories-2 (the "Category 2 
Safeguard Advice"); 

Whereas, on 23 April 2013, ICANN (Internet Corporation for Assigned Names and Numbers) initiated a public 
comment forum to solicit the community’s input on how the NGPC should address GAC (Governmental Advisory 
Committee) advice regarding safeguards applicable to broad categories of New gTLD (generic Top Level Domain) 
strings <http://www.icann.org/en/news/public-comment/gac-safeguard-advice-23apr13-en.htm (/en/news/public- 
comment/gac-safeguard-advice-23apr13-en.htm)>; 

Whereas, the NGPC met on 8 and 18 May and 4, 11 and 18 June 2013 to consider a plan for responding to the GAC 
(Governmental Advisory Committee) 's advice on the New gTLD (generic Top Level Domain) Program, including the 
Category 2 Safeguard Advice; 

Whereas, the NGPC met on 25 June 2013 to further discuss and consider its plan for responding the GAC 
(Governmental Advisory Committee) 's advice in the Beijing Communique on the New gTLD (generic Top Level 
Domain) Program; 

Whereas, the NGPC has considered the public comments submitted during the public comment forum, and proposes 
revisions to the final draft of the New gTLD (generic Top Level Domain) Registry Agreement <http://www.icann.org 
/en/news/public-comment/base-agreement-29apr13-en.htm (/en/news/public-comment/base-agreement-29apr1 3- 
en.htm)> as presented in Annex I (/en/groups/board/documents/resolutions-new-gtld-annex-i-agenda-2c-25jun13- 
en.pdf) [PDF, 52 KB] attached to this Resolution to implement the Category 2 Safeguard Advice for applicants not 
seeking to impose exclusive registry access; and 

Whereas, the NGPC is undertaking this action pursuant to the authority granted to it by the Board on 10 April 2012, to 
exercise the ICANN (Internet Corporation for Assigned Names and Numbers) Board's authority for any and all Issues 
that may arise relating to the New gTLD (generic Top Level Domain) Program. 

Resolved (201 3.06.25. NG04), the NGPC adopts the "Proposed PIC Spec Implementation of GAC (Governmental 
Advisory Committee) Category 2 Safeguards" (20 June 201 3). attached as Annex I (/en/groups/board/documents 
/resolutions-new-gtld-annex-i-agenda-2c-25jun13-en-pdf) [PDF, 52 KB] to this Resolution, to accept and implement 
the GAC (Governmental Advisory CommKtee) 's Category 2 Safeguard Advice for applicants not seeking to impose 
exclusive registry access. 

Resolved (2013.06.25.NG05), the NGPC directs staff to make appropriate changes to the final draft of the New gTLD 
(generic Top Level Domain) Registry Agreement, as presented in Annex I (/en/groups/board/documents/resolutions- 
new-gtld-annex-i-agenda-2c-25jun13-en.pd0 [PDF, 52 KB] attached to this Resolution, to implement the GAC 
(Governmental Advisory Committee) 's Category 2 Safeguard Advice for applicants not seeking to impose exclusive 
registry access. 

Resolved (201 3.06.25. NG06), the NGPC directs staff to defer moving forward with the contracting process for 
applicants seeking to impose exclusive registry access for "generic strings" to a single person or entity and/or that 
person's or entity's Affiliates (as defined in Section 2.9(c) of the Registry Agreement), pending a dialogue with the 
GAC (Governmental Advisory Committee) . 

Rationale for Resolutions 2(n3.l)6.25.NG«)4 - 2013.<>6.25.(I6 
Why the NGPC is addressing the issue? 

Article XI, Section 2.1 of the ICANN (Internet Corporation for Assigned Names and Numbers) Bylaws 
http://www.lcann. 0 rg/en/about/governance/byiaws#XI (/en/about/govemance/bylaws#XI) permit the GAC 
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(Governmental Advisory Committee) to "put issues to the Board directly, either by way of comment or prior advice, or 
by way of specifically recommending action or new polity development or revision to existing policies." The GAC 
(Governmental Advisory Committee) issued advice to the Board on the New gTLD (generic Top Level Domain) 

Program through its Beijing Communique dated 11 April 2013. The ICANN (Internet Corporation for Assigned Names 
and Numbers) Bylaws require the Board to take into account the GAC (Governmental Advisory Committeej 's advice 
on public policy matters in the formulation and adoption of the polices. If the Board decides to take an action that is 
not consistent with the GAC (Governmental Advisory Committee) adwee, it must inform the GAC (Governmental 
Advisory Committee) and state the reasons why it decided not to follow the advice. The Board and the GAC 
(Governmental Advisory Committee) will then try in good faith to find a mutually acceptable solution. If no solution 
can be found, the Board will state in its final decision why the GAC (Governmental Advisory Committee) advice was 
not followed. 

What is the proposal being considered? 

The NGPC is being asked to consider accepting Category 2 safeguard advice identified in the GAC (Governmental 
Advisory Committee) Register of Advice as 2013-04-1 1-Safeguards-Categories-2. For applicants not seeking to 
impose exclusive registry access, the NGPC is being asked to considerincluding a provision in the PIC Specification 
in the New gTLD (generic Top Level Domain) Registry Agreement that would require TLDs to operate in a 
transparent manner consistent with general principles of openness and non-discrimination. Additionally, the proposed 
PIC Specification would include a provision to preclude registry operators from imposing eligibility criteria that limit 
registration of a generic string exclusively to a single person or entity and their "affiliates," The term "affiliate" is 
defined to mean a person or entity that, directly or indirectly, through one or more intermediaries, controls. Is 
controlled by, or is under common control with, the person or entity specified, and "control" (including the terms 
"controlled by" and "under common control with") means the possession, directly or indirectly, of the power to direct 
or cause the direction of the management or policies of a person or entity, whether through the ownership of 
securities, as trustee or executor, by serving as an employee or a member of a board of directors or equivalent 
governing body, by contract, by credit arrangement or otherwise. [New gTLD (generic Top Level Domain) Registry 
Agreement § 2.9(c) http://newgtlds.icann.org/en/applicants/agb/base-agreement-specs-29apr1 3-en.pdf 
(http://newgtlds.icann,org/en/applicants/agb/base-agreement-specs-29apr13-en.pdf) [PDF, 600 KB]] 

For applicants seeking to impose exclusive registry access for "generic strings", the NGPC is being asked to defer 
moving forward with the contracting process for these applicants, pending a dialogue with the GAC (Governmental 
Advisory Committee) . The term "generic string" is defined in the PIC Specification to mean "a string consisting of a 
word or term that denominates or describes a general class of goods, services, groups, organizations or things, as 
opposed to distinguishing a specific brand of goods, services, groups, organizations or things from those of others." 

To implement the advice in this way, the PIC Specification will define exclusive registry access as limiting registration 
of a generic string exclusively to a single person or entity and their affiliates (as defined above). All applicants would 
be required to respond by a specified date indicating whether (a) the applicant is prepared to accept the proposed 
PIC Specification that precludes exclusive registry access or (b) the applicant is unwilling to accept the proposed PIC 
Specification because the applicant intends to implement exclusive registry access. 

Which stakeholders or others were consulted? 

On 23 April 2013, ICANN (Internet Corporation for Assigned Names and Numbers) initiated a public comment forum 
to solicit input on how the NGPC should address GAC (Governmental Advisory Committee) advice regarding 
safeguards applicable to broad categories of new gTLD (generic Top Level Domain) strings http://www.icann.org 
/en/news/public-comment/gac-safeguard-advice-23apr13-en.htm (/en/news/public-comment/gac-safeguard-advice- 
23apr1 3-en.htm). The public comment forum closed on 4 June 2013. The NGPC has considered the community 
comments in formulating its response to the GAC (Governmental Advisory Committee) 's Category 2 Safeguard 
Advice. 

What concerns or issues were raised by the community? 

ICANN (Internet Corporation for Assigned Names and Numbers) received several responses from the community 
during the course of the public comment forum on broad categories of GAC (Governmental Advisory Committee) 
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safeguard advice. Of the limited number of comments specific to the Category 2, Restricted Access safeguards, 
approximately 60% expressed support versus approximately 40% expressing concern or opposition. Supporting 
comments generally agreed that, for certain strings, restricted access is warranted. Opposing comments generally 
indicated that this is unanticipated and wholly new policy without justification and that these strings would be unfairly 
prejudiced in the consumer marketplace. Of the comments specific to the Category 2, Exclusive Access safeguards, 
approximately 86% expressed support versus approximately 14% expressing concern or opposition. Supporting 
comments indicated that exclusive registry access should "serve a public purpose." Others indicated that "closed 
generics" should not be allowed at alt. 

In adopting this Resolution, the NGPC specifically acknowledges comments from the community opposed to the 
NGPC accepting the GAC (Governmental Advisory Committee) 's advice. Opposing commenters generally expressed 
concern that this is new and unanticipated policy, contrary to the bottorrvup process. They also indicated that the 
concept of public interest is vague and not adequately defined. The NGPC notes that the Beijing Communique was 
published to solicit public comment on the broad categories of the GAC (Governmental Advisory CommitteeJ 's 
safeguard advice. This demonstrates ICANN (Internet Corporation for Assigned Names and Numbers) 's commitment 
to a bottom-up, multi-stakeholder model, and provided stakeholders with approximately six weeks (including the 
public comment and reply periods) to analyze, review and respond to the proposed recommendations. The NGPC 
views finding a workable solution to the GAC (Governmental Advisory Committee) 's advice as a step forward as the 
community continues to respond to the needs of registrants, the community and all stakeholders. 

For the comments specifically concerning restricted registry access (i.e. Paragraph 1 of the Category 2 Advice), the 
NGPC takes note of the concerns expressed in the comments regarding the "general rule" that a TLD (Top Level 
Domain) should be operated in an open manner. The NGPC understands the GAC (Governmental Advisory 
Committee's advice for TLDs for which registration is restricted to generally be operated in an open manner to be a 
call for transparency, which is fundamental to providing consumers choice in the marketplace, and a goal that ICANN 
(Internet Corporation for Assigned Names and Numbers) supports. In light of the comments raised, ICANN (Internet 
Corporation for Assigned Names and Numbers) included new language in the PIC Specification to accept and 
respond to the GAC (Governmental Advisory Committee) advice regarding restricted access in a way that balances 
the concerns raised in the public comments with the GAC (Governmental Advisory Committeej 's advice for restricted 
TLDs. The revised PIC Specification establishes what it means for a TLD (Top Level Domain) to be operated 
consistent with principals of openness and non-discrimination. Specifically, by establishing, publishing and adhering 
to clear registration policies, the TLD (Top Level Domain) would fulfill its obligation to be operated in a "transparent 
manner consistent with general principles of opjenness and non-discrimination." 

With respect to comments specifically regarding exclusive registry access safeguards (i.e. Paragraph 2 of the 
Category 2 Advice), the NGPC understands that the GAC (Governmental Advisory Committee) and other members 
of the community have expressed concerns regarding "dosed generic" TLDs. In February 2013, the NGPC directed 
ICANN (Internet Corporation for Assigned Names and Numbers) staff to initiate a public comment period on the issue 
of closed generic TLD (Top Level Domain) applications so that the NGPC could understand and consider all views 
and potential ramifications related to closed generic TLDs. <http://www.icann.org/en/news/announcements 
/announcement-2-05feb13-en.htm (/en/news/announcements/announcement-2-05feb13-en.htm)>. In light of the 
comments raised in this public comment forum, the dosed generics public comment forum, and the GAC 
(Governmental Advisory Committee) advice, ICANN (Internet Corporation for Assigned Names and Numbers) is 
proposing a way for a large number of strings to move forward while file community continues to work through the 
issue. 

While respecting the community's comments, the NGPC revised the PIC Specification to address the GAC 
(Governmental Advisory Committeej 's advice regarding exdusive registry access. The proposed PIC Specification 
includes a provision to preclude registry operators from imposing eligibility criteria that limit registration of a generic 
string exclusively to a single person or entity and their "affiliates." The definition for "affiliates" is the definition in 
Section 2.9(c) of the New gTLD (generic Top Level Domain) Registry Agreement. For applicants seeking to impose 
exclusive registry access for "generic strings", the NGPC agrees to defer moving forward with the contracting process 
for these applicants, pending a dialogue with the GAC (Governmental Advisory Committee) to seek clarification 
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regarding aspects of the advice, including key definitions, and its implementation. Revising the PIC Specification in 
this way permits the greatest number of strings to continue moving forward while recognizing the concerns raised in 
the community’s comments, including additional policy work. 

The complete set of public comments can be reviewed at: http://www.icann.org/en/news/public-comment 
/gac-safeguard-advice-23apr1 3-en.htm (/en/news/public-comment/gac-safeg uard-advice-23apr13-en.htm). 

What significant materials did the NGPC revievir? 

As part of its deliberations, the NGPC revie\wed the following significant materials and documents: 

GAC (Governmental Advisory Committee) Beijing Communique: http://www.icann.org/en/news/correspondence 
/gac-to-board-18apr13-en.pdf (/en/news/correspondence/gac-to-board-18apr13-en.pdf) [PDF, 156 KB] 

Public comments in response to broad categories of GAC (Governmental Advisory Committee) safeguard advice: 
http://www.icann.org/en/news/public-comment/gac-safeguard-advice-23apr1 3-en.htm (/en/news/public-comment 
/gac-safeguard-advice-23apr1 3-en.htm) 

Report of Public Comments, New gTLD (generic Top Level Domain) Board Committee Consideration of GAC 
(Governmental Advisory Committee) Safeguard Advice dated 18 June 2013: http://www.icann.org/en/news/public- 
comment/report-comments-gac-safeguard-advice-19]un13-en (/en/news/public-comment/report-comments- 
gac-safeguard-advice-1 9jun1 3-en) 

What factors did the Board find to be significant? 

The Beijing Communique generated significant interest from the community and stimulated many comments. The 
NGPC considered the community comments, the GAC (Governmental Advisory Committee) '$ advice transmitted in 
the Beijing Communique, and the procedures established in the AGB for addressing GAC (Governmental Advisory 
Committee) advice to the New gTLD (generic Top Level Domain) Program. 

Are there positive or negative community impacts? 

The adoption of the GAC (Governmental Advisory Committee) advice as provided in the attached Annex I 
(/en/groups/board/documents/resolutions-new-gtld-annex-i-agenda-2c-25jun1 3-en. pdf) [PDF, 52 KB] will assist with 
resolving the GAC (Governmental Advisory Committee) advice in a manner that permits the greatest number of new 
gTLD (generic Top Level Domain) applications to continue to move forward as soon as possible. Hovrever, applicants 
seeking to impose exclusive registry access would not be able to progress to the contracting process at this time if 
the NGPC adopts the proposed Resolution. Those applicants would be on hold pending the outcome of the dialogue 
with the GAC (Governmental Advisory Committee) . 

Are there fiscal impacts or ramifications on ICANN (Internet Corporation for Assigned Names and Numbers) 
(strategic plan, operating plan, budget); the community; and/or the public? 

There are no foreseen fiscal impacts associated with the adoption of this resolution. 

Are there any security, stability or resiliency issues relating to the DNS (Domain Name System) ? 

Approval of the proposed resolution will not impact security, stability or resiliency issues relating to the DNS (Domain 
Name System) . 

Is this either a defined policy process within ICANN (Interrtet Corporation for Assigned Names and 
Numbers) 's Supporting Organizations or ICANN (Internet Corporation for Assigned Names and Numbers) 's 
Organizational Administrative Function decision requiring public comment or not requiring public comment? 

On 23 April 2013, ICANN (Internet Corporation for Assigned Names and Numbers) initiated a public comment forum 
to solicit input on how the NGPC should address GAC (Governmental Advisory Committee) advice regarding 
safeguards applicable to broad categories of new gTLD (generic Top Level Domain) strings http://www.icann.org 
/en/news/public-comment/gac-safeguard-advice-23apr1 3-en.htm (/en/news/pub!ic-comment/gac-safeguard-advice- 
23apr13-en.htm). The public comment forum closed on 4 June 2013. 

d. Singular & Plural Versions of the Same String as a TLD (Top Level Domain) 

Whereas, the GAC (Governmental Advisory Committee) met during the ICANN (Internet Corporation for Assigned 
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Names and Numbers) 46 meeting in Beijing and issued a Communique on 11 April 2013 ("Beijing Communique"); 
Whereas, the NGPC met on 8 and 1 8 May and 4 and 11 June 2013, to consider a plan for responding to the GAC 
(Governmental Advisory Committee) 's advice on the New gTLD (generic Top Level Domain) Program, transmitted to 
the Board through its Beijing Communique; 

Whereas, on 4 June 2013, the NGPC took action accepting GAC (Governmental Advisory Committee) advice 
identified in the GAC (Governmental Advisory Committee) Register of Advice as "201 3-04-1 1-PluralStrings" and 
agreed to consider whether to allow singular and plural versions of the same string; 

Whereas, the NGPC met on 11 June 2013 to considerthe GAC (Governmental Advisory Committee) Beijing advice 
regarding singular and plural versions of the same string; and 

Whereas, after careful consideration of the issues, review of the comments raised by the community, the process 
documents of the expert review panels, and deliberations by the NGPC, the NGPC has determined that no changes 
to the ABG are needed to address potential consumer confusion specifically resulting from allowing singular and 
plural versions of the same strings; 

Whereas, the NGPC is undertaking this action pursuant to the authority granted to it by the Board on 10 April 2012, to 
exercise the ICANN (Internet Corporation for Assigned Names and Numbers) Board's authority for any and all issues 
that may arise relating to the New gTLD (generic Top Level Domain) Program. 

Resolved (201 3.06,25. NG07), the NGPC has determined that no changes are needed to the existing mechanisms in 
the Applicant Guidebook to address potential consumer confusion resulting from allowing singular and plural versions 
of the same string. 

Rationale for Resolution 2013.06.25.NG07 
Why the NGPC is addressing the issue? 

Article XI, Section 2,1 of the ICANN (Internet Corporation for Assigned Names and Numbers) Bylaws 
(http:/Avww.lcann.org/en/about/govemance/bylaws#XI (/en/about/governance/bylaws#XI)) permit the GAC 
(Governmental Advisory Committee) to "put issues to the Board directly, either by way of comment or prior advice, or 
by way of specifically recommending action or new policy development or revision to existing policies." The GAC 
(Governmental Advisory Committee) issued advice to the Board on the New gTLD (generic Top Level Domain) 

Program through its Beijing Communique dated 11 April 2013. The ICANN (Internet Corporation for Assigned Names 
and Numbers) Bylaws require the Board to take into account the GAC (Governmental Advisory Committee) 's advice 
on public policy matters in the formulation and adoption of the polices. If the Board decides to take an action that is 
not consistent with the GAC (Governmental Advisory Committee) advice, it must inform the GAC (Governmental 
Advisory Committee) and state the reasons why it decided not to follow the advice. The Board and the GAC 
(Governmental Advisory Committee) will then try in good faith to find a mutually acceptable solution. If no solution 
can be found, the Board will state in its final decision why the GAC (Governmental Advisory Committee) advice was 
not followed. 

In its Beijing Communique, the GAC (Governmental Advisory Committee) advised the Board that due to potential 
consumer confusion, the Board should "reconsider its decision to allow singular and plural version of the same 
strings." On 4 June 2013, the NGPC accepted the GAC (Governmental Advisory Committee) 's advice to consider this 
issue. The NGPC met on 11 June 2013 to discuss this advice, and to consider whether any changes are needed to 
the New gTLD (generic Top Level Domain) Program to address singular and plural versions of the same string. 

What is the proposal being considered? 

The NGPC is considering whether any changes are needed to the New gTLD (generic Top Level Domain) Program 
(i.e. the Applicant Guidebook) as a result of the NGPC considering whether to allow singular and plural versions of 
the same strings as requested by the GAC (Governmental Advisory Committee) in its Beijing Communique. 

Which stakeholders or others were consulted? 

On 18 April 2013, ICANN (Internet Corporation for Assigned Names and Numbers) posted the GAC (Governmental 
Advisory Committee) advice and officially notified applicants of the advice, http://newgtlds.icann.org 
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/en/announcements-and-media/announcement-18apr13-en (htlp://newgllds. icann.org/en/announcements-and-media 
/announcement-18apr13-en) triggering the 21-day applicant response period pursuant to the Applicant Guidebook 
Module 3.1 <http://newgtlds.icann.org/en/applicants/gac-advice-responses (http://newgtlds.icann.org/en/applicants 
/gac-advice-responses)>. The NGPC considered the applicant responses in considering this issue. 

To note, a handful of unique applicants, representing nearly 400 application responses, addressed this piece of GAC 
(Governmental Advisory Committee) advice. Most \were against changing the existing policy but with one identified in 
support of the GAC (Governmental Advisory Committee)' s concern. The supporting applicant has filed a string 
confusion objection. Those not supporting the GAC (Governmental Advisory Committee) 's concern indicated this 
topic was agreed as part of the AGB and is addressed in the evaluation processes. The full summary of applicant 
responses can be reviewed at: <http://newgtlds.icann.org/en/applicants/gac-advice-responses 
(http://newgtlds.icann.org/en/applicants/gac-advice-responses)>. 

What concerns or issues were raised by the community? 

In September 2007, the GNSQ (Generic Names Supporting Organization) issued a set of recommendations 
(approved by the ICANN (Internet Corporation for Assigned Names and Numbers) Board in June 2008) to implement 
a process to allow for the introduction of newgTLDs. These include a recommendation that new gTLD (generic Top 
Level Domain) strings must not be confusingly similar to an existing top-level domain or a reserved name. The GNSQ 
(Generic Names Supporting Organization) constituency groups lodged comments during that time, and these 
comments were considered as part of the approval of the Program. The NGPC considered these community 
comments as part of its deliberations. 

More recently, ICANN (Internet Corporation for Assigned Names and Numbers) posted the GAC (Governmental 
Advisory Committee) '$ Beijing Communique and officially notified applicants of the advice, <http://newgtlds.icann.org 
/en/announcements-and-media/announcement-18apr13-en (http;//newgtlds.icann,org/en/announcement8-and-media 
/announcement-18apr13-en)> triggering the 21-day applicant response period pursuant to the AGB Module 3.1. 

Multiple members of the ICANN (Internet Corporation for Assigned Names and Numbers) and New gTLD (generic 
Top Level Domain) applicant communities have raised concerns to the ICANN (Internet Corporation for Assigned 
Names and Numbers) Board regarding the GAC (Governmental Advisory Committee) 's advice regarding singular and 
plural versions of the same string. Some of the concerns raised by the community are as follo\ws: 

■ Allowing singular and plural versions of the same string amounts to a "serious flaw" in the Program, and the 
Program should not rely on the self-interest of others to file objections to avoid string confusion. 

■ The independent panels have ruled and it would not be appropriate for either ICANN (Internet Corporation for 
Assigned Names and Numbers) or the Board to overturn these decisions. The findings of the independent string 
similarity review panel should not be upset, absent a finding of misconduct. 

■ The Board approved the evaluation process, which included independent assessment of each application 
against AGB criteria, appropriately away from the interests of those with stakes in the outcome. 

■ ICANN (Internet Corporation for Assigned Names and Numbers) should not change course on this issue, as it 
would open the door to one stakeholder group undoing independently arrived-at results because it disagrees 
with the outcome. 

The concerns raised by the community highlight the difficulty of the issue and the tension that exists between 
minimizing user confusion while encouraging creativity, expression and competition. The NGPC weighed these 
comments during its deliberations on the issue. 

What significant materials did the NGPC review? 

The NGPC reviewed and considered the following significant materials as part of its consideration of the issue: 

■ GAC (Governmental Advisory Committee) Beijing Communique: http://wvwv.icann.org/en/news/con’espondence 
/gac-to-board-18apr13-en.pdf (/en/news/correspondence/gac-to-board-18apr13-en.pdf) [PDF, 156 KB] 

■ Applicant responses to GAC (Governmental Advisory Committee) advice: http://newgtlds.icann.org/en/applicants 
/gac-advice-responses (http://newgtlds.icann.org/en/applicants/gac-advice-responses) 
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■ String Similarity Contention Sets <http://www.icann.org/en/news/announcements/announcement-26feb13-en.htm 
(/en/news/announcements/announcement-26feb13-en.htm)> 


What factors did the NGPC find to be significant? 

The NGPC considered several significant factors during Hs deliberations about whether to allow singular and plural 

version of the same strings. The NGPC had to balance the competing interests of each factor to arrive at a decision. 

The following are among the factors the NGPC found to be significant: 

■ The NGPC considered whether it \A/as appropriate to reject the work of the expert review panel and apply Its own 
judgment to a determination of what rises to the level of probable user confusion. The NGPC considered whether 
the evaluation process would be undermined if it were to exert its owm non-expert opinion and override the 
determination of the expert panel. It also considered whether taking an action to make program changes would 
cause a ripple effect and re-open the decisions of all expert panels. 

The NGPC considered that the objective of the string similarity review in the AGB is to prevent user confusion 
and loss of confidence in the DNS (Domain Name System) resulting from delegation of many similar strings. In 
the AGB, "similari' means strings so similar that they create a probability of user confusion if more than one of 
the strings is delegated into the root zone. During the policy development and implementation design phases of 
the New gTLD (generic Top Level Domain) Program, aural and conceptual string similarities were considered. 
These types of similarity were discussed al length, yet ultimately not agreed to be used as a basis for the 
analysis of the string similarity panels' consideration because on balance, this could have unanticipated results in 
limiting the expansion of the DNS (Domain Name System) as well as the reach and utility of the Internet, 

However, the grounds for string confusion objections include all types of similarity, including visual, aural, or 
similarity of meaning. All new gTLD (generic Top Level Domain) applicants had standing to file a string confusion 
objection against another application. 

■ The NGPC considered the objective function of the string similarity algorithm in the AGB (§ 2. 2. 1.1. 2) and the 
results it produced, SWORD assisted ICANN (Internet Corporation for Assigned Names and Numbers) with the 
creation of an algorithm that helped automate the process for objectively assessing similarity among proposed 
and existing TLD (Top Level Domain) strings. Various patent and trademark offices throughout the world use 
SWORD'S verbal search algorithms. The String Similarity Panel was informed in part by the algorithmic score for 
the visual similarity between each applied-for string and each of other existing and applled-for TLDs and 
reserved names. The score provided one objective measure for consideration by the panel, as part of the 
process of identifying strings likely to result in user confusion. However, this score was only indicative and the 
panel's final determination was based on careful review and analysis. A full consideration of potential consumer 
confusion issues is built into the procedures that have been applied in the analysis of the strings. 

■ The NGPC reflected on existing string similarity in the DNS (Domain Name System) and considered the positive 
and negative impacts. The NGPC observed that numerous examples of similar strings, including singulars and 
plurals exist within the DNS (Domain Name System) at the second level. Many of these are not registered to or 
operated by the same registrant. There are thousands of examples including: 

auto.com autos.com 


car.com 

new.com 

store.com 


cars.com 

news.com 

stores.com 


■ The NGPC considered the process used by the panel of experts from Interconnect Communications working in 
conjunction with the University College London to perform a visual similarity review to prevent used confusion 
and loss of confidence in the DNS (Domain Name System) resulting fro the delegation of similar strings. The 
panel made its assessments using the standard defined in the Applicant Guidebook: String confusion exists 
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where a string so nearly resembles another visually that it is likely to deceive or cause confusion. For the 
likelihood of confusion to exist, it must be probable, not merely possible that confusion will arise in the mind of 
the average, reasonable Internet user. Mere association, in the sense that the string brings another string to 
mind, is insufficient to find a likelihood of confusion. This panel utilized its independent expertise, including in 
linguistics, to perform the review against the criteria in the Applicant Guidebook. ICANN (Internet Corporation for 
Assigned Names and Numbers) did not provide any instructions to the panel outside of the criteria specified in 
the Applicant Guidebook, including any pre-judgment of whether singular or plural versions of strings should be 
considered visually similar. 

■ The NGPC considered whether there were alternative methods to address potential user confusion if singular 
and plural versions of the same string are allowed to proceed. The NGPC discussed the String Confusion 
Objection mechanism in the AGB, and noted that string confusion objections are not limited to visual similarity, 
but may include any type of similarity, including visual, aural, or similarity of meaning. The DRSP panels 
reviewing string confusion objections use the following standard for assessing string confusion, as specified in 
the Applicant Guidebook: String confusion exists where a string so nearly resembles another that It Is likely to 
deceive or cause confusion. For a likelihood of confusion to exist, it must be probable, not merely possible that 
confusion will arise in the mind of the average, reasonable Internet user. Mere association, in the sense that the 
string brings another string to mind, is insufficient to find a likelihood of confusion. The NGPC took note of the 
fact that in the case of a successful string confusion objection, either the application would not proceed (for an 
objection by an existing gTLD (generic Top Level Domain) operator) or an existing contention set would be 
modified to include the application subject to the objection (for an objection by another gTLD (generic Top Level 
Domain) applicant). 

■ The NGPC took note of the objections filed during the objection period, which closed on 13 March 2013. All new 
gTLD (generic Top Level Domain) applicants had standing to file a string confusion objection against another 
application. By the end of the objection period, a total of 67 string confusion objections were filed (see 
http://newgtlds.lcann.org/en/program-status/odr/filings {http://newgtlds.icann.org/en/program-status/odr/filings)). 

Based on staff analysis, there were a total of 26 singular/plural applied-for, English language strings. The strings 
in these pairs had a total of 21 string similarity objections filed against them. 

Are there positive or negative community impacts? 

The string similarity review is the implementation of the GNSO (Generic Names Supporting OrganizationV s policy 
recommendation 2: "Strings must not be confusingly similar to an existing top-level domain or a Reserved Name." As 
noted above, the objective of the string similarity review is to prevent user confusion and loss of confidence in the 
DNS (Domain Name System) resulting from delegation of many similar strings. A full consideration of potential 
consumer confusion issues is built into the procedures that have been applied in the analysis of the strings. The 
adoption of the proposed resolution will assist with continuing to resolve the GAC (Governmental Advisory 
Committee) advice in manner that permits the greatest number of new gTLD (generic Top Level Domain) applications 
to continue to move forward as soon as possible. 

Are there fiscal impacts or ramifications on ICANN (Internet Corporation for Assigned Names and Numbers) 
(strategic plan, operating plan, budget); the community; and/or the public? 

There are no foreseen fiscal impacts associated with the adoption of this resolution. 

Are there any security, stability or resiliency issues relating to the DNS (Domain Name System) ? 

The security, stability and resiliency issues relating to the DNS (Domain Name System) were considered when the 
AGB was adopted. The NGPC’s decision does not propose any changes to the existing program in the AGB, and 
thus there are no additional foreseen issues related to the security, stability or resiliency of the DNS (Domain Name 
System) . 

Is this either a defined policy process within ICANN (Internet Corporation for Assigned Names and 
Numbers) 's Supporting Organizations or ICANN (Internet Corporation for Assigned Names and Numbersj 's 
Organizational Administrative Function decision requiring public comment or not requiring public comment? 
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ICANN (Internet Corporation for Assigned Names and Numbers) posted the GAC (Governmental Advisory 
Committee) advice and officially notified applicants of the advice on 18 April 2013 <http://newgtlds.icann.org 
/en/announcements-and-media/announcement-18apr13-en (http://newgtlds.icann.org/en/announcements-and-media 
/announcement-18apr13-en)>. This triggered the 21-day applicant response period pursuant to the Applicant 
Guidebook Module 3.1. No additional public comment is required as the NGPC's action does not propose any policy 
or program changes to the New gTLD (generic Top Level Domain) Program. 

e. ICO (InteraHvernmcDtal Ortiapizatiop) Protection 
No resolution taken, 
f AOB 

No resolution taken. 

Published on 27 June 2013 
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ccNSO (http://ccnso.icann.org) 
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Before the 

DEPARTMENT OE COMMERCE 
UNITED STATES PATENT AND TRADEMARK OFFICE 


) 

In the Matter of ) Docket No. PTO-C-2013-0036 

) 

Voluntary Best Practices Study ) Submitted August 21, 2013 

) 


COMMENTS OF THE 

MOTION PICTURE ASSOCIATION OF AMERICA, INC. 


I. PRELIMINARY COMMENTS 

The Motion Picture Association of America, Inc. (“MPAA”) is pleased to provide these 
comments in response to the Request of the United States Patent and Trademark Office for 
Public Comments: Voluntary Best Practices Study (Docket No. PTO-C -2013-0036) appearing at 
78 Fed. Reg. 37,210 (June 20, 2013). 

The MPAA is a not-for-profit trade association founded in 1922 to address issues of 
concern to the motion picture industry. The MPAA’s member companies are: Paramount 
Pictures Corp., Sony Pictures Entertainment Inc., Twentieth Century Fox Film Corp., Universal 
City Studios LLC, Walt Disney Studios Motion Pictures, and Warner Bros. Entertainment Inc. 
These companies and their affiliates are the leading producers and distributors of filmed 
entertainment in the theatrical, television, and home-entertainment markets. The MPAA’s 
members produce, distribute, and own tens of thousands of extremely valuable copyrighted 
works - works that, unfortunately, are subject to widespread piracy, resulting in billions of 
dollars annually in financial losses and undermining legitimate business models. 

The MPAA’s members employ various strategies and tactics to combat such piracy, 
which include efforts aimed at educating consumers about intellectual property and piracy and 
directing them to legitimate offerings, as well as targeting, through appropriate legal means, 
enterprises seeking to enrich themselves at the expense of content creators and owners. In 
particular, MPAA members focus on making their works available to consumers in a wide 
variety of formats, on various platforms, at different price points, to meet consumer demand. In 
addition, they employ digital rights management technologies to thwart unauthorized copying. 
They make extensive use of the notice-and-takedown process set forth in Section 512 of the 
Digital Millennium Copyright Act. They bring copyright infringement lawsuits in federal court. 
They refer particularly egregious commercial infringers to law-enforcement authorities. And, as 
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relevant here, they engage in a variety of cooperative, voluntary initiatives with participants in 
the Internet ecosystem. 

To achieve its important societal goal of encouraging creativity - by acting as the “engine 
of free expression”' - it is necessary that the copyright system include “appropriate enforcement 
mechanisms to combat piracy, so that all stakeholders benefit from the protection afforded by 
copyright.”^ Thus all players in the Internet ecosystem - copyright owners, as well as the various 
intermediaries that facilitate online commerce and speech - have a responsibility and must play a 
meaningful role in addressing the problem of rampant piracy on the Web. This is not only true as 
a matter of law; it is also a matter of corporate ethics and an acknowledgment that stakeholders 
whose systems, networks and services are used by unrelated third parties to commit wrongdoing 
are oftentimes best placed to assist in the prevention of that harm. 

One fonn of such cooperation with other players in the ecosystem is taking commercially 
reasonable, technologically feasible steps to help curb copyright infringement. Therefore, as a 
general proposition, the MPAA supports - and urges the PTO and other government entities to 
encourage all relevant parties to support - cooperative, voluntary initiatives. Such initiatives, 
which range from precatory sets of “best practices” (which can be either unilateral or negotiated 
among various parties) such as the UGC Principles" to formal, binding agreements (such as the 
Copyright Alert System'*), can, in certain circumstances, improve upon default legal standards 
(such as the DMCA), and are often preferable to expensive, contentious civil litigation and 
criminal enforcement actions. But, as we detail below, cooperative, voluntary initiatives are not a 
panacea, and they are not appropriate to address all forms of piracy. Some voluntary initiatives 
work well; some have more modest success; and some are simply not effective. As noted below, 
some players, such as major Internet service providers, via the Copyright Alert System, and user- 
generated content sites, via the UGC Principles, have shown admirable willingness to enter into 
voluntary agreements and take concrete and effective anti -piracy measures, and should be 
applauded for the constructive roles they have played. Unfortunately others, such as the major 
search engines, have largely refused to take a proactive role in addressing the problems of illegal 
activity online. 

Voluntary initiatives like the ones described below are, and will remain, a complement to 
- not a substitute for - other anti-piracy initiatives. And it must always be remembered that, 
when negotiating voluntary agreements, the parties are always bargaining in the shadow of the 
law. In other words, a party’s willingness to commit to a particular practice will depend to a 
significant degree on what it perceives to be the legal consequence (or lack thereof) of 
continuing its current course of action, and not committing to any voluntary agreement. Thus 


' Harper & Row, Publishers, Inc. v. Ration Enters., 471 U.S. .739, 558 (1985). 

^ The Department of Commerce Irrterrret Policy Task Force, “Copyright Policy, Creativity, arrd Imrovation in tire 
Digital Economy'," Message from Secretary' of Commerec Penny Pritzker, July 2103. available at 

hUD://v-rvvw.iiSDfo.£0'v'/ncvvs/Dublications/couvrialU£rcenDapcr.Ddf . 

’ ,See infra, Seetion IT.E. 

^ See infra. Section II. A; see also comnrents submitted by tlie Center for Copyright Informatiorr. 
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improvements in the law are likely to encourage recalcitrant players to engage in voluntary 
initiatives. 

MPAA details below several of the specific initiatives in which it, its members, and other 
copyright owners have participated in recent years. 

II. SPECIFIC INITIATIVES IN WHICH CONTENT OWNERS ARE INVOLVED 

A. Copyright Alert System 

The Copyright Alert System (“CAS”) is a program to address one specific form of piracy: 
the use of peer-to-peer networks to download and distribute movies, television shows, and music 
over the Internet (sometimes referred to as “file-sharing”). The participants are the major movie 
studios (via the MPAA) and record labels, a large group of independent movie producers and 
record labels, and five major U S. ISPs (Comcast, AT&T, Verizon, Cablevision, and Time 
Warner Cable). Under the CAS, copyright owners scan publicly-accessible peer-to-peer 
networks to detect unauthorized distributions of their works, and then send notices of such 
infringements to the ISPs through which these works are being made available. The ISPs then 
send “Copyright Alerts” to the subscribers associated with such infringing activity. The first 
alerts are purely educational, informing the subscriber that he/she has been detected engaging in 
suspected copyright infringement, and providing instructions on how to stop, as well as 
information about where to legally access movies and music online. But if the subscriber persists 
in his/her wrongdoing, later Alerts will impose “Mitigation Measures,” which may, depending 
on the particular ISP, include temporary slowing of Internet access or suspension of service 
pending completion of an online course or contact with an appropriate ISP representative. At no 
time is the subscriber’s personal information provided to the copyright owners, and the system 
includes a dispute-resolution system administered by the American Arbitration Association 
known as the “Independent Review Program” through which subscribers may challenge 
Copyright Alerts that they believe were sent in error. 

The CAS launched in February 2013, and the participants - including the Center for 
Copyright Information (“CCT’), the body established to administer the program - are only now 
beginning to evaluate the results. While it is too soon to comment on the efficacy of the CAS, 
MPAA will consider the program a success if it fulfills its goal of educating the public about 
illegal distribution and downloading of copyrighted works, reducing the prevalence of such 
activity, and ultimately encouraging users to shift from the use of illegal peer-to-peer services to 
legitimate sources of content, including the hundreds of legitimate digital services that currently 
distribute content online.^ The MPAA and its members are also hopeful that the CAS will serve 
as a stepping-stone or model for similar cross-industry collaborations to address forms of piracy 
other than peer-to-peer downloading and distribution. 


' Addilioiial iiifomialion aboul llic CAS and CCl inay be found al lUip.;/Av:ww,coj3yrig|\Ujironnalioa 
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B. Advertising Networks 

The past 15 months have witnessed three significant announcements by players in the 
online advertising ecosystem in the U S. meant to address the problem of advertisements placed 
on sites engaged in piracy: 

• On May 3, 2012, the Association of National Advertisers (“ANA”) and 
the American Association of Advertising Agencies (“4As”), with the support of the 
Interactive Advertising Bureau (“TAB”) released a Statement of Best Practices that 
“encourages all marketers to take affirmative steps to address the serious problems of 
online piracy and counterfeiting.” ^ The statement specifically advises marketers to 
include language in their contracts and insertion orders to prevent ads from appearing 
on “rogue” sites dedicated to infringement of others’ intellectual property rights. As 
the MPAA stated upon the announcement, “This is a major step forward by the 
associations representing online advertisers and marketers to help ensure that their 
ads are not unintentionally providing financial support and credibility for online sites 
whose primary purpose is to steal and market intellectual property.” 

• Only July 1 5, 20 13 several major participants in the online advertising 
ecosystem, including Google, Yahoo, and AOL, with the support of the lAB, 
announced a set of best practices to address the problem of advertisements placed on 
sites engaged in piracy.^ While we appreciate the recognition by ad agencies, 
networks and others of the problem, and applaud the support of the Administration’s 
Intellectual Property Enforcement Coordinator for initiatives such as this, we are 
disappointed in the particular set of best practices announced in July, which we 
consider merely an incremental step forward that addresses only a narrow subset of 
the problem and places a disproportionate amount of the burden on rightsholders. 
Absent meaningful proactive steps by players in every sector - advertisers, ad 
agencies, ad placement services, online ad exchanges and rightsholders - the results 
will be similarly incremental. It is our hope that all parties will work together and 
build upon July’s announcement. We encourage the Administration to continue its 
leadership and convene a meaningful and transparent multi-stakeholder process, with 
a goal of developing a comprehensive and effective response to significantly reduce 
the presence of legitimate advertising on illegal Internet sites. We especially 
encourage an approach that would incorporate information from independent third- 
party organizations such as DoubleVerify^, Integral Ad Science^, Veri-Site^'^ and 
whiteBULLET” regarding the amount of infringement on particular sites, enabling 


See ljttp:/7wvvv.cUiaa,org.4iews/press,Ta.ges/ 05 0312 online piracv.aspx (press release); see also 
littp;//vvVvw.aaaa.Qrg./ne\vs/pfe5s/Page5/0503 12 oniiiie pima'-asp .K (text of best practices). 

' ht.lir//wwvv.2yi3ippractices,coi^^ 

See litt p:// wvw.doiible ^'e rify.cQ j T L/ 

^ ]itip://iiUcaraIads.coin/' 


See ilttjr;yvwv:vejTrije,':^,n^^^^ 


’ ' See http:/A\~iv'vv.wtiiie-biillei:.cQin/' 
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advertisers, ad networks and others to make informed decisions about where their ads 
should appear, thus avoiding placement on sites with high levels of infringement. 

• Lastly, on July 25, 2103, the lAB announced its “Quality Assurance 
Guidelines 2.0.”'’ Unfortunately, these guidelines are largely toothless when it comes 
to copyright infringement. While the QAG states expressly that “[c]omplaints 
regarding QAG non-compliance may affect certification IP infringement 
complaints do not ” (emphasis added). That is so even though another section of 
QAG sets forth a “prohibition” on sale of ad inventory on “copyright infringement” 
sites. Moreover, as with the Googl e/Yahoo/ AOL best practices referenced above, 
MPAA and its members were also disappointed that these best practices place nearly 
all of the burden of ensuring that ads do not appear on sites dedicated to piracy upon 
rightsholders, and do not adequately encourage other players in the ecosystem to 
assume their share of responsibility for addressing the problem. 

In addition to these examples in the U.S., major rightsholders and players in the online 
advertising ecosystem in the U.K. have entered into voluntary agreements intended to combat the 
problem of advertising on sites that contain large amounts of infringing material. Pursuant to the 
program, rightsholders (represented by the Federation Against Copyright Theft, of which MPAA 
is a member; the British Phonographic Industry; and the Publishers’ Association) submit 
evidence of infringement to the National Fraud Intelligence Bureau (“NFIB”), a division of the 
City of London Police. Once NFIB is satisfied that the submitted evidence meets criteria set forth 
in the agreements, they may attempt to contact the site operators and ask them to address the 
infringements.'^ Also, NFIB will, after allowing time for the site operators to respond, provide a 
register of the targeted websites to representatives of entities within the U.K. -based advertising 
ecosystem in the hope that this will encourage brand owners, advertisers and those who 
purchase advertising for them to address the concerns. Although this is a small pilot program in 
its early days, initial results look promising in terms of responses from website operators as well 
as a reduction in the volume and variety of advertising observed on a number of the sites, and 
this may prove to be a useful model for the U.S. to observe. 

The varying strengths of these sets of best practices demonstrates that all voluntary 
initiatives must be evaluated on their own merits; to say as a general matter that voluntary 
initiatives are generally a good thing is not to say that any particular voluntary initiative will be 
effective. 


C. Payment Processors 

Payment processors remain a lynchpin in helping to reduce potential financial gains by 
the operators of infringing websites. Wei I -documented and oft-publicized voluntary efforts 
between rights-holders and payment processors have resulted in the creation of new relationships 


Set. rittjr I'vr v lah nt t rtrorit the iab/rccent press rclcascs/prcss release archiyUpress rclcasc,rpr"0725 [3 (press 
release) stt n/sn ,, ID \ iab.ncfmcdia/filc,/OualitvAssiiranccGi!idelines72.S2013.iKjf (Quality Assurance 
Guideline Version 2. U ). 

See BBC, “London poliee start to target pirate websites,” June 4, 2013, available at 

littp:/Awiv.bbc. CO .iik/news.rtec.lmoloav -227688.50 


5 



287 


among interested parties, and we applaud the IPEC’s efforts to facilitate and encourage these 
efforts. Consequently, the creation of both systems and processes for addressing the issues have 
produced meaningful results, at least with respect to sites that traffic in counterfeit hard goods 
(e.g., pirated DVDs and Blu-ray discs). We have also seen some positive results with respect to 
sites that traffic in illegal devices and software that circumvent technical protection measures, 
although our experience with respect to cooperation in that area has been more mixed. In 
addition to more consistent cooperation, we would like to see greater leadership from the major 
credit card networks on the problem of so-called “cyberlockers,” which are a category of rogue 
sites engaged in digital piracy that are typically supported by paid subscriptions. The MPAA and 
its members continue to engage in dialogue with the card networks and other payment processors 
and welcome greater and more effective measures that can be taken with respect to cyberlockers. 
Due to the pivotal position that payment processing holds in regards to the online ecosystem, 
both the MPAA and payment processors must maintain vigilance in this important area while 
expanding their efforts to address new forms of copyright infringement as they arise. 

D. Search Engines 

Search engines represent an obvious and pivotal presence within the online ecosystem. 
Search plays an important role for those seeking out content - including infringing content - as 
both a discovery and navigational tool. Many users find infringing content through search 
engines when they were simply looldng for that content - quite possibly from a legitimate 
source. Elowever, “free” options are highlighted for the user, both in suggested search terms (like 
autocomplete) and in the search results themselves. When one considers the discovery aspect of 
search - a significant number of users first find a rogue site through search but then navigate 
directly to that site upon subsequent visits - the importance of search as a contributor to internet 
piracy becomes clear. Unfortunately, search engines have thus far failed to undertake sufficiently 
effective action to address their role in directing users to infringing (and otherwise illegal) 
content. To give one prominent example, Google, the search engine with by far the largest 
market share, announced in August 2012 that it would alter its search algorithm to begin 
factoring in takedown notices for Google links to infringing content when displaying search 
results, i.e., the more takedown notices that Google received leading to infringing content on a 
particular site, the lower the site would be listed in Google search results, lessening the chance 
that users would click on links to that site. While at the time we applauded Google’s 
announcement as a step in the right direction, unfortunately the results to date have been 
disappointing; the evidence demonstrates that Google’s algorithm change has not resulted in a 
demonstrable down-listing of pirate sites. 

MPAA and its members have shared their concerns with search engines. To date 
however, the search engines have not undertaken the range and depth of efforts required to 


' A study by the Recording Industry' Association of America concluded, “Six months [after the amiouncement of 
Google’s algorithm change], 'tve ha\'C found no evidence that Google’s policy has had a demonstrable Impact on 
demoting sites with large amounts of piracy. These sites consistently appear at llic lop of Google’s search results for 
popular songs or artists.” See Recording Industry Association of America. “Six Mondis Later - A Report Card on 
Google’s Demotion of Pirate Sites,” Feb. 21, 2012, available at http://76,74,24.142/3CF9.SH^^ -3b26-F.6CD-AT7q- 
1 C2B89D E9713 .pdT, 
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address these concerns adequately, despite the fact that the leading search engines have 
repeatedly stated that the theft of intellectual property is a serious problem.'" 

E. User Generated Content Sites 

In October 2007, a number of leading producers of audiovisual content (including several 
of the MPAA’s members) and operators of websites that host user-generated content (“UGC”) 
signed on to the “Principles for User Generated Content Services” (the “UGC Principles”) to 
address the problem of infringing content hosted on UGC services. “ Most significantly, the 
UGC Principles call on UGC sites to implement automated filtering technologies that block the 
upload of infringing material. From content owners’ perspective, the use of automated filters is a 
major improvement over the baseline DMCA notice-and-takedown system, which often results 
in the re-posting of infringing content immediately after it is removed. The promulgation of the 
UGC Principles has played a major role in the widespread adoption of filtering technologies by 
responsible UGC sites. Even sites that have not themselves signed on to the UGC Principles - 
most prominently YouTube - have nonetheless deployed filters to identify copyrighted content, 
providing the rightsholders with the option to block or monetize the content and share revenues. 
MPAA thus believes that the UGC principles have played a major role in making adoption of 
filtering technologies a widespread industry practice, not just in the U.S. but also in international 
territories like China. We encourage the administration to advance the successful and balanced 
framework of the UGC Principles in its international outreach efforts, especially to encourage 
similar progress in Russia. 

F. Domain Name Registration 

Although voluntary initiatives have met with some success domestically, the global 
nature of the Internet continues to pose challenges for US copyright holders. Notably, the U.S. 
Government (through NTIA) committed in the 2013 Joint Strategic Plan for Intellectual Property 
Enforcement to work with the Internet Corporation for Assigned Names and Numbers 
(“ICANN”) - a private sector, non-profit global organization - to improve the new generic top- 
level domain (“gTLD”) program, including through “mechanisms for intellectual property 
protection.”'^ 

ICANN recently adopted a resolution requiring safeguards to address the problem of 
Registered Domain Name Holders engaging in practices that are illegal or harmful to Internet 


' ’ 111 addition to the down-nuildng of sites based on infringement notices described above, other steps MPAA 
believes search engines should undertake to address their role in directing traffic to infringing material would 
include: 1) dc-indc\ing (/.c., not listing in search results) sites substantially dedicated to infringement; 2) dc- 
indexing miiltipte infringements of the same content on the same site; 3 ) proyidmg "red hghC warnings about rogue 
sites to warn users on the search resiiits page before they permit them to click hnlts they provide to rogue sites 
(similar to the system Google currently uses to warn users of links to pages that may contain malware): and 4) 
adjusting “autocoinpicte" and related features so that they don’t suggest queries that lead to rogtre sites. 

' ’’ See http://ww’w. uucp rinci ples.c om/’ 

See hUp:,/Ayyy;w,wh]lcho_u_s_c.jgoyAiLcs/dcfauUTi!ci/pJub/,LPf:C/2()U 
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users, including copyright infringement.’* Although implementation is still in the early stages, 
MPAA remains optimistic that the new ICANN requirements will be an important tool for 
combating copyright infringement on a more global level. Currently, content owners are 
negotiating with new gTLD applicants over which safeguards are most appropriate and how they 
should be implemented. ICANN enforcement will be critical to the success of the new gTLD 
program, and it will be important to monitor the effectiveness of safeguards going forward. 

III. HOW TO EVALUATE THE EFFECTIVENESS OF VOLUNTARY INITIATIVES 


Here, MPAA responds to the questions listed under “Supplementary Information” at the 
end of the Federal Register Notice. 

1. How should “effectiveness” of cooperative voluntary initiatives be defined? 

The definition of effectiveness of a voluntary initiative should be defined by the degree to 
which the goals of the initiative have been met. For example, given the stated goals of the 
Copyright Alerts System are to (I) educate consumers about the importance of copyright 
protection and (2) help them find better ways to enjoy digital content, the effectiveness could 
appropriately be defined as (I) decrease in consumer sharing of copyright infringing files; and 
(2) increase in consumer accessing of legal digital content - ideally measured relative to a 
“control” or whal they would have been in the absence of the initiative . The latter clause is 
important because the given metrics may increase or decrease due to other factors; correlation is 
not causation. Research that best assesses the effectiveness of the initiative should isolate the 
specific effects of the initiative from other environmental effects. 

2. What type of data would be particularly useful for measuriug effectiveuess of 

voluntary initiatives aimed at reducing infringement and what would that data 

show? 

The data used to measure the effectiveness of the initiative should also correlate to to the 
goals of the initiative, and should measure whether the goals of the initiative have been met. In 
the case of “supply” focused initiatives, the measures can involve quantifying changes in supply, 
and also, potentially, corresponding changes in demand. In the case of “demand” focused 
initiative, the focus would be on changes in demand for infringing content, and/or potentially 
changes in demand for legal content. Tn the CAS example above, the data collected could involve 
the number of consumers sharing infringing files, the number of infringing files shared, 
bandwidth consumed by infringement, as well as the number of consumers accessing legal 
digital content, and/or the amount of legal digital content being accessed, or some derivation. 
Given the ideal is to measure these metrics relative to a “control” or what they would hcn’e been 
in the absence of the initiative, where possible data should be analyzed in areas that lend 
themselves to this comparison, such as pre- and post-implementation data, data for other non- 
affected but comparable jurisdictions, etc. The nature of this data will depend on the initiative. 

3. If the data is not readily available, in what ways conid it be obtained? 


Sec NGPC Resolution, June 25, 2013, kUp://vvww.icmm-Ofg/bEygroups/bo_arcFdocumcnts2^^^^ 
2,5iiml3-eii.litm#2.c . 
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The availability of the data, and the ways it could be obtained, will be highly dependent 
on the nature of the metrics being tracked. By its nature, illicit behavior is often hard to measure, 
but various approaches can be employed including surveys, panel measurement, direct 
measurement in some cases, and sampling techniques. When evaluating measurement studies, 
the nature and quality of the available data should be assessed. PTO should solicit comments and 
input from industry and other subject matter experts regarding the accuracy and thoroughness of 
these studies. 


4. Are there particular impediments to measuring effectiveness, at this time or in 
general, and if so, what are they? 

The main impediments in general tend to be the availability of data and the existence of 
the necessary conditions in the market to isolate the effects of the initiative in question {i.e., a 
randomized or a natural experiment). Where there are a number of different initiatives and 
conditions affecting the studied universe, identifying the causal effects of a particular initiative 
can be challenging and an imperfect process. 

5. What mechanisms should be employed to assist in measuring the effectiveness of 
voluntary initiatives? 

As stated above, various approaches can be employed to obtain data, including surveys, 
panel measurement, direct measurement in some cases, and sampling techniques. Standard 
statistical and econometric techniques can then be performed to analyze the data. 

6. Is there existing data regarding efficacy of particular practices, processes or 
methodologies for voluntary initiatives, and if so, what is it and what does it show? 

While not specifically focused on voluntary initiatives, there is data regarding the 
efficacy of similar initiatives such as: 

• Notice-sending programs to file sharers: “The Effect of Graduated Response Anti-Piracy 
Laws on Music Sales: Evidence from an Event Study in France.”*'^ 

• Closure of websites providing major infringing content: “Gone in 60 Seconds: The 
Impact of the Megaupload Shutdown on Movie Sales.”^” 

An example of a voluntary initiative that has been found to not be as effective as intended: 

• Search engine algorithm adjustment to take into account the level of infringement notices 
that a site has received: “Six Months Later - A Report Card on Google’s Demotion of 
Pirate Sites. 


6'fv lUlt)://'Dapcrs.ssn3.cout/soI.3/papcrs,cfiii?abslinct id-~- 1989240 
’‘hS'et; http:,//papejx,ssni.cgnVspJ34iap_ere,cfm?_abstr,ict_id^ 

See htlp:/./76.74.24.i42/jCF95E01-.38.36-E6CD-A470-lC2B89DE9723.adf 
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The MPAA appreciates this opportunity to provide our views in response to the Federal 
Register Notice. We look forward to providing further input and working with the PTO going 
forward. 


Respectfully submitted, 

Michael O’Leary 

Senior Executive Vice President for Global Policy and External Affairs 
Motion Picture Association of America, Inc. 

1600 Eye St. NW 
Washington, DC 20006 
(202) 293-1966 
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Publishers, Inc. 

WWW publisr>ers oro 


455 Massachusetts Ave NW Suite 700 
Washington, 0 C 20001 
Telephone (202) 347-3375 
Fax (202)347-3690 


oap 

Association of American Publishers 
Written Statement 
September 30, 20 1 3 

U S. House of Representatives 
Committee on the Judiciary 

Subcommittee on Courts, Intellectual Property, and the Internet 

The Role of Voluntary Agreements in the U.S. Intellectual Property System 
Hearing 

September 1 8. 20 1 3 


I Introduction 

AAP represents nearly 300 publishers, ranging from major commercial book and Journal 
publishers to small non-profrt. university, and scholarly presses Unlike the common perception 
of content companies, most publishers in the U.S are small businesses ' Although large and 
small publishers have a diversity of interests and concerns,^ effective copyright protection and 
enforcement is a shared interest and is caicial to all publishers, regardless of size AAP and its 
member publishers thus appreciate this opportunity to provide comments to Congress concerning 
the “Role of Voluntary Agreements in the U.S. Intellectual Property System " 

Existing voluntary agreements are discussed below to show how, over time, the concepts 
of effective voluntary agreements or best practices seem to have moved from commitments to 
undertake proactive measures against the proliferation of illegal content online to less robust 
agreements or best practices that place heavy burdens on rights holders for relatively little action 
in return. AAP believes that practical, results-driven, voluntary agreements among key players 
in the Internet, business, and copyright communities are critical to stemming the problem of 
rampant online piracy, to maximize their effectiveness, such agreements should focus on 


' Stfi; geiwallv.V.S Census Bureau, blip //uww.ccttsus.gov/ccon/susbr 

* AAP's iiiciitbcrship ts generally dnidcd among tire rolloutngpublislung sectors, trade (e.g.. popular riclion/non- 
nction); luglier education: elementary and secondary education; and prorcssional and scliolarly publisliiiig ic g . 
academic and sctenie touruats. uiui'ersity presses) 
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encouraging proactive efforts to prevent piracy.^ Publishers appreciate the work of Congress and 
the Administration to bring together stakeholders from various segments of the intellectual 
property ecosystem to create innovative solutions for curtailing piracy and counterfeiting. While 
much remains to be done, it is encouraging to see interest among payment service providers, 
advertising entities, Internet service providers, and one hopes, eventually, search engines^^ in 
promoting an Internet environment that is conducive to the growth of legitimate content and 
related services. Given the interdependence of content and technology, and the opportunities for 
innovation and growth in both, taking active steps to discourage theft of intellectual property on 
the Internet will, as recently noted by the Intellectual Property Enforcement Coordinator 
C‘IPEC”), ‘'in fact, frirther encourage the innovation made possible by an open Internet.”' 
Encouraging investment and innovation is essential to providing the sustainable intellectual 
property ecosystem required by our Constitution, which directs Congress “to promote the 
Progress of Science and the useful Arts, by securing for limited Times to Authors and Inventors 
the exclusive Right to their respective Writings and Discoveries.”^ 

Despite this constitutional obligation and the emergence of several relevant voluntary 
agreements, authors of high-quality works receive little if any “secured” time to recoup their 
investments (let alone make a decent living) because of the lack of meaningful protection online. 
Today, any individual can find and download an unauthorized copy of virtually any popular 
copyrighted work they want at any time from among the thousands of different sites on the 
Internet. Technological advancement has made it possible for individuals to engage in copyright 
infringement in a manner never previously contemplated by Congress. The persistence and 
volume^ of online piracy represent a serious gap in meaningful copyright protection in the digital 
environment, and necessitate an unfortunate diversion of resources from core creative endeavors 
in response. Online piracy significantly threatens the continued viability of all types of 
publishers and copyright-based industries, as well as millions of local jobs and their contribution 
to the U.S. economy, while adversely impacting our society and culture in immeasurable ways, ^ 


AAP is focused in this statement on “online piraej'/’ c.g., sites tliat have made it their business to disseminate 
unauthorized copies of eBooks, journals, and other published materials, rather tliaii on the distinct but still important 
issues of unauthorized uses of such works by, c.g.. educational institutions, or individuals engaging in ad hoc 
infringement. 

^ Search engines are the main gateway through wliich a consumer, wittingly or unwittingly, is directed to the sources 
of infringing content online. How ever, search engines have yet to commit to meaningful discussions with content 
creators on ho\v to better refine search protocols to avoid serving up infiinging links or sites to consumers. 
Discussions with search engines w ould certainly be a welcome development, which should be encouraged bv 
Congress 

^ See Press Release, Office of the Intellectual Piopcity Enforcement Coordinator, Coming Together to Combat 
Online Piracy and Counterfeiting NeMork Best Practices, (Jul. 15, 2013) 

littp://www .vvliiteliouse.gov,’l3log/2()i3/() /'/l5.''coming-to^thei combat online -pimey and counteifeiting . 

Art. 1 §8 cl. 8, U.S. CONST. 

' See generallv, NelNames, Sizing the Piracy Universe, (Sept. 2013) http..''/wu w.neiiiaiaes.co.m''L'seiFi]es/neUvim.es- 
sizma piracy ixniverse-repoi1-2 5 .pdf: Office of the Inlelleclual Properly Enforcement Coordmalor, 2013 Joint 
Strategic Plan on Intellectual Property Enforcement, Jun. 2013. 

lit'P segt-s ‘-iies'ciera ull/ rilesy'omb/TP EG'2013-us-ipec-io inl-stral eni c-pjaii-pdf. 

See Steven E. Siwck. (..opvrnzbt Industries in the U.S. Economy: The 2011 Report, (Nov 2, 2011), 
hlip_ uoa ..ouj cojnndu ua cc on o my. html. 
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Although the subject of this inquiry is “the role of voluntary agreements,” the importance of 
that role can only be understood in the context of what has transpired since Congress’s 1 998 
enactment of the Digital Millennium Copyright Act (“DMCA”), which was intended to address 
copyright enforcement in the age of the Internet and other digitally-networked technologies. 
Since the DMCA’s enactment, unanticipated online business models have emerged that exploit 
unauthorized copies of third-party copyrighted works on a massive scale in order to lure user 
traffic to their sites. Typically, there are few consequences for such infringing activity because 
the DMCA “notice and takedown” mechanism, while well-intentioned when the statute was 
enacted, is today ill-suited to addressing the sweeping scope of constantly recurring piracy on 
these sites. At the same time, there have been questionable judicial interpretations of the 
DMCA’s Internet service provider “safe-harbor” provisions which have encouraged, rather than 
deterred, the unauthorized exploitation of copyrighted works in this manner and the proliferation 
of various types of sites offering pirated copyrighted content.'* As a result, the DMCA’s “notice- 
and-takedown” system has been turned into a shield for online bad actors, rendering the notice- 
sending mechanism ineffective in addressing piracy while imposing burdensome costs on 
copyright holders. 

With statutory copyright protections diminished by the courts and legislative consensus 
on new statutory enforcement measures proving politically elusive, copyright holders have been 
urged by Congress and the Administration to turn to private sector solutions with various other 
stakeholders in an attempt to make some progress in the fight against online piracy. In this 
context, it is important to note that, as technological solutions (such as content identification 
technologies) improve, the utility of copyright protection via a notice-and-takedown system that 
is reactive by nature may diminish. Thus, voluntary agreements should not merely duplicate 
notice-and-takedown requirements but should move toward a more proactive system that 
attempts to prevent infringement from occurring. 

Neither voluntary agreements nor improved statutory protections will be sufficient on their 
own to adequately protect copyrighted works. However, steps such as clarifying the eligibility 
requirements for the ISP “safe harbors” from infringement liability to more closely track the 
long-standing elements of traditional secondary liability doctrines for copyright infringement'” 
might be a means to provide the necessary incentive for stakeholders to voluntarily establish 
more meaningful commitments to combat piracy, which are necessary supplements to any type 
of statutory protection. Additionally, there will likely be particular issues where Congress will 
need to enact additional measures to ensure that illegal activity does not inhibit the growth of 
legitimate digital content and related services. Only a combination of private and public 

^ There are a variety of major sources of infringing files, such as: 1) one-click host sites (aka cyberlockers), 2) sites 
which s}' stematically linlv to the hosts, 3) sites facilitating file-sharing via peer-to-peer netw^orks, and 4) websites 
which are slorefronls selhng individual unit copies of pirated works in digital formal. 

For exanqjle, tliat an ISP, UGC Sen ice, or search engine, etc. that is aware of infringing activity on its site or 
serv ice should remove or disable tlial infringement regardless of whellier it receives actual notice of the 
infringement from the copyright holder. If a site or service is aware of infringement, whether llirough actual 
knowledge of specific infringements or constructive (i.c., "red flag”) knowledge of the activity% the site or seivice 
should be obligated to remove or disable the infringin g content. 
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enforcement mechanisms can reasonably be expected to effectively mitigate rampant online 
piracy. Below, we provide an overview of the strengths and weaknesses of the current voluntary 
agreements as viewed by book publishers, along with suggestions for the role of Congress in 
improving the fight against online piracy. 

11. Current Voluntary Agreements 


a. Background 

AAP notes that the extant voluntary agreements attempt to address online piracy and 
promote Internet-based availability of high-quality, legitimate content in one of two ways, by 
either: (1) educating content-users, or (2) directly targeting unlawful activity. While the U.S. 
Patent and Trademark Office will be conducting the first official examination of the 
effectiveness of those agreements,’* it appears that they all have limitations in scope and reach 
that are likely to significantly limit their effectiveness in dealing with specific types of and 
platforms for online piracy and, ultimately, their effectiveness in deterring and reducing the 
frequency and magnitude of its occurrence. 


Existing voluntary agreements are discussed in chronological order below to show how, 
over time, the concepts of effective voluntary agreements or best practices seem to have moved 
from multi-stakeholder commitments to undertake proactive measures against the online 
proliferation of illegal content to weaker agreements or unilaterally-determined “best practices” 
that place heavy burdens on rights holders for relatively little action in return. With online 
piracy continuing to grow,’^ the dilution of voluntary agreements evinces a need for Congress to 
provide stronger incentives to encourage stakeholders to implement more meaningful 
agreements. 

b. UGC Principles 

The “Principles for User Generated Content Services” (“UGC Principles”’^), concluded 
in 2007, was the first multi-stakeholder-negotiated voluntary agreement aimed at reducing the 


Sl'L' Depaitinent of Coilinieive. InlL'nit'! P(/ficv Task Force, Copyrigbl Policv, Creulivily, anj Innovulion in the 
Digital Economy, 84 (Jul. 2013), l)t(p://w'ww.uspto.{>ov.t''Ti cws .-''pub !icali Qns.'copynRtrtoi~ccti))apcr.pdf. 

See generally, Enicsto, Six-Slrikes Fails to Hah U.S. Pirate Ray Growth, TORRENTFREAK.COM (Sept. 3, 
2013) http: A'tonc titf icak.coin/six-strikcs-fails-to- hait-ii-s-pira tc-b aY-gTo nth- 1 30903/': NetNames, Sizing the Piracy 
Universe, (Sept. 2013), htt p:/A>^ w. iictiia mcs.c om/ UsciFiIcs/iictnamcs-siziup piiacy i um cisc-iepoit-2 5.pdf; 
Department of Commerce, Internet Pohey TaskFoicc, Copyright Policy, Creativity, and Innovation in the Digital 
Economy, 84 (Jul. 2013) littD://\vww.uspto.gov/news/publicatioiWcoDYrightgreenpapet.pdf: Office of the 
Intellectual Propert}- Enforcement Cooidinator, 2013 Joint Strategic Plan on Intellectual Property Enforcement, 
(Jun. 2013), hllp:/y\\vv\v-niiilehouse.^ov,^s.iies/'defaull/fiies/omb/lPEC'2013-as-ipec-jomi-sU7Uegic-pl<iii.pdf . 

See generally, Principles for User Generated Content Services, ugcpiinciples.com (describing the agreement 
between: "leading conunercLnl copyright owners (‘'Copyright Owners’^) and services providii^ user-uploaded and 
user-generated audio and video content ('^UGC Ser\ices")...to eslabhsh these Principles to foster an online 
environment tliat promotes the promises and benefits of UGC Services and protects the rights of Copyright 
Owners.”). 
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prevalence of pirated content online. Although both content and Internet-industry stakeholders 
recognized their shared objectives,''* the threat of secondary liability was a driving factor in the 
Internet-industry’ s willingness to negotiate and to take on meaningful commitments to address 
online piracy. 

For example. Principle 3 states that “UGC Services should use effective content 
identification technology [“filtering”]., .with the goal of eliminating from their services all 
infringing user-uploaded audio and video content for which [c]opyright [ojwners have provided 
[rjeference [mjaterial.” This principle is followed by an extensive list of ways in which UGC 
Services and copyright owners would work together to achieve the goal of eliminating such 
infringing content. Principle 3 thus represents a joint commitment to directly target unlawful 
activity in order to eliminate infringing content. However, this filtering commitment only 
applies to “audio and video content.” 

The current implementation of YouTube’s “Content ID” system to prevent the presence 
of infringing audio and video content on its site, one of the largest UGC websites in the world 
with more than 1 billion unique user visits each month and “more than 100 hours of video. . 
uploaded” every minute, points to the value of these UGC Principles when effectively 
implemented,"’ Although eBook andjoumal content were not part of the UGC Principles, AAP 
and its members have provided feedback and reference materials directly to two sites which are 
focused on the sharing of text-based works, Scribd.com and Wattpad.com, to facilitate their 
deployment of technical measures to prevent infringing content from being made available via 
their services. 

Scribd.com describes itself as “the world’s largest digital library where people can 
publish, discover, and read books and documents of all kinds on the web or on any mobile 
device.” Scribd’ s business objectives rely on the fact that “millions of books and documents 
have been contributed to Scribd by the community and this content reaches an audience of 100 
million people around the world every month.”'’ To avoid being a destination for infringing 
materials, Scribd has implemented a copyright protection system that it describes as follows: 

Content that is removed from Scribd via a DMCA copyright infringement takedown 
notice is added to our copyright protection system. This system perfonns a semantic 
analysis of the document by analyzing word count, word frequency, letter combinations, 
spacing, and other criteria. Tlic semantic analysis results in a special encoded tile that \vc 


’’’ See id. (describing the sliarcd objectives of Copyright Owners and UGC Services as: “(1) the elimination of 
infringing content on UGC Serthces, (2) the encouragement of uploads of wholly original and authorized user- 
generated audio and video content, (3) the accommodation of fair use of copyrighted content on UGC Services, and 
(4) the protection of legilimale interests of user privacy.” Also notiug lliat ”adliering to [the UGCJ Principles will 
help UGC Services and Copyright Owners achieve those objectives.”). 

See Google. IIom- Google Fights Piracy. GOOGLE.COM (Sept. 2013) 
littns:/idocs.troonle.com''fi!e..iF0Bw.vvRPFdttTN2dVFuYnil5LrENUeUE/edit?nli-t 

See Ahoui, SCRIBD COM http://wwvv scribd.coni/about. 

''Id. 
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call a ''fingerprint.'' The encoded fingerprint is stored in a secure database that is 
inaccessible to the public. 

Whenever a new document is uploaded to Scribd, it is analyzed and checked against the 
"fingerprints" in our copyright database. Tf there's a significant match, the upload is 
removed from Scribd. Since the fingerprint system is based on text analysis, it is less 
effective on documents that do not contain computer-readable text infonnation (such as 
scamicd photos).'^ 

To improve the functionality of Scribd’s filter, certain AAP members provided copies of their 
works for inclusion in its copyright database. Publishers continue to engage with Scribd on 
copyright protection concerns. 

Wattpad.com describes itself as “the world's largest community for discovering and 
sharing stories” for free. Their goal is to attract new writers and readers to post and read 
original content, not third-party works, or as they have put it — ^“Read what you like. Share what 
you write.”” Wattpad has worked with publishers to develop a database of book product 
metadata (such as title, author, etc.) to prevent books not authorized for distribution on Wattpad 
from being shared via the service. 

To be clear, AAP does not endorse any specific or particular technology solution. The 
above examples are intended to illustrate that responsible website operators have options to 
prevent their services from being used to distribute pirated content; flexibility in designing 
appropriate technological measures to achieve their legitimate business objectives; and willing 
partners in the content industries to provide reference materials and feedback for improving the 
operation of appropriate technology solutions. Collaboration between copyright owners and 
Internet services, which was crucial to creating the UCG Principles, will also be critical for 
ensuring that technological solutions can evolve over time to address the ever changing nature of 
infringement on the Internet. 

c. lACC Payment Processor Portal 

Established in 2011, the International Anti-Counterfeiting Coalition’s (lACC) Payment 
Processor Portal (Portal) is a multi-stakeholder agreement that directly targets unlawful activity. 
The goal of the Portal is to cut off revenue to sites that sell counterfeit products or pirated 
content. To accomplish this goal, the TPEC helped payment processors, content and product 
owners negotiate a set of best practices to withdraw payment services from sites selling 
counterfeit or pirated goods. lACC’s Portal vets and consolidates rights holder notices 
identifying sites that traffic in such illicit goods. Now in its second year of operation, it appears 
that many payment providers trust the legitimacy of the notices received through the Portal and 


Juson, How Does Scribe! Help Protect the Rights of Authors?, SCR1BD.COM (Feb. 26, 2009) 
hiip:// su ppoi1.s cnbd .conit^eri irie .s/ 250 5 7- Ho\v -does-Scribd-heip-prolecl-the-iiEhts-or-«»ihoi s-. 

^'^Ahoui, WATTPAD.COM http://www.wattpad.coin/aboul 
Presentation, Alien Laii, Wattpad Company Info, (May 24, 2010) (on file with author) (emphasis added). 
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are amenable to terminating merchant accounts that have been shown to be engaged in infringing 
activity.^' 

However, unlike the UCG Principles, w'hich provide general guidelines for how any UGC 
Service can design its site to deter uploading and distribution of pirated audio and video content, 
the lACC Portal is a service that content owners must pay a substantial fee^^ to use. To date, the 
Portal has been used primarily to shut down merchants selling counierfeii products because 
payment processors generally require evidence of a specific unlawful sale to terminate a 
merchant account. Unfortunately, sites making available infringing copies of copyrighted works 
through sales of “premium” subscriptions (providing advantages to users such as faster 
downloading speeds and greater file-storage space) are generally outside the scope of the TACC 
program.^’ 


d. Copyright Alert System 

In early 2013, after years of discussions, the music, movie, and television communities 
launched the Copyright Alert System (CAS) in partnership with five major U S. Internet service 
providers (TSPs). Like the lACC’s Portal, implementation of the CAS requires a commitment of 
very substantial financial resources, borne by participating rights holders and ISPs. CAS aims to 
decrease illegal sharing of movies and music through peer-to-peer (P2P) netw'orks by having 
TSPs pass along notices from participating rights holders to subscribers that appear to be engaged 
in illegal activity. 

The CAS uses a more than generous six-notice educational approach in attempting to 
deter P2P file-sharing. Once a rights holder’s monitoring service detects infringing behavior 
over a P2P network, the rights holder notifies the relevant ISP, which forwards an educational 
notice to the infringer(s). The first 1-2 notices are intended to educate the infringing ISP 
subscriber about copyright and provide information about legal alternatives for accessing 
content. If recurring infringing activity is detected, the S’”* and 4* notices require 
acknowledgment of receipt of the educational message. Not until the 5“ or 6"' notice will a 
subscriber be subject to any mitigation measures, such as reduction of bandwidth. 

P2P piracy is a problem for publishers, but it is not the only one. One-click host sites 
(aka cyberlockers) play a larger role in making pirated eBooks and journal articles publicly 
available by providing online storage for users to upload and share copyrighted content. 
However, the CAS does not address the dissemination of pirated content through one-click host 

&CI The Role of Voluntary Agreements in the U.R Intellectual Property System : Hearing Before the House 
Judiciary Connnittee Subcommittee on Courts, Inlellectual Property and the Internet, 113th Congress (2013) 
(statement of the International Anti-Counterfeiting Coalition) (providing the most recent enforcement statistics). 

“ AAP notes llial llie Portal and other systems developed by private stakeholders to implement voluntary 
agreements Ivave substantial development, implemeiilalion and ntainleitance costs, vvliich lilrely j uslify the fees 
cliarged by lACC and other. However, with many publishers being small btisinesses. vve hope llial cost will not 
serv e as a functional barrier to rights holders participahrrg irr effeclive voluntary' measures. 

Tt is not uncommon for oiic-click host sites to offer both free and subscription models for downloading pirated 
content. 
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sites, online storefronts, blogs, or other individual websites that likewise account for a significant 
portion of online piracy. 

A one-size-fits-all approach may not be practical or effective. However, finding an 
effective solution for the different types of online piracy is crucial. Data on the effectiveness of 
CAS’ educational approach to combating P2P piracy is not yet publicly available.^'* While 
government-sponsored graduated response policies that incorporate more restrictive 
consequences than the CAS for repeat infringers have had some short-term effect on P2P activity 
in the past, e g., France’s HADOPl, it is unclear whether these models effectively reduce P2P 
activity over time. It thus remains to be seen whether a private, education-focused initiative will 
result in any noticeable decline of illegal P2P activity. 

e. Ad Network Best Practices 

Most recently, in July of this year, the Interactive Advertising Bureau (lAB) and top ad 
networks (Google, Yahoo!, 24/7 Media, etc) announced the Best Practice Guidelines to Address 
Piracy and Counterfeiting (Best Practices), which directly target unlawful activity with the 
objective of “reducing the flow of ad revenue to operators of sites engaged in significant piracy 
and counterfeiting.”^’ Yet, despite the fact that eBook piracy websites’ business models are 
often based on the sale of advertising space on their websites rather than on the sale of individual 
copies, it is unclear whether any rights holder groups were consulted in the development of these 
“best practices” (as certainly publishing interests were not).“ 

To be sure, the Best Practices provide a polenlially useful commitment to completely 
“removje] the website [distributing pirated content] from the Ad Network.”^^ However, it 
remains to be seen whether any meaningful change occurs in the manner in which 
advertisements find their way onto bad actor sites given that the Best Practices clearly favor the 
ad networks. 

Specifically, the Best Practices impose complex notification requirements^* on rights 
holders in order to initiate the process of requesting that an ad network stop placing ads on a 


Bui .vet', Enicsto, Six-Slrikcs Fails to Halt U.S. Pirale Bay Cirowlk, TORRENTFREAK.COM (Sept, f , 20 1 f), 
http://torrcn tfrcak.c Qi))/six - s t rikcs-fai]s-to-)ialt-u -s-|>i I’atc-bay-gt o wth-i 10903/. 

Besi Practice (hiidelines lo Address Piracy and ('ounlerfeiiing._ (Jill. 1 5, 20 1 3), http’ ./y w\YW.20 l3ip prac 1:ic cs.conv' . 

AAP hopes tliat ihe Ad Networks will, however, uphold their commitment to "participate in an ongoing dialogue 
with content creators, lights holdci's, consumer organizations, and free speech advocates’’ to ensure that these Best 
Practices become a incaningful tool in the fight against o nline piracy. See Best Practice Guidelines lo Address 
Piracy and Counterfeiting, General Conuiiitmcnts (d) (Jul. 15, 2013) http://w'w^v.2013ippracticcs.coni/. 

See Best Practice Guidelines to Address Piracy and Counterfeiting, Complaint Process (h) (Jul. 15, 2013), 
http://wrvw.2013ippracticcs,coni/' . 

Specilicallv, notices must contain: (1) the specific URLs of the alleged infringements (clearly identifying the 
"specific products or materials and their location on Ihe website”); (2) the identity , location and contact infomialion 
for Ihe w ebsite; (3) further evidence of infringemenl, e.g.. through screenshots; and (4) a copy of a cease & desist 
letter or takedown notice previouslv sen! lo the website as well as a description of action undertaken by the website. 
See Best Practice Guidelines to Address Piracy' and Counterfeiting, Appendix A. (Jul 1 5, 20 1 3), 
http ://\vw’\v.20 13ippiact icc s .com/ . 
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particular website. As noted above, the current DMCA notice-and-take down system is already 
fraught with problems and yet, quite inexplicably, here an even more complicated system is 
envisioned as possibly stopping ad support for sites distributing pirated content. The Best 
Practices unjustifiably burden rights holders with providing a notice containing the specific 
URLs for each “specific [pirated] product or material.” This is in addition to requiring the rights 
holder to provide a copy of DMCA-compliant takedown notices for the same content. 

The judicially-created, de facto requirement that rights holders identify specific URLs for 
each DMCA talcedown notice already imposes a substantial cost on rights holders and results in 
little practical reduction of piracy. Doubling this burden for rights holders only impedes 
enforcement by having ad networks process and take action, one-by-one, on potentially 
millions of separate URLs, which is plainly inefficient.’” Without question, eliminating vital ad 
revenue that supports sites that are dedicated to distributing pirated content would have a 
noticeable impact on piracy. However, achieving this goal is unlikely under such complex 
requirements. 

Instead, when a rights holder identifies a particular work, or list of works, that are not 
legitimately available for free, ads supporting any page containing these works on a website 
should be disabled instead of requiring continuous searches and unique notices from the 
copyright owner for each page containing the same underlying work. Adopting this 
“representative lisf’ approach will save rights holders and ad networks time and money. 

Furthentiore, if these Best Practices are actually intended to have a meaningful effect on 
ad-supported online piracy, participants should ensure that their ads stop supporting the worst 
pirate sites, e.g.. Pirate Bay, in any way. All participants in the online advertising ecosystem 
should be encouraged to work together to develop a comprehensive and effective approach to 
eliminating legitimate advertising on illegitimate sites, including the use of technological 
solutions that incorporate information provided by independent third-party verification services’' 
to help enable Informed decisions about ad placement. 

ITT. General Principles for Future Voluntary Aareements 


While there are many positive features of the existing voluntary agreements, they cannot be 
the only means for addressing the problem as there simply is no “silver bullef’ to stop online 
piracy. There are, however, a few general principles that AAP believes should be at the core of 

As noted above, the Ad Networks ean choose to “rcmovlc] tlK [entire] website from the Ad Network' instead of 
removing ads from one webpage at a time. However, there is no parattel options (e.g. a representative tist of 
infringements) for rights hotders, who must instead iuclnde URLs for each and evep' infringement. See id. at (h); 
AppendLv A. 

As one e.vmiple of the sheer volume of nolices llial must be sent to make any impact on piracy, see Google's 
Transparency Report on requests for removal of links lo infringing material, 

(iiilp://yy yvyv.noonte.eo;n/lr,iiysparencvreport/remov 3ls.tcopv r inhi/ ), wiiich sliovvs that Google receives millions of 
takedown requests each niontti, for hundreds of thonsnnds of specific URLs, by thousands of copyright owners 
For example: VeriSite http:/Ayyvw.vcri-sitc.com/ and White Bnllct, Mtpy'wwvvy.wtiitc-biillct.cpm,'. 
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any effective voluntary agreement or set of best practices. AAP believes that the impact of 
current and future voluntary agreements would be greater if the following general principles 
informed the structure and application of such agreements: 

1 . Best practices are more likely to achieve stated objectives if all relevant stakeholders are 
active contributors in the development of the best practices from the beginning. 

2. Private, voluntary agreements have flexible tenns that are more easily modified than 
statutory prescriptions. Therefore, voluntary agreements should include a process for 
soliciting feedback from rights holders and other affected stalceholders, and using that 
feedback to improve the operation and/or effect of the agreement or best practices in a 
timely manner. 

3. Compliance with best practices statements, as well as procedures for implementing 
voluntary agreements, should be transparent. Providing more data to facilitate efforts to 
measure the implementation and effectiveness of best practices and voluntary agreements 
will help ensure that stakeholders are not wasting resources on ineffective policies or 
actions. 

4. Voluntary agreements should not require a quid pro quo (eg., removal of pirated content 
on the condition that right holders license use of their legitimate content to the 
participants) to undertake responsible actions to eliminate pirated content from websites. 

5. Solutions developed as part of voluntary agreements should be practicable and scalable 
for various types of rights holders, many of which are small businesses. 

6. Where applicable, technological solutions should be explored to facilitate efforts to 
efficiently and effectively combat online piracy. By doing this voluntarily, stakeholders 
avoid any possibility of a technology mandate. 

7. Voluntary agreements should be reasonable, i.e., the time, cost, and effort to comply with 
or implement such agreements should not unduly burden one group or another, but 
should be shared by rights holders, Internet companies and intermediaries. 

8. Respect for privacy, due process, and freedom of speech are critical to maintaining a 
creative Internet economy, and such values can coexist with effective anti-piracy efforts. 

Many of these general principles are common sense and speak for themselves. When 
solutions to a problem are sought, it is best to involve the relevant parties; to measure whether 
the actions are having their intended effect; and to evaluate the current strategy to determine if 
resources are being wasted. Potentially less obvious is that copyright piracy hanns more than 
just “best sellers” and box-office hits. In reality, there are also sites providing pirated textbooks, 
complex scientific articles, and niche-market books. And, as noted above, most publishers in the 
U.S. are small businesses that do not have the resources to continually search the Internet for 
their content, sue multiple (or even single) websites, or take part in expensive voluntary 
enforcement initiatives. Furthermore, even large publishers do not have unlimited resources to 
invest in sending millions of takedown notices that fail to reduce piracy, or to join anti-piracy 


AAP agrees wrth RTAA that we should mever confuse motion for action” in regard to anti-piracy activities and 
tliat what is really important is tliat aiiti-pimcv measures are effective. 
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initiatives that pay lip-service to combating piracy but do not provide meaningful incentives for 
participants to take effective action or measurements of the initiative’s ability to reduce piracy. 

Lastly, perhaps because we represent an industry dedicated to the dissemination of 
knowledge, AAP believes the importance of transparency for creating and maintaining effective 
public and private copyright enforcement mechanisms cannot be stressed enough. 

Unfortunately, there is currently little transparency about pirated content and anti-piracy 
measures. However, transparency is necessary for stakeholders to undertake efficient, accurate 
and effective efforts to reduce online piracy. A number of entities in the online ecosystem (ad 
networks, ISPs, search engines, one-click host site operators) have or can easily obtain data 
concerning their own compliance and implementation of voluntary agreements that would be 
useful in assessing the impact, cost, and reach of such anti-piracy efforts. 

TV. Role for Conuress 

While private parties may be in the best position to negotiate and craft flexible methods for 
combating online piracy. Congress still has an important role to play in creating meaningful 
incentives for stakeholders to conclude and implement effective agreements. Moreover, because 
voluntary agreements are a necessary but not sufltcient tool for combating online piracy, 
Congress may also need to fix the shortcomings of the current statutory copyright enforcement 
mechanisms (e.g., the eligibility requirements for the ISP “safe harbors” from infringement 
liability, including: notice-and-takedown, repeat infringer policies, and knowledge standards). 
There will also be additional issues for which Congress will need to “fill in the gaps” by enacting 
additional measures to ensure that illegal activity does not inhibit the growth of legitimate digital 
content and services online. 

Furthermore, Congress has an important role to play in ensuring transparency, which has 
been noticeably absent in the fight against online piracy, despite the importance of sharing 
information to combat piracy in the digital age. Congress and the Administration may be in the 
best position to encourage all entities within the Internet and intellectual property communities to 
share relevant data where doing so would improve anti-piracy tools and be allowed by law. 
Importantly, Congress would be able to take into account and weigh the harms and benefits of 
such sharing, and thus ensure that privacy, due process, and freedom of speech are adequately 
protected. 
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V. Conclusion 

Congress’s comprehensive review of the Copyright Act is an opportunity to encourage 
private stakeholders to develop and implement effective voluntary anti-piracy measures that will 
complement statutory copyright protections. AAP looks forward to continued engagement with 
Congress and the various stakeholders to further explore ways to make combating copyright 
piracy more efficient and effective for all parties involved. 

Sincerely, 


Allan Adler 
General Counsel 

Vice President for Government Affairs 
Association of American Publishers 
455 Massachusetts Ave, NW 
Washington, D.C. 20001 
Phone: 202/220-4544 
Fax: 202/347-3650 
Email: adler@publishers.org 
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The Honorable Bob Goodlatte 
Chairman 

House Judiciary Committee 
2309 Rayburn House Office Building 
Washington, DC 20515 

The Honorable Howard Coble 
Chairman 

House judiciary Subcommittee on Courts, 
Intellectual Property and the Internet 
2188 Rayburn House Office Building 
Washington, DC 20515 


The Honorable Mel Watt 
Ranking Member 
House Judiciary Committee 
2304 Rayburn House Office Building 
Washington, DC 20515 

The Honorable John Conyers, Jr. 

Ranking Member 

House Judiciary Subcommittee on Courts 
Intellectual Property and the Internet 
2426 Rayburn House Office Building 
Washington, DC 20515 


September 24, 2013 


Dear Chairman Goodlatte, Chairman Coble, Ranking Member Watt and Ranking Member Conyers: 

On behalf of the Alliance for Safe Online Pharmacies (ASOP), thank you for the opportunity to submit 
the following testimony for the record to supplement your September 18th subcommittee hearing 
regarding the role of voluntary agreements in the U.S. Intellectual property system. ASOP is a nonprofit 
organization dedicated to protecting patient safety globally and ensuring patient access to safe and 
legitimate online pharmacies in accordance with applicable laws. For this reason, we are concerned by 
rogue sites that violate laws and endanger patients; we support strong voluntary practices that help to 
ensure the Internet can be a positive resource for all, while not enabling crimes against public health 
that are preventable. 

Despite the existence of many safe online pharmacies that adhere to laws and safety standards, the 
Internet has opened the door to thousands of criminal Internet sites posing as legitimate pharmacies 
and selling potentially unsafe medicines. Indeed, at any one time there are approximately 35*50,000 
active online drug sellers, 97% of which do not comply with U.S. laws, putting patients at risk. Illegal 
online "pharmacy" operations are big business, the largest of which generate between 5l million and 
2.5 million in sales each month. * 

Illegal online drug sellers feign legitimacy and endanger patients. They sell prescription drugs without a 
prescription, operate without a pharmacy license, and/or peddle counterfeit or otherwise illegitimate 
drugs with contaminants, such as paint, floor wax, and boric acid. These illegal drug websites create a 
major health and safety risk to U.S. consumers. For example, a man in Wichita, Kansas died from an 
accidental overdose of drugs he received from an online "pharmacy" without ever visiting a doctor. 
Others have suffered brain damage, been hospitalized, or simply not received the healing benefits 
needed from drugs purchased online. 


' University of California San Diego, available at: http://cseweb.ucsd.edu/~savage/papers/UsenixSecll SMTM.pdf 
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Easy access to prescription drugs through illegal online drug sellers has also contributed to a growing 
prescription drug abuse problem in our nation. This is of particular concern with regard to young people, 
who are frequently online, unsupervised and vulnerable to the ploys of illegal online drug sellers. 

Pharmaceuticals are the 13* most purchased product online, yet today patients are just a click away 
from online "medicines" that may fail to provide any therapeutic benefit, harm, or even kill a patient. 
Internet consumers should not have to play Russian roulette with their health. ASOP thanks the House 
Judiciary Committee for its consideration of the grave implications of this growing threat to public 
health. 

While the U.S. government plays a critical role in protecting patient safety, the U.S. and other 
governments cannot tackle this international and fast-moving problem alone. Law enforcement actions 
require substantial time and resources to track the illegal online drug sellers, who can elude authorities 
while taking in profits and endanger patient lives. While making cases and putting criminals behind bars 
is essential, Internet commerce companies have the unique ability to protect patients immediately 
through voluntary actions. 

Every Internet intermediary has a role to play to protect consumers through meaningful and appropriate 
actions addressing illegal online drug sellers' use of their services. These companies witness the threats 
on their platforms and can address them through prompt voluntary actions without waiting for a court 
order. Voluntary actions such as terminating service, locking domain names, and otherwise refusing to 
do business with illegal online drug sellers yield immediate and substantial benefits to patients. In 
combination with continued domestic and international law enforcement and policy, voluntary 
agreements will make the Internet safer for patients. 

ASOP Is grateful for the Subcommittee's work to understand and, where appropriate, help advance 
voluntary agreements from private sector companies who have the ability to protect patients from 
illegal and dangerous online drug sellers. Your leadership and oversight are crucial. Private sector 
companies, including the members of Center for Safe Internet Pharmacies (CSIP) and other e-commerce 
companies, are beginning to accept their responsibility to protect patient safety online. We strongly 
support your efforts to strengthen and build upon these ongoing efforts; we urge the Committee to 
remain a vigilant watchdog of the effectiveness of voluntary agreements that will protect patients. 

ASOP recently submitted comments to the United States Patent and Trademark Office regarding the 
importance of measuring the effectiveness of voluntary agreements. We would like these comments to 
be submitted for the record by the Committee to supplement the other testimony provided in your 
hearing. We also offer a list of recent law enforcement actions and survey of reported patient harms as 
further evidence of the scope of the problem, which may also be submitted for the record to underscore 
the importance of Congressional oversight. 

Thank you again for your leadership and consideration of this important public health issue. 

Respectfully, 

Alliance for Safe Online Pharmacies 
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A ^ ^ AJ-LIANCE FOR SAFE 

-AVi3 I Online pharmacies 


Testimony for the Record: Subcommittee Hearing on "The Role of Voluntary Agreements in the U.S. 
Intellectual Property System" 

September 18« 2013 


INTRODUCTION 

The Alliance for Safe Online Pharmacies (ASOP) appreciates the opportunity to submit the following 
comments for the record. These comments were previously submitted to USPTO Request for Public 
Comments on August 21, 2013 (Docket No: PTO C*2013-0036) regarding the processes, data metrics, 
and methodologies that could be used to assess the effectiveness of cooperative agreements and other 
voluntary initiatives to reduce intellectual property infringement that occurs online, including 
specifically the crimes of illegal online drug sellers. 

ASOP is a nonprofit organization with the goal of protecting patient safety and ensuring patient access 
to safe and legitimate online pharmacies in accordance with applicable laws. ASOP's membership 
includes the American Pharmacists Association, Eli Lilly & Company, Enforce the Act, European Alliance 
for Access to Safe Medicines, Internationa) Pharmaceutical Federation, LegitScript, Merck, Men's Health 
Network, National Association of Chain Drug Stores, NeedyMeds, the Partnership at Orug-Free.org, and 
Takeda Pharmaceuticals. 

ASOP believes that patients deserve protection from illegal or illegitimate websites selling or offering to 
sell drugs purporting to be licensed and compliant pharmacies, while endangering patients' lives. 

Despite the existence of many safe online pharmacies which do adhere to safety standards, the nature 
of the Internet has opened the door to thousands of criminal (aka "rogue") Internet sites posing as 
legitimate pharmacies and selling potentially unsafe medicines. The result: patients are just one click 
away from purchasing medicine that could have a dangerous or fatal consequence. 

A. ASOP SUPPORT FOR VOLUNTARY BEST PRACTICES 

ASOP applauds the White House for its continued commitment to a strategy that aims to protect public 
health and safety and combat illegal online drug sellers that peddle counterfeits and other unsafe 
products to unsuspecting patients. The Obama Administration and its Intellectual Property Enforcement 
Coordinator, Victoria Espinel, have made significant strides on this issue, beginning with their initial Joint 
Strategy in 2010. 

The Administration's strategy rightly recognizes and encourages the critical role and responsibility of the 
private sector in adopting voluntary practices that can better protect consumers and prevent criminal 
activity that may result in harm or even deaths. In the 2013 strategy, the Administration calls particular 
attention to the Center for Safe Internet Pharmacies (CSIP), a nonprofit organization comprised of 
Internet commerce companies, which was established to increase collaboration and actions to reduce 
the number of rogue online "pharmacies." ASOP agrees that CSIP and other Internet commerce 
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companies have the unique ability to adopt and commit to enforcing practices that can protect patients 
in a way no government or other organization can. As such, ASOP greatly appreciates and encourages 
the Administration's support for CSIP and relevant voluntary actions by the private sector to combat 
rogue online "pharmacies". ASOP is also supportive of effective oversight and constructive engagement 
regarding the value of such voluntary practices and how they can be measured, improved, and 
strengthened as necessary for the benefit of patient safety, public health, and crime prevention. 


CSIP and its thirteen member companies have taken the following efforts to date which have helped to 
raise awareness about the threat and the CSIP organization's own commitment to disrupt this criminal 
activity: 

• Development of a functional Infrastructure to facilitate the sharing of information about 
suspect online pharmacy websites amongst the nonprofit's corporate members; 

• Partnership with ASOP, other nonprofits and the US government on education and public 
messaging; 

• Collaboration with FDA on Operation Pangea, an international law enforcement initiative to 
identify and address illegal online drug sellers; 

• Participation in international dialogues with EU and Japan stakeholders; and 

• Donation of search engine advertisements which direct consumers to awareness videos, 
developed in partnership with ASOP and/or the LegitScript pharmacy URL verification tool. 

We applaud these activities from CSIP and encourage their increased collaboration to reduce illegal 
online "pharmacies" and protect patients. However, all stakeholders -- public and private, domestic and 
international - must do more to put criminals on the defensive and prevent continued growth of their 
online presence. There are critical elements that are needed from the private sector, including 
increased vigilance to monitor and cease business transactions with illegal online "pharmacies," as well 
as increased collaboration to establish model responsible business practices that can help prevent this 
growing crime in a more systematic way. 

The private sector's involvement in protecting the public health from Internet criminals will not be 
successful if it is not assessed critically, reviewed, and Improved upon. In order to ensure that it is 
successful and meaningful, it must not be restricted to the policies of a few individual companies or 
isolated public relations activities. The goal of these voluntary initiatives must be to realize a significant 
change in the online environment that will either prevent or greatly deter criminals from operating 
freely as they do in today's environment. The commitment to do this has already been made in 
principle with the establishment of CSIP and their public announcement to work together to protect the 
public from these illegal sites. If appropriately measured, their work (and the work of other responsible 
private sector actors, including those abroad) can change the environment online and realize outcomes 
that make a difference in patients' lives, now and In the future. Accordingly, ASOP offers the following 
specific comments on how to assess the effectiveness of voluntary initiatives aimed at combatting illegal 
online drug sellers. 
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B. ASOP RESPONSE TO SPECIFIC QUESTIONS IN THE FEDERAL REGISTER NOTICE 

Question #1: How should “effectiveness" of cooperative voluntary initiatives be defined? 

Specific to the rogue online pharmacy issue, "effectiveness" of voluntary initiatives to combat illegal 
online drug sellers ought to be defined in terms of the direct impact on the safety of 
patients/consumers, including: 

a. The "cleanliness" of the Internet pharmacy marketplace (i.e. the number of illegitimate online 
pharmacies found in search results and other online locations); 

b. Transparency of Internet commerce company corporate policies and development of 
recommended best practices to monitor and prevent the facilitation of illegal online 
"pharmacies;" 

c. Increased consumer awareness about the dangers of purchasing from illegal online drug sellers 
including providing consumers with a list of legitimate online pharmacy websites. 

However, only CSIP and other Internet commerce companies have the direct ability to affect the 
cleanliness of the marketplace. For this reason, ASOP's comments will focus on how to measure the 
impact of voluntary actions that could directly Improve the safety of the Internet pharmacy 
marketplace, rather than how to measure the effectiveness of consumer awareness initiatives. 

Question #2: What type of data would be particularly useful for measuring effectiveness of voluntary 
initiatives aimed at reducing infringement and what would that data show? 

Specific data regarding key voluntary initiatives of CSIP and Its members would provide a useful tool for 
measure the effectiveness of their efforts, which ASOP strongly supports. 

The following suggestions include recommended metrics for measuring the effectiveness of various 
voluntary practices ongoing today: 

1. Mimicking consumer behavior: 

a. Searching terms such as "Buy (insert drug name]" in search engines, social media sites 
and other Internet platforms and then identifying and quantifying the illegal online 
pharmacies in those locations (such as on the first two pages of results). This would 
mimic the behavior of consumers looking online to purchase a prescription medicine. 
These data have the benefit of being readily available and not sensitive or confidential, 
and could also be tracked overtime for trends and measurement of progress. 

2. Effectiveness of CSiP members' standards of conduct and/or other voiuntary best practices: 

a. The measurable outcomes from CSIP members' own voluntary enforcement activity in 
2012 and 2013, other than the aggregate data related to Operation Pangea that has 
been publicly released, including: 

i. The percentage of illegal online pharmacy activity on each member's platform, 
as evidence members' commitment to CSIP's mission and to shed light on what, 
if any, voluntary policies are working; 
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ii. The number of websites blocked/transactions stopped by each sector involved 
in CSIP, which as a stand-alone number (not a percentage) shows the scope of 
the problem and how individual policies or best practices being employed by 
CSIP members are helping to achieve these results and/or curb the threat; 

iii. Percentage change in the number of solicitations to CSIP companies by illegal 
online drug seller operators, as evidence of the effect that corporate policies 
can have on rogue actors' activities (e.g. the rogue actors may stop trying to use 
XYZ registrar and Instead seek out a safe-haven registrar who does not enforce 
policies against illegal sites); 

iv. The number of internal appeals by illegal online drug sellers that each company 
(or sector) has had to respond to, which informs future efforts to establish 
effective, tailored voluntary enforcement protocols; 

b. The internal policies, strategies and tactics adopted and the resources (internal or 
external) that have been helpful in creating effective corporate voluntary enforcement 
programs within CSIP member companies, which will demonstrate to stakeholders what 
works and what doesn't; 

c. CSIP's standards for membership (e.g. expectations of voluntary enforcement), to 
evidence CSIP members' tangible commitments to addressing the issue and to help set 
standards/best practices against which other Internet commerce companies could be 
evaluated; 

d. CSIP's recommendations for what other Internet commerce companies (non-CSIP 
members) could be doing to help clean up the Internet pharmacy marketplace in order 
to help export standards/best practices and establish guidelines against which other 
companies could be evaluated. 

3. Effectiveness of CSIP's "neutral forum for sharing relevant information about illegal Internet 
pharmacies among members (forum)": 

a. The type, quantity and frequency of Information shared in the forum, e.g. prospective 
threats or only post-investigation information, to show whether and how such a forum 
can be used to proactively address rogue activity; 

b. Information on breadth of participation among members, i.e. what sectors most actively 
use the forum and at what frequency, to inform how to improve the forum for increased 
effectiveness across multiple sectors and platforms; 

c. Data on what CSIP members do in response to shared information, e.g. send warning 
letters, cut-off transactions, etc., as evidence of the tangible outcomes resulting from 
the forum; 

d. Information on how and to what extent the FDA, FBI, DHS or other law enforcement 
agencies have access to or utilize the forum for sharing information, to show the 
measurable value of the public-private partnership. 

4. Effectiveness of CSIP's assistance with "law enforcement efforts where appropriate?" 

a. Data on how CSIP assisted in Operation Pangea in 2012 and 2013, to show the direct 
additional value of CSIP's involvement: 

i. Number of leads solely attributable to CSIP members; 

ii. Number of leads from other sources reviewed or confirmed by CSIP members; 
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iii. Number of illegal online drug seller websites shut down by CSIP members (as 
opposed to taken down in response to law enforcement warning letters or 
other actions); 

b. Information on other ways CSIP has aided law enforcement efforts, aside from 
Operation Pangea, to show whether and to what extent the Internet commerce 
companies are involved in regular or ongoing enforcement efforts: 

i. Data on how often CSIP liaises with law enforcement to deconflict, share, and 
take joint action on lead. 

Question #3: If the data is not readily available, in what ways could it be obtained? 

ASOP recognizes that some of these data may be sensitive and/or may not be readily available to 
Internet commerce companies, i.e. it may not be currently produced or collected through currently 
existing business practices or processes. However, for CSIP members who have committed publicly to 
combating illegal online drug sellers, we would nonetheless expect these companies to establish 
systems and processes by which to evaluate the effectiveness of their voluntary initiatives. While the 
Internet commerce companies themselves would best know how to measure the outcomes of their own 
initiatives, use of the following of systems and processes might be helpful: 

1. Monthly monitoring of the number of: 

a. Companies using the platform for both legal Internet pharmacies and Illegal online drug 
sellers business purposes; 

b. Illegal online drug seller transactions blocked; 

c. Appeals from illegal online drug sellers seeking to use the platform's services; 

d. Warning letters and/or compliance bulletins distributed to clients. 

2. Annual (if not monthly) use of a third-party to audit the platform for: 

a. Rogue activity; 

b. Overall cleanliness, e.g. percentage rogues using the company's system for illegal online 
pharmacy activities. 

Question #4: Are there particular impediments to measuring effectiveness, at this time or in general, 
and if so, what are they? 

If measured by the number of illegitimate online pharmacies found in search results and other online 
locations, ASOP does not have first-hand knowledge of any particular impediments that would prevent 
Internet commerce companies and/or the government from measuring the effectiveness of voluntary 
actions.^ Nonetheless, we have heard from CSIP that the following issues make it difficult to measure 
effectiveness: 


^ Wg note, however, that if measuring effectiveness were to require test purchases of pharmaceuticals from 
suspect online drug sellers, then impediments could include the cost and effort needed for such test purchases 
(including obtaining prescriptions where needed), as well as the analytical lab testing and secure handling and storing of such 
samples. 
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1. Due to differences in the sectors involved in CSIP (e.g. payment processors vs. registrars), it is 
difficult to determine a consistent way to measure and reflect CSIP's effectiveness; 

2. Even within a sector (e.g. advertising providers), there are substantial differences in the way 
each company operates, again creating challenges in measuring "apples to apples;" and 

3. Companies, especially smaller organizations, may not have allocated the resources (staff time, 
budget, etc.) that are needed to measure tangible outcomes. 

While these issues may present initial challenges to CSIP's ability to measure the effectiveness of its, and 
its members', voluntary actions, there is a compelling public health interest in finding ways to do so. In 
order to vigilantly protect consumers, policymakers, regulators, law enforcement and health groups 
must be able to assess whether voluntary actions are working or not. If not, these stakeholders owe it to 
the public to take additional action, whether through new legislation, increased enforcement or other 
measures. Accordingly, Internet commerce companies must be expected to bear some burden of proof 
- even If such requires establishing additional systems and processes to measure new data points or the 
hiring of a third-party monitoring organization - to evidence that their programs are working. Without 
these data, stakeholders are unable to appropriately evaluate existing practices and determine what, if 
any, additional actions are warranted to better protect public health. 


Question #5: What mechanisms should be employed to assist in measuring the effectiveness of 
voluntary initiatives? 

ASOP encourages the Administration consider the following mechanisms to help evaluate the 
effectiveness of voluntary initiatives: 

1. Mimicking the behavior of consumers looking online to purchase a prescription medicine (see 
response to Question #2 above) and tracking the "cleanliness" of results over time for trends 
and measurement of effectiveness; 

2. Issuance of official recommendations from the Administration on metrics for measuring the 
success of voluntary initiatives that have been undertaken already and included in the IPEC 
strategy (2013), including a procedure to promote accountability for reporting on the outcomes; 

3. An annual request for a public report to the Administration or to Congress from companies and 
organizations who have committed to voluntary initiatives, which would provide year-over-year 
information from which long-term effectiveness may be evaluated; 

4. GAO investigation and/or other government audit of (1) the effectiveness of voluntary initiatives 
every three years which would take into consideration the Administration's official 
recommendations (item #1 above) and use the annual reports from companies and 
organizations as a means of evaluating progress (item #2 above); and (2) the extent to which 
rogue Internet pharmacies are utilizing companies in the same sectors that have not engaged in 
voluntary compliance measures; and 

5. U.S. Government-organized annual public meeting to facilitate information-sharing about key 
voluntary initiatives and to increase dialogue among private sector, public sector, and non- 
government organizations to promote evaluations and improvements. 
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Question #6: Is there existing data regarding efficacy of particular practices, processes or 
methodologies for voluntary initiatives, and If so, what is it and what does it show? 

ASOP understands that CSIP has made efforts to evaluate the efficacy of particular initiatives the 
nonprofit and its members have undertaken since 2012. CSIP has reported results available at 
h ttp://www.safefnedsoniine.oru/who-we-are/our-resuits/ . 

We applaud these initial outcomes from CSIP. That said, ASOP does not have full information on the 
methodology used or consistency ("apples to apples" nature) of information provided by CSIP's 
members and thus cannot comment on the accuracy of the information provided. Also, these data 
reflect only the voluntary initiatives taken by the thirteen companies involved in CSIP; there are many 
other companies (including those based off-shore but who provide services and/or facilitate 
transactions to U.S. consumers) who should similarly be dedicated to protecting patients and likewise 
measuring the efficacy of their practices. ASOP is not aware of other existing data. 


CONCLUSION 

Despite the various recommendations provided herein to increase the effectiveness and impact of CSIP's 
actions to date and in the future, and that of Its members and future members, ASOP considers CSIP to 
be a crucial partner In the fight to protect patients and ensure improvements that can bring about a 
change to the online environment as it relates to reducing the prevalence of illegal online "pharmacies." 
CSIP has undertaken a brave and new initiative that will require much learning, evaluation, and 
adaptation to ensure its success. The willingness to embark upon this initiative is symbolic of the 
corporate responsibility and forward-thinking nature of Its members, and for that, we applaud them and 
look forward to their continued partnership and commitment to this issue. 

The U.S. government plays a critical role in protecting patient safety, enforcing laws, and preventing 
crime. In the case of illegal online "pharmacies," voluntary and good corporate practices by Internet 
commerce companies can provide a solution to advance all of these goals, decreasing the burden on 
government and reducing threats to patient safety (and associated costs to the health-care system). As 
such, the voluntary initiatives must be measured effectively to ensure progress and advance the 
Administration's overriding goals. We applaud this exercise as a tool to achieve that outcome, and we 
hope it will be completed and used effectively to advise on next steps and future policy. 

We must all work together to protect patients and the public health, public and private sector. ASOP 
remains committed to playing our role. In order to achieve the most beneficial outcome for patients, 
we must be able to adapt our rules, regulations, laws, and voluntary corporate policies to accommodate 
for advances and changes in technology and the availability and wide use of the Internet today. As such, 
we cannot allow the Internet to be a platform for crime against patients. But we must also remain 
vigilant to work together in a way that ensures the sustained integrity, free and open nature, and 
conveniences of the Internet so it continues to be a vital tool for all, enjoyed by all. 
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Law Actions amd Patient Harms Related to Illegal Online Drug Sellers 

Recent Law Enforcement Cases, Prosecutions and Investigations 

A few examples of recent U.S. and international law enforcement actions involving online drug sales, in 
chronological order: 

1. In the summer of 2011, U.S. federal agents identified a 41-year-old, Shane Lance. The agents 
arrested Lance and indicted him on multiple counts, including conspiracy to traffic counterfeit drugs. 
Last spring, he pleaded guilty to one count of conspiracy to traffic and one count of trafficking, and 
in November he received his sentence: 10 months in prison and a $5,100 fine to be paid to Pfizer.^ 

2. In December of 2012, the State of Oregon fined Hayden Hamilton, founder of ProgressiveRx.com, 
$50,000 for operating without an Oregon pharmacy license. The 35-year-old Portland businessman 
has shipped medicine from India and other countries to customers in the United States and around 
the world. 

3. On April 24, 2012, two men pleaded guilty and were sentenced for smuggling counterfeit and 
misbranded pharmaceuticals into the U.S. Both men operated an Internet business in Israel that 
used multiple websites to illegally sell large amounts of prescription drugs to U.S. purchasers. In 
total, they sent approximately 9,000 separate drug shipments to U.S. purchasers, generating over 
$1.4 million in gross proceeds. Ultimately, one man received 10 months in federal prison, was fined 
$30,000 and forfeited $50,000. The other man received one year of probation, was fined $15,000 
and forfeited $15,000.^ 

4. On August 5, 2012, Chinese government officials seized "more than $182 million of counterfeit 
pharmaceuticals last month in the latest attempt to clean up a food and drug market that has been 
flooded with fakes." Chinese police arrested more than 2,000 individuals and destroy 1,100 
production facilities for producing counterfeit drugs.® 

5. On August 9, 2012, a Puerto Rican man faced up to 10 years in prison after being found guilty by 
a jury on U.S. federal charges stemming from his role as a key operative for a drug ring that 
distributed large quantities of Chinese-made counterfeit pharmaceuticals throughout the United 
States and worldwide. Special agents with U.S. Immigration and Customs Enforcement's (ICE) 
Homeland Security found more than 100,000 pills made to resemble a variety of popular 
prescription medications, including Viagra, Cialis, Valium, Xanax and Lipitor.^ 


"Inside Pfizer's Fight Against Counterfeit Drugs," Bloomberg Businessweek (January 17, 2013); available 
5t httD:f/www.businesswC'ek.com/artick-3/2QI3- 01-17/insidD-ofi^ers-fiEht against CDunterfeit-drup.s 

' "State fines online pharmacy with Portland ties; Oregon shipments blocked" U.S. Department of Homeland Security (December 21, 2012); 
available at htip://www,oreR<anlive.corn/health/inclex.ssf/?Q]2/12/state fines online p^taiinacv wi.htm! 

"2 Israeli men sentenced for smuggling counterfeit and misbranded pharmaceuticals into the United States" U.S. Department of Homeland 
Security (April 24 , 2013); available at httD:f’/www.ice-i;ov/n8ws/rel8a5es/12Q4,'T20424st!Qui£.htnt 

® "China Arrest 2,000 Individuals and Destroys 1,100 Production Facilities for Making Counterfeit Drugs" Rx-3G0 (August 5, 2012) available at 
http://hosted;:)Q.vreso.cDm/4274D9/59c2bg3fQ6/ARCniVE '■*■•# > 

' "Man convicted for role in international counterfeit drug distribution scheme 

Search continues for organization's ringleader" U.S. Department of Homeland Security, ICE (August 9, 2012); available 
at http://v vv«Av.i f:e.gov/new.s/releases/120fj,'12D809iosangeles.ntm 
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6. On January 9, 2013, a pioneer of the Canadian Internet pharmacy business, Andrew Strempler, 38 
years old, was sentenced in U.S. federal court in Miami to four years in prison for conspiracy to 
commit mail fraud in connection with the sale of foreign and counterfeit medicines to U.S. 
customers.^ 

7. On March 13, 2013, Edmond Paolucci, 54, of Coventry, Rhode Island and Patrick Cunningham, 44, 
of Cranston, Rhode Island, admitted to the court that they participated in a conspiracy to repackage 
illegal drugs and sell them under various names and labels to consumers who placed orders via the 
Internet. A significant portion of the proceeds realized from the sale of the illegal drugs was 
laundered back to individuals in Israel.^ 

8. On March 27, 2013, nine defendants were sentenced for their roles in illegally distributing 
controlled substances to customers who bought the drugs from illicit Internet pharmacies. The 
defendants were also collectively ordered to forfeit more than $94 million in illegal proceeds. Drug 
Enforcement Administration Acting Special Agent in Charge Bruce C. Balzano stated, "Prescription 
drug abuse has risen to alarming levels, often times leaving a trail of devastation behind and 
negatively impacting our communities. The individuals sentenced this week were involved in online 
pharmacy schemes that were illegally distributing controlled substances. 

9. On March 27, 2013, three men and one woman have been sentenced in relation to the illegal 
online supply of prescription only and counterfeit medicines. This follows an undercover operation 
by the Medicines and Healthcare products Regulatory Agency (MHRA). Searches of the homes of 
those involved uncovered stashes of counterfeit medication and generic prescription only medicine. 
This included Viagra, Cialis, diazepam and methadone. A study of a computer also showed email 
traffic between Andrew Luxton, Samantha Steed, Carl Willis and others indicating the previous 
supply of illegitimate medicine. 

10. On June 27, 2013 the U.S. FDA reported the successful execution of Operation Pangea VI, a law 
enforcement initiative resulting in the elimination of 1,677 websites selling illegal prescription drugs. 
In partnership with the Department of Justice, FDA's Office of Criminal Investigations, Interpol, and 
authorities from nearly 100 countries took action against 9,600 websites. Dangerous drugs valued at 
$41 million were seized. 


'' "Canadian Internet Pharmacy Founder Gets A Years In Counterfeit Drugs Case" Partnership for Safe Medicines (January 18, 2013) available at 
htto://Yiiww,saferncdicines,ot£/201j/01/f3ke online-oharmacv founder andrew strcmoler euillv-of mail fraud-5Q8.htmi 
’ "Two Plead Gui'ty to Participation in International Conspiracy to import and Distribute Prescription Drugs and Anabolic Steroids" Department 
of Justice (March 13, 2013). http:,'7wvvw.;ustice.Rov/iJ5ao/fi/news/2013/m5r2013/sternids.htm! 

"Nine Sentenced For Illegally Distributing Controlled Substances Over The Internet" Department of Justice (March 27, 2013) available at 
htto://www.iustir-e.gov/usaQ/c3n/news/2.Q13/2013 03 27 nine.sentenced.pres5.html 

"Three men and one woman sentenced in counterfeit medicines case" MHRA (March 27, 2013) available at 
http://www.mhra.gov.Uk/NewsCentre/Pressroiease.s/CON254851 

"international operation targets online sale of illicit medicines" Interpol (June 27, 2013); available at http://www.interpoi.int/News-and- 
media/News-media-relea5eK/20:L3/PR077 
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Examples of Patients Harmed by Medications Purchased Online 

These are just a few illustrations, in chronological order, of the serious and growing global problem of 
illegal online drug sellers. 

1. On February 12, 2001, U.S. citizen Ryan Haight died from adverse reactions to painkillers that he 
purchased over the Internet. He was only required to fill out a questionnaire that was 
"examined" by a doctor who had never met him.'^ 

2. On December 17, 2006, Craig Schmidt, a 30-year-old plastics salesman, purchased Xanax (an 
anxiety drug) and Ultram (a painkiller) from an online drug seller without seeing or speaking to 
the doctor that prescribed the medications. After taking the drugs, he nearly died and has been 
left permanently impaired with brain damage that inhibits him from driving or even walking 
without stumbling. 

3. Marcia Bergeron, a Canadian resident and US citizen, died in 2006 from heavy metal poisoning 
caused by the contaminated prescription medications she had purchased from an illicit online 
pharmacy. Otherwise healthy, the coroner determined that Bergeron died of cardiac 
arrhythmia caused by metal toxicity from counterfeit medication. According to the coroner, the 
v/ebsite where Marcia bought her medicines looked reputable as did the box of pills, but the 
drugs were actually shipped from overseas and had high levels of lead, titanium, and arsenic, 
which caused her death. 

4. On May 22, 2008, a man from Wichita, Kansas died from an accidental overdose of drugs he 
received from an online pharmacy. He obtained these drugs without ever visiting a doctor. The 
man's wife described her husband as "an addict --and that the Internet sites that sold him the 
drugs were his pushers."^® 

5. Steven Kovacs was a 22-year old aspiring psychologist In New York when he started buying 
medication online after first being prescribed Adderall, used to treat attention-deficit 
hyperactivity disorder, and Xanax, used to treat anxiety. Steven died of a prescription drug 
overdose on July 8, 2009 after mixing, Adderall, Xanax and OxyContin.^^ 

6. Lorna Lambden, a 27-Year old London paramedic, was found dead in her apartment on 
December 17, 2010 after she accidentally ingested a fata! dose of medication purchased from an 


"Don't underestimate the danger of drugs from abroad" San Diego Union-Tribune (February 25, 2011); available at 
htt/:>://www..^ianonsond!eoo.com/nev^‘!/2G1 l/feb/?5/dont-undefeslimate-fr\e-<ianoef-of-(lnia'i-froiv-abroad/ Th\5 medicine was misused, The 
patient, without a prescription, purchased pain medications over the Internet. He had a serious reaction and died. The patient was only 
required to fill out a questionnaire that he was "examined" by a doctor who had never met him. 

''' "Online Extra: The Deadly Side Effects of Net Pharmacies" Bloomberg Businessweek (December 18, 2006); available at 
httD://www.b'jsinessweek.com/storigs/20Q6 lZ -17/cnlino extra the deadly- side effects of net oharmodes 
' ' "Counterfeit Pills Bought Online Leads to Death. Coroner Confirms," The Times Colonist (July 6, 2007); available 

at http:/,-'wwvv.C3nadaxom/victoriatimescoiO!iist/news/stop/.html?id=05142c32-9796-4368-bf42-766939915f3S&k=?.9019 This medicine was 
contaminated with significantly high levels of metal. 

"Widow: My Husband Died from Online Drugs" CNN (May 22, 2008); available at 
h ttp://www.cnn.com/20QS/HEA,LTH/Q5/21/ o niine.dnjg5/index.html?iref^allsearch This drug was misused and abused. The medicine was 
purchased online without a doctor's visit or a prescription. 

"Mom, Schumer urge Web Pharmacy Crackdown," Newsday, United States (July 10, 2011); available at http:/./www,newsdav.corri/iong- 
isiand/mom-schumei' uree-vveb-pharmacv-crackdown-l.BOiesSl This medicine was obtained without a prescription and was abused because 
online prescription drugs were easily accessible. 
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illicit foreign online pharmacy. The coroner report found four-times the therapeutic level of the 
drug, Amitrptyline in her blood. 

7. In January of 2010, 150 patients were admitted to hospitals in Singapore after taking counterfeit 
Tadalafil and herbal preparations that claimed to cure erectile dysfunction. Seven (7) of the 
patients were comatose and four (4) subsequently died from the online drugs which contained 
powerful ingredients used to treat diabetes. 

8. On June 3, 2011, an emergency room doctor, from Texas, suffered a stroke from ingesting 
counterfeit Alii from www.2daydietshopping.com. The counterfeit Alii was produced using the 
controlled substance sibutramine, rather than the approved ingredient orlistat, and then 
shipped to the US for redistribution. Two individuals operated the site. The first is a Chinese 
citizen who has been sentenced to 7 years in federal prison, $504,815.39 in restitution to 
victims, and deportation following his sentence. The second US citizen received 3 years 
probation.^® 

9. On April 4, 2012, a mother and son in Los Angeles were looking for cold medication. They 
purchased and fell victim to a counterfeit drug "vitamin injection." The victim's heart rate 
increased rapidly, experienced severe headaches, dramatic weight loss, pass-outs and numbness 
in lips. The victim was eventually hospitalized.^^ 

10. On April 23, 2013, Sarah Houston, a 23-year old medical student in the United Kingdom, 
obsessed with her weight, purchased DNP, a deadly diet pill, through an online drug seller. The 
pill, sold as a weight loss aid through many illicit online pharmacies, is actually a pesticide with 
lethal consequences to humans. 


"Paramedic died after taking tabiets she bought over the Internet to help her sleep," The Daily Mail, United Kingdom (May 20, 2011); 
available at httD://wwvv.dai!vma!l,co-uk/ne\v.s/arti€le-138S795./Paramedic-ix>m3-laritbden-died-overdr.S!!i.t!-sl?eD!ne-tabiets.htm! This medicine 
was purchased without a prescription and it was misused. The patient took anti-depressants as a sleeping aid. 

"Counterfeit Internet Drugs Pose Significant Risks and Discourage \fital Health Checks," Science Daily (January 20, 2010). This contaminated 
medicine, claimed to cure erectile dysfunction contained a powerful drug used to treat diabetes. 
httD://www-Scienced3!iv,com/re!ease5/2010/0I./I0U120O85348,htm 

"June 3, 2011: Chinese National Sentenced to Federal Prison for Trafficking Counterfeit Pharmaceutical Weight Loss Drug" U.S. Department of 
Justice (June 3, 2011); available at htTpi/Zwww.fda gov/!CECI/Crimin3llnvestjgations/'ucni257912.htm 

This medicine was contaminated with significantly high levels of metal. The patient suffered a stroke after ingesting the medication. 

■ "Cracking Down on Counterfeit Drugs" San Diego Union-Tribune (April 4, 2012); available at 

h ttp: //W W W. ut s andie.g:Q.i': Q m/n8ws/2G12/apr/04/'cr3f.king-down-CQunt6rfeit-drug5/?page-l#3rtic!e This medicine was contaminated. 

“ "Banned slimming drug kills medical student: Coroner attacks online dealers who target the vulnerable" The Daily Mail, United Kingdom (April 
22, 2013); available at http:./, ‘'www.dailvmaii, co.uk/he3lth/3rticle-2312936/Saroh-HQuston-Banned-siimm ing-drug-ONP-kilis-medicai-student- 
coroner-attacks-oniine-deaiers- target- vuiner3bie.htmi This medicine was misused. The patient took both anti-depressants and a pill marketed 
as a weight loss aid containing lethal ingredients. 
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Center for Safe Internet Pharmacies 


September 24, 2013 

Rep Bob Goodlatte, Chairman 
Rep. John Conyers, Jr Ranking Member 
U.S House Judiciary Committee 
2309 Rayburn House Office Building 
Washington, DC 20515 

Statement of The Center for Safe Online Pharmacies 
Submitted in the Hearing on 

"The Role of Voluntary Agreements in the U.S. Intellectual Property 

System" 

Before to the Subcommittee on Courts, Intellectual Property and the 

Internet of 

House of Representatives Judiciary Committee 
September 18, 2013 


Dear Chairman Goodlatte. Ranking Member Conyers, and Members of the 
House Judiciary Committee: 

The Center for Safe Internet Pharmacies (CSIP) respectfully submits this 
statement for the record of the September 18, 2013 hearing before the House 
Judiciary Subcommittee on Courts, Intellectual Properly, and the Internet, entitled 
"The Role of Voluntary Agreements in the U.S Intellectual Property System," 

CSIP was founded in 201 1 as a non-profit with the mission to promote and 
encourage safe online pharmacies Our organization is dedicated to voluntary 
collaboration between Internet service providers. Our members, which do not 
include drug manufacturers nor pharmaceutical companies, fund and support 
CSIP activities, including sharing data about illegal websites, collaboration with 
law enforcement entities, and consumer education campaigns Our member 
corporations include Google. Microsoft, Yahoo. Visa, MasterCard. American 
Express, Discover. eNom, GoDaddy, PayPal, Neustar, Facebook, and most 
recently UPS. 

CSIP welcomes the Subcommittee’s interest in the important role voluntary 
industry initiatives play in the online ecosystem. The safe purchasing of 
prescription drugs is fundamental to protecting consumer health and safety and, 
if not managed through safe and legal channels, represents a potentially fatal 
threat to the lives of unknowing consumers CSIP and its member companies 
have made enormous progress in addressing illegal pharmaceuticals through 
voluntary measures. 

The voluntary efforts enabled by CSIP are built on unprecedented collaboration 


www.safemedsonline.org 
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between the public and private sectors and have yielded positive results. The 
following are a few examples of the important and effective work CSIP has 
accomplished 


• In July 2012, CSIP launched a data-sharing portal that enabled our 
member companies to share information about illegal online 
pharmaceutical sites. Through this collaboration our members shut 
down activities of 3,127,235 illegal pharmacy sites. 

• In partnership with LegitScript, CSIP provides an online pharmacy 
checker tool. Consumers can enter a URL to see whether an online 
pharmacy is legitimate, find patient-assistance programs for affordable 
medications, or report illegal online pharmacies This tool also 
identifies known National Association of Boards of Pharmacy (NABP) 
certified online pharmacies 

• CSIP participates in Operation Pangea with the FDA, INTERPOL, and 
other domestic and international law enforcement organizations 
Operation Pangea is the largest global Internet-based operation 
focusing on illicit websites selling fake or counterfeit medicines In 
November 2012, CSIP helped in this Operation to shut down more 
than 18,000 illegal pharmacy websites, and law enforcement officials 
seized approximately $10 5 million worth of illegal pharmaceuticals 
worldwide In June 2013, CSIP helped shut down 1,677 sites and law 
enforcement agents seized more that $41 million worth of counterfeit 
and illegal drugs 

• CSIP has supported consumer education campaigns by the Food and 
Drug Administration (FDA)'s BeSafeRX and the Partnership for 
Drugfree.org's Medicine Abuse Project, a campaign, which generated 
a total of 41,265,758 social media impressions. 

• As a result of CSIP’s partnership with search engine advertisers, the 
number of illegal drug and pharmacy ads on major search engines like 
Google and Bing (Microsoft) has declined by 99.9%. 

CSIP's voluntary efforts have been enthusiastically supported by both 
government and private stakeholders The work of CSIP has been recognized in 
the 2013 “Joint Strategic Plan for Intellectual Property Enforcement' developed 
by the Office of Intellectual Property Enforcement Coordinator (IPEC). In addition, 
the Subcommittee's hearing on the role of voluntary efforts followed the first 
CSIP sponsored roundtable event held in Washington D C on Tuesday, 
September 17, 2013. This event brought CSIP member companies together with 
government officials from the Food and Drug Administration's Office of Criminal 
Investigations, the Office of the U S Trade Representative, the U S. Department 


www.safemedsonline.org 
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of Commerce, Interpol, and the Office of the U.S Intellectual Property 
Enforcement Coordinator, as well as Industry leaders representing the Global 
Intellectual Property Center, the National Association of Boards of Pharmacy 
(NABP), the Pharmaceutical Security Institute (PSI), and partner organizations 
including LegitScript and the Alliance for Safe Online Pharmacies (ASOP), to 
discuss trends and Issues related to illegal online pharmacies and ways to dhve 
collaboration among organizations. 

As our efforts have proven, voluntary Industry initiatives have an important role to 
play in addressing this complex issue. CSIP remains committed to engaging in a 
national discussion about the rise of Illegal online pharmacies and the effective 
role the private sector can play in curbing illegal online pharmacies 

We thank the Subcommittee for convening its hearing and for the opportunity to 
provide this statement for the record, and we would be pleased to provide the 
Committee with further information on these Initiatives 


Sincerely, 


Marjorie Clifton 

Executive Director. Center for Safe Internet Pharmacies 
infoOsafe m edsonline orq 
( 202 ) 510-5275 


cc: 


www.safemedsonline.org 
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Digital Media Association 


Seplember 18. 2013 


Honorable Howard Coble 
Chairman of the Subcommittee on 
Intellectual Property. Competition, and 
the Internet 

U S House Committee on the Judiciary 
2188 Rayburn HOB 
Washington, DC 20515 


Honorable Mel Watt 

Ranking Member of the Subcommittee on 
Intellectual Property. Competition, and 
the Internet 

U S House Committee on the Judiciary 
2304 Rayburn HOB 
Washington, DC 205 1 5 


Dear Chairman Coble and Ranking Member Walt 


The Digital Media Association ("DiMA")' would like to thank you for scheduling 
today’s subcommittee hearing on the “fiok nf I 'uliiniiiry Ai>reemenis iii ilie U.S. Iiiie/leciiial 
l‘ri)/>fri\ System" and providing us with an opponunity to share our thoughts on this important 
subject 

DiMA. and our member companies, stand at the forefront of developing new and creative 
ways to legally distribute entertainment content online In the past decade, our members have 
revolutionized the way music can be legally purchased via online music stores We have 
launched new and innovative music and video streaming services We have transformed the 
tradibonal reading process through the widespread distribution of e-books And, most recently, 
we have partnered with copyright owners to form new licensing opportunities centered upon 
user-generated content In sum, our members are constantly exploring new outlets for the 
legitimate online distribution of digital music. Him. television and books. 

The byproduct of our success extends beyond speciHc member company benelil. It also 
guarantees that copyright owners will continue to be handsomely rewarded for their creative 


' DiMA IS a iiauoiiall> iccogiu/cd iradc associaUQii llial irpicscms ilic legal and polic) iiilcicsis of AmcrKa s 
leading online disinbiilois of digilal iiuisic. film, leler ision and books A full lisi of DiMA members can be found at 
liii|) //\v«\' digiiicdia oiy/aboiii^liiiH/iiicmbcts 




322 


Leller lo Hon. Coble i-uid Hon. Wall. Seplember 18, 2013. 


endeavors and consumers will enjoy numerous ways to legally access the content of their 
choosing. 

With this in mind, DiMA welcomes the utilization of voluntary agreements to help stem 
unwanted acts of online infringement. Such agreements when properly developed have the 
potential to offer flexible, yet targeted solutions to online infringement that are often difficult to 
replicate through the traditional legislative process. 

Going forward, however, the key to success in this area will depend greatly upon the 
ability of participating stakeholders to craft voluntary agreements that are data driven, forward- 
thinking and industry inclusive. The following section addresses each of these concepts in 
greater detail. 


I. Voluntary agreements should be data-driven . 

In recent years, numerous studies have been introduced for purposes of highlighting the 
rate at which online piracy occurs and the negative impact that it has on the U.S. economy. Yet, 
when these studies have been reviewed by objective third-party governmental entities the various 
methodologies employed by the individual researchers have been called into question^ - leading 
other governmental entities to stress the need for additional evidence-based research.^ 

The lack of reliable data in this area is truly unfortunate. Accurate data can inform 
policymakers and relevant stakeholders of the true size of the problem associated with online 
infringement. Once properly developed, data can be used to determine which aspects of online 
piracy are most problematic; thereby providing a roadmap into which types of online 
infringement to tackle first. Data can also be used as a benchmark by stakeholders to measure 
the progress of voluntary agreements in curbing such behavior in the future. 


II. Voluntary agreements should not only seek to limit access to infringing materials, 
but also aspire to reduce demand for infringin2 content . 

Most of the voluntary agreements established to date have been focused primarily on 
eliminating unauthorized access to copyrighted protected works. The UGC principles 
agreement, for example, promotes the adoption of filtering technologies aimed at blocking a 

^ Loren Yager, Obsei^’ations onEfforts to Quantify’ the Effects of Counterfeit and Pirated Goods, Go^'emnlent 
Accountability Office, GAO-10-423 (2010), a^'ailable at http:/Vtyi^:w,g.a_o,gp^:/a_ssetsXlIiY^^ 

^ National Research Council, Copyright in llic Digital Era: Budding Evidence for Policy (2013), available at 

hrt p: //www,nap.cdiEca ta log . php?re co rd_id ==^i4686. 
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user’s ability to upload infringing materials that could otherwise be shared with third-parties. 

The advertiser and payment processor agreements each seek to deprive ‘rogue’ websites of 
important revenue which often serves as the financial incentive for operating such sites. ’ And, 
the ultimate sanctions found in the Copyright Alert System include Internet throttling and 
possible temporary suspension in an effort to discourage unauthorized access of protected 
materials.*’ 

Efforts to limit access to protected materials have merit, but they represent only a small 
portion of a truly viable and comprehensive solution for reducing online piracy. Indeed, recent 
evidence tends to indicate that the best way to reduce online infringement, particularly with 
regard to entertainment content, is through increased licensing initiatives that promise to make 
such materials more widely available through legitimate online outlets.’ Going forward, 
voluntary initiatives would be well served to address this topic. 


III. Voluntary agreements should be structured in a wav that guarantees maximum 
participation . 

As mentioned earlier, voluntary agreements have the potential to offer well-informed, 
targeted solutions to help curb online infringement. The success of such mechanisms, however, 
will depend heavily upon the ability of conveners of future discussions to encourage a wide 
swath of relevant stakeholders to participate in future endeavors. 

Persuading copyright owners to participate in such negotiations should prove to be quite 
simple. Convincing others however might be more difficult; particularly if those stakeholders 


^ 'SVe http:,''A\’\v\v.i.i^cprinciples.coni/' 


See http://www.aaaa.org/'iiews/press/Pages/050312_ oii l ine_pir a cy-aspx : see also bt,tp:/Vwww .20 1 3 ip practices-C Q i w' 


See ,bttp;/7www^CQpvriglUj]ifgnTO^ 


^ See Brett Damiaher, Michael D. Smith et al.. Coitv’erting Pirates Witliout Cannibalizing Purcliasers; The Impact of 
Digital Distribution on Physical Sales and Internet Piracy (2010). available at http : //ss m. coin/ab stact~ 1381827 : see 
also Mar\’ Madden, Tlie Slate of Music Online: Ten Years After Napster (2009), Pew liileniel & American Life 
Project, at 4, available at li'i(p:/y|)evvinlcmct.o rg ^ Rc |>orls/20 l)9 ,''9"Thc-Slai c-o r-Music-Online"TcTi-Y cars- After- 
Napster.aspx; see also Adventures in the Netherlands: Spotify, Piracy’ andtlie new Dutch Experience (2013). 
a^'ailable at h ttp://press-spotifc.c oni/ us/201 3/ 07/17/adventure s- m-ne t b e iiaiids/ : see also The Wasliington Post. How 
CBS sparked more online piracy of its own show- (2013), available al http:.//ww\v.waslunG.ioi]posl,coiny1:)loRs/ihe- 
swiic! v\vp /2 01.3 ,4 ')8,4') S/!iovv"Cbs-spnrkcd-inorc-oni iiiC"p iracv-or-its-own-sbo w7 , 


3 



324 


Leller lo Hon. Coble i-uid Hon. Wall. Seplember 18, 2013. 


view their role as nothing more than working to solve a problem caused by unrelated third- 
parties. In order to alleviate such problems and ensure that all participants are properly 
motivated, voluntary agreements should include appropriate incentives that benefit all 
participating stakeholders. 


Conclusion 

In closing, DiMA and our member companies stand willing and eager to work with 
members of this committee, other policymakers and representatives of the stakeholder 
community as they seek to craft voluntary agreements that will help bolster the viability of 
legitimate outlets for digital content via the elimination of online piracy. DiMA members, 
collectively, spend several billion dollars annually for the right to legally distribute such content; 
and to the extent that voluntary agreements can be viewed as a tool to help protect the current 
pace of growth and innovation within our industry they are a welcome addition. 

If you have any questions regarding this correspondence or need any additional 
information, please do not hesitate to contact me at (202) 639-9502. 


Sincerely, 

/s/ Gregory Alan Barnes 
General Counsel, DiMA 


cc: Members of the Subcommittee on Intellectual Property, Competition, and the Internet 
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House Subcommittee on the Courts, 

Intellectual Property and the Internet 
2138 Rayburn Office Building 
Washington, DC 20515 

September 18, 2013 

Dear Chairman Goodlatte, subcommittee Chairmen Coble and Marino and members of 
the committee: 

It is a privilege to submit the following testimony for the record in this hearing on matters 
relating to voluntary agreements to aid in the enforcement of United States intellectual 
property (IP) law'. 

Future of Music Coalition (FMC) is a national nonprofit education, research and 
advocacy organization for musicians. For 13 years, we have observed changes to 
traditional industry business models, and sought to inform artists about what these 
changes could mean for their ability to reach audiences and grow their careers. With 
regard to music copyrights, FMC recognizes the need to protect the rights of artists, while 
establishing systems that provide the returns on investment necessary to a diverse and 
sustainable creative sector. 

There is little doubt that rapid developments in digital technology have created 
tremendous upheaval to traditional music business models and posed any number of 
challenges to individual creators with regard to their enumerated rights under US 
copyright law. These developments have, however, also ushered in new opportunities for 
creative expression and commerce while enabling for the first time in history the ability 
for artists to publish their work globally and near-instantaneously with the click of a 
mouse (or the tap of a screen). 

It is not necessary to itemize the benefits of networked digital technologies in this 
testimony. Rather, we will examine why individual creators and independent 
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rightsholders must be a part of any proposed solutions to copyright enforcement — 
voluntary or legislative — as these constituencies are the most in need of meaningful 
protections yet also must retain access to today’s tools of distribution and the innovations 
still to come. 

We are pleased that many of the theoretical concepts advanced at the beginning of the 
last decade by Future of Music Coalition and our allies in the musician, composer, music 
manager and independent label communities have come to pass. This is in no small part 
due to the open structures of the internet, which allow for the development of innovations 
that are now providing the critical infrastructure of a legitimate digital music 
marketplace. Today’s musicians and composers have numerous paths to audiences, and 
fans have an increasing array of fully licensed digital music platforms with deep catalogs 
of music available at a low cost and with ever-expanding interoperability. 

The economics of these various platforms differ, and many are yet to mature. Existing 
copyright law can, by design or happenstance, aid or hinder the development of 
legitimate digital music services. We recognize the importance of Congress taking a close 
look at the current copyright regime with an eye towards optimizing the law to reflect 
today’s realities and accommodate the future. Intellectual property enforcement is a 
necessary aspect of this review, and we commend the Subcommittee for holding today’s 
hearing on how the needs of creators and rightsholders might be balanced with the 
importance of preserving platforms for speech as well as Congressionally recognized 
exceptions to existing protections. 

There is no doubt that unauthorized distribution and access to expressive works 
undermines the viability of the legitimate digital marketplace, and effects everything 
from the perceived and actual value of existing works to the investment in the creation of 
new works. Enforceable IP protections are essential to the ongoing development of 
exciting services that can attract users, as well as the propagation of high-quality content 
on these services. We would advise the subcommittee at the outset, however, that not all 
musicians and composers are direct beneficiaries of copyright, though many benefit 
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indirectly from the commercial opportunities generated from copyrighted works.* Those 
who have historically made a living from copyright — such as songwriters — may feel the 
negative impacts of piracy disproportionally to other music creators. However, we do feel 
that it is important to recognize that musical artists are diverse and highly specialized and 
that their collective interests are not always in perfect alignment with industry trade 
groups and their corporate members. 

FMC spends expends considerable effort to conduct original research into how these 
developments affect actual music creators. In 2010, FMC launched Artist Revenue 
Streams — a multi-stage research project to assess whether and how musicians’ revenue 
streams are changing in an evolving music landscape.^ 

As a small musicians’ nonprofit we are limited in our ability to assess every aspect of the 
copyright industries and how musicians and composers fit into the overall picture. 
However, we hope that our work in identifying 42 discreet revenue streams available to 
music artists and how this compensation breaks down according to a range of factors — 
from professional affiliation to vocational role to geographical location — proves useful to 
the subcommittee and anyone curious about how musicians and composers experience 
these issues. 

Another large chunk of our work concerns translating public policy and voluntary 
agreements to increase artist awareness and understanding of various proposals and 
initiatives. As this hearing is focused on voluntary agreements and best practices, we will 
highlight our recent efforts to document and translate these approaches for the benefit of 
creators and the public. 

Pros and Cons of Voluntary Agreements and Initiatives 

In the wake of contentious debates around the Stop Online Piracy Act (SOP A) and the 
PROTECT IP Act (PIP A), it’s easy to understand why non-legislative approaches to TP 


' Tliomsoic Kristm. "Off the Charts: Exammiitg Musicians’ Ltcoitie from Sound Recordings Artist Revenue Streams." Artist Revenue 
Streams. Future of Music Coalition. 12 June 2012. Web. 25 Sept. 2013. 

' .Artist Revenue Streams. Future of Music Coalition, 01 .Tan. 2010. Web. 25 Sept. 2013. 
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enforcement are being pursued. When stakeholders can come together to identify shared 
interests and potential solutions, it may result in an approach that’s more collaborative 
and flexible than a legislative mandate. But there are also strictly practical reasons for 
pursuing voluntary initiatives. Partisan gridlock in Congress can mean that passing any 
law is a challenge. If, for example, the executive branch can get parties to the table, there 
may be a clearer path to implementation. Voluntary agreements may also allow 
corporations to avoid regulations that they find constraining or objectionable. Still, the 
threat of legislation can be a spur towards participation, and therefore a path to workable 
solutions. Aligned incentives can act as a corrective to the expensive and 
counterproductive combat that too often spills over into legislative branch chambers. 

There are, however, some drawbacks to voluntary approaches. First, there is not always a 
dedicated body to compel transparency and provide oversight. Second, there is the 
possibility that multi-stakeholder compromise may water down any initiative to the point 
that it is unlikely to meaningfully impact the problem, should the parties necessary to 
implementation even agree to whether a problem exists. 

Given the alternative, however, it seems clear that voluntary approaches are the best bet 
for a range of parties to collaborate on solutions that don’t inherently disadvantage any 
one sector, while retaining the flexibility to respond to unanticipated challenges or 
unforeseen consequences of a given initiative. We commend the lawmakers and officials 
who have stepped up to the challenge of bringing parties to the table — particularly the 
Office of the Intellectual Property Enforcement Coordinator (IPEC) — as a means of 
avoiding the time, monetary and reputation costs of poorly thought-through or overly 
politicized legislation. 

The Copyright Alert System (CAS) 

FMC observed closely developments around establishing a protocol for Internet Service 
Providers (ISPs) and rightsholders to collaborate on a non-legally binding enforcement 
agenda. Initial reports and the subsequent Memo of Understanding between rightsholders 
and ISPs indicated that the CAS would not be overly punitive but rather a shared attempt 
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to educate alleged infringers of the availability of legal platforms with the potential of 
mitigation measures should a series of warnings — often referred to as “graduated 
response” — remain unheeded by an internet user. We are sensitive, as are many, to the 
need to preserve access to a critical lifeline, and were pleased that implementation of the 
CAS did not include provisions to disconnect Internet users at any point in the process. 
We also applauded the decision to avoid potentially invasive technologies to monitor the 
network, but instead rely on public trackers to scan for infringing activity. We would 
reinforce the notion that transparency and oversight of the CAS is crucial not only to its 
effectiveness, but also to build trust among communities that have too often come to 
regard one another with suspicion. As our March 07, 2013 Billboard Op-Ed^ pointed out, 
“[Such] an effort will benefit from transparency in order to build trust among 
stakeholders and to measure effectiveness. The former is key to making smarter choices 
around enforcement and growing the legitimate marketplace in a way that benefits not 
just the big companies, but also creators. In this way, incentives might be better aligned 
and artists and fans can gain confidence in today’s music ecosystem. Even if it was 
designed to limit unintended consequences, the CAS must operate in plain sight.” 

Payment Processor Best Practices for Online Copyright Infringement 

American Express, Discover, MasterCard, PayPal and Visa are among the payment 
processors who have agreed to adopt voluntary measures to deal with websites trafficking 
in ill-gotten IP. Rightsholders can now interface with the payment processors regarding 
alleged infringement of their rights online. The payment processors will then contact the 
online merchant — a site or service offering the content — about the complaint and respond 
in a manner consistent with protocols agreed upon in these best practices. This new 
system hopefully establishes a reasonably open, transparent and efficient mechanism for 
reporting infringement direct to the payment processor for review and potential action. 
FMC took the time to describe in some detail the ins-and-outs of these voluntary 
provisions in order for individual artists to avail themselves of the process.'* We have, and 

^ Rae. Casey. "Will tlie Copyriglit Alert System Break tlie Ttiteniet? By Future of Music Coalition's Casey Rae." BiUhoard. N.p., 07 
Mar. 2013. Weh. 25 Sept. 201.3. 

"Payment Processor Best Practices for Online Copyright Infringement." Payment Processor Best Practices for Online Copyright 
Infringement: What It Means for Musicians. Future of Music Coalition, 24 Oct. 2011. Web. 25 Sept. 2013. 
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continue to encourage the timely evaluation of this agreement to monitor for potential 
abuses as well as to identify its successes. 

Best Practices for Online Ad Networks 

“Best Practices Guidelines for Ad Networks to Address Piracy and Counterfeiting” is a 
joint effort to reduce the flow of ad revenue to infringing websites. The initiative is 
supported by the Interactive Advertising Bureau, along with 24/7 Media, 

Adtegrity, AOL, Conde Nast, Google, Microsoft, Yahoo! and SpotXchange. It is beyond 
our technical aptitude to comment on the specific aspects of advertising networks 
germane to a discussion of combatting infringement, but we are impressed at the 
willingness of participating parties to identify a path forward that does not appear to 
compromise the flexibility of an important new avenue for legitimate commerce. Perhaps 
unsurprisingly, there are some in the music community who feel that these agreements do 
not go far enough.' For our part, FMC encourages a thoughtful, inclusive and deliberate 
approach to measure the effectiveness of this entirely new protocol before passing 
judgment on the efficacy of a system that is still in its nascent stages of implementation. 

Conclusion 

FMC remains committed to advocating for a copyright regime that reflects the balance 
between creator and those who benefit from exposure and access to a diversity of 
expression. We support and will continue to participate in ongoing discussions among a 
range of stakeholders — including the often-overlooked independent sector — regarding 
mutually beneficial approaches to copyright enforcement. We humbly offer our 
perspectives and data to the subcommittee and the entire Congress for its consideration as 
it continues its inquires into the contours of intellectual property in the digital age. 

Casey Rae 

Interim Executive Director 
Future of Music Coalition 


' "But This Time We Mean It. . . Welcome To Tlte Ad Tech Time Machine...." The Trichordist. N.p.. 24 Julv 2013. Web. 25 Sept. 
2013. 
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Statement of Microsoft Corporation 
Submitted in the Hearing on 

"The Role of Voluntary Agreements in the U.S. Intellectual Property System" 

Before to the Subcommittee on Courts, Intellectual Property and the Internet of 
House of Representatives Judiciary Committee 
September 18, 2013 

Microsoft appreciates the opportunity to comment on the role of voluntary agreements in 
intellectual property system, the subject of the Subcommittee's hearing on September 18, 2013. 
Microsoft has been deeply involved in several relevant voluntary initiatives, such as the guidelines for 
advertising networks announced in July 2013 by the U.S. Intellectual Property Enforcement Coordinator 
(IPEC), ^ the 2012 statement of best practices issued by the Association of National Advertisers (ANA) 
and American Association of Advertising Agencies (4A),^ and the principles for user-generated content 
services developed by leading media and technology companies in 2007.^ We have also participated in 
other stakeholder dialogues involving online intellectual property issues around the world. This 
statement summarizes our experience with efforts like these and why we think they are a positive and 
useful force in improving the intellectual property system. 

Microsoft approaches these issues from dual perspectives, as a copyright owner and as an 
online service provider. As a copyright owner, we have long relied on the law to protect our core 
software products like Windows, Microsoft Office and Xbox games and to ensure that our customers 
enjoy legitimate and safe copies of our software. Our world-class antipiracy team works hard to make 
enforcement of our intellectual property efficient and effective, and these efforts benefit from voluntary 
initiatives. For example, our anti-piracy team has relied on the payment processor best practices 
announced by the IPEC in 2011 to combat counterfeit online sites operated by criminal syndicates by 
having them cut off from legitimate payment networks. 

As an online service provider, we offer services and advertising networks that on occasion can 
be abused by some engaging in infringing activity. Voluntary Initiatives provide companies like Microsoft 
with a framework to address such activity in practical and pragmatic ways that both benefit rights 
holders and do not interfere with legitimate activity of customers and partners. 

Voluntary initiatives play a vital role because the rapid development of technology continues to 
present challenges to existing intellectual property laws. For example, copyright laws In the United 
States and around the world have been updated frequently over the past two decades to address new 
technologies, including the enactment of the landmark Digital Millennium Copyright Act. Yet new 
devices, new services, new networks and new business models keep coming, each raising new questions 


^ http://www.2013iDpractices.com/ , See a/so Victoria Espinel, "Coming Together to Combat Online Piracy and 
Counterfeiting", (July 15, 2013) (http://www.whitehouse.gov/biQ5/2013/Q7/lS,^comjne-tQgeth6r-cQrrjbat-Qnline- 

piracy-and-cou n terfeiting ) . 

^ ANA, "Industry Groups Urge Marketers to Take Affirmative Steps to Address Online Piracy and Counterfeiting" 
(May 3, 2012) http:/7www,ann, net/content, ^shQw/id/23407 . 

^ "Principles for User-Generated Content Services" (OcL 2007) fhUo:/7uEcor(nciP!es.coni/ ) 
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about the applicability even of recent laws. Voluntary agreements play a critical role by filling gaps, 
avoiding wasteful litigation and giving guidance to stakeholders on how to follow the law in day-to-day 
operations. They can help stakeholders implement legal rules and adapt to the demands of today's 
technology and business. 

As an example, Microsoft was deeply involved in the "Best Practices Guidelines for Ad Networks 
to Address Piracy and Counterfeiting", developed recently by ad networks under the auspices of the 
IPEC.'^ An online ad network adopting the best practices undertakes, upon receipt of specific notices 
from rights holders, to exclude websites primarily engaged in piracy and counterfeiting from 
participating in the network. The best practices also specify that ad networks should maintain a 
counter-notice system to correct any mistaken takedowns, which is essential to ensuring that legitimate 
activity is not disrupted. This "notice and takedown" system is built on the same stable foundation as 
Section 512 of the Digital Millennium Copyright Act, a foundation that has served both to unleash new 
innovative online services and to enable efficient and effective copyright enforcement online. 

Similarly, the 2012 ANA and 4A pledge also makes notice and takedown the primary mechanism 
to address piracy and counterfeiting. It requires advertising networks to keep pirate and counterfeiting 
sites from placing or publishing advertisements "in response to reasonable and sufficiently detailed 
complaints or notices from rights holders and advertisers." This approach strikes the best and most 
reasonable balance between the legitimate needs of rights holders and the legitimate concerns of online 
services and advertising networks. 

It Is important to note that notice and takedown is as integral to Microsoft's online services as it 
is to the goals Microsoft's own antipiracy efforts, which work closely with online services - large and 
small - to make notice and takedown work smoothly and effectively. 

In sum, voluntary efforts, such as the ad network best practices and ANA/4A pledge, help 
reinforce that notice and takedown is not just an abstract concept in the intellectual property statutes, 
but a practical and effective way for online services to address infringement yet still have room to grow 
and create great customer experiences. Complementing legislation such as the DMCA, the many best 
practices and other voluntary initiatives undertaken in the past few years provide robust and 
appropriate measures that promote online enforcement of intellectual property. Voluntary efforts may 
not solve every online intellectual property issue, but it is important that the existing legal measures and 
practices are given every chance to address the problem before any new legislation is considered. 

Once again, Microsoft appreciates the opportunity to submit this statement to the 
Subcommittee, and would be pleased to answer any questions Members may have. 


Microsoft on the Issues, "Microsoft applauds release of Best Practice Guidelines for Ad Networks to Address 
Piracy and Counterfeiting" (July 15, 2013) 

( littD://blogs,technet.cQm/b/microsoft on the issues/archive/201.3/07/15/niicrQsoft-apDlaud5-reiease-of-best- 
practice-guideiinesTor-ad-networks-to-address-pjracv-and-counterfeitin.e.aspx) 
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Links to Additional Material submitted for the Record 


1) ANA/4AS joint statement of best practices; http://www.ana.nei/content/show/id/23408 

2) lAB Network and Exchanges Quality Assurance Guidelines: 

http: /m’M-w. iab.net/QAGInitiative overview/quality assurance j^uidelines 
and 

hitp://www.iab.net/ahoiit the iab/recent press release.s./press release archive.'press rel 
ease/pr-07251 3 

3) Ad Network best practices: 

http://www.whitehoiise.gOv/hIog/20I3/07/15/coming-together-comhat-onIine-piracy-and- 

counterfeiting 

http://www.2013ippractices.eom/bestpraciicespiidelinesforadnet:workstoaddresspiracyan 

dcounterfeiting.html 

4) The UGC Principles: http://www.ugcprinciples.com 

5) ISP MOU documents. For more information, the CCI website is 
www.copyrightinformation.org 

including a video on how the copyright alert system works, available at 
http: //WWW. copy rightiriformation.org/the-copyright-alert-sysiem 

6) Information about the payment processor best practices: 

htip://www.whitehouse.prv/sites/default/files/omh/lPEC/20l3-us-ipec-joint-strategic- 
plan.pdf (2013 IPEC report) 

http://www.uspto.gov/ip/ofJicechiefecon'PTO-C-20I3-0036.pdfiipage==^33 (lACC 
comments to PTO request for comments) 

http: //WWW. gacg.org/Conieni/lJpload/ MemberNewsDocs/Octoher%202012%20Repori% 
20to%20lPEC%20-%20FlNAL.pdf (lACC I year report) 

Complaint procedures available from some of the payment processors who have 
implemented the best practices: 

https://www.paypaLcom/webapps/mpp/ua/mfringementrpi-fuU? locale. X‘--en-lJS 

http://corporate.visa.com/about-visa/seciirity-and-triisi/intellectual-properiy- 
rights.shtml?ep-w sym ReportBrandAbuse 

http://www.masiercard.com/us/wce/PDF/MasterCard Anti-Piracy Policy.pdf 

hitp.:/www.gacg.org/Content/Uptoad./MemberNewsDoc.s/October%2020I2%20Report% 

20to%201PEC%20-%20FlNAL.pdf 

7) The ICANN resolution re: enhanced safeguards for new gTLDs to address, among other 
things, copyright infringement, and related documents: 

http.://www.icann.org/en/group.s/hoard/documents/re.solution.s-new-gtld-25junl3- 

en.htmiC.b 
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